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RESULTS OF THE ANALYSIS OF THE EFFECTIVENESS  
OF WIRELESS DATA EXCHANGE TECHNOLOGIES WHEN CREATING 

INFORMATION SYSTEMS FOR AGRO-MONITORING

Relevance. The reliability of wireless networks is a critical aspect in modern infocommunication systems, 
especially given their widespread use in a variety of industries, including agriculture, healthcare, transportation, 
and industry. These networks must provide continuous and reliable communication, which is becoming increasingly 
important in the context of the growing number of connected devices and increasing requirements for quality 
of service (QoS). Reliability here includes the ability of a network to continue to function properly during and after 
failures, as well as ensuring secure data transmission.

The main aim is to conduct a comparative analysis of several architectures of neural networks in order to 
determine the most suitable for modeling the reliability of wireless networks. In the second part of the study, several 
wireless communication standards will be simulated using the selected algorithm, which will allow for a deeper 
analysis and draw conclusions about reliability.

The research object is the modern wireless communication standards and their effectiveness under 
various application conditions. The research subject is methods and models of comparison of the performance 
and characteristics of 5G, Wi-Fi, LTE, and Zigbee for different types of networks and applications.

Conclusions. The results emphasize that 5G is the most promising standard for applications requiring high data 
transfer speeds and low latency. Wi-Fi remains a popular choice for local networks, but its performance decreases 
over long distances and in environments with significant interference. LTE offers a good balance between coverage 
area and performance, while Zigbee is the least performant but effective for low-speed and energy-efficient IoT 
applications. Overall, the research results confirm that the choice of wireless communication standard depends on 
specific network requirements, including bandwidth needs, coverage area, latency, and energy efficiency.

Key words: wireless networks, reliability, neural networks, QoS, data transmission, network performance.
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ORCID: 0000-0001-7857-6382
Scopus Author ID: 57194557735



109

Information Technology: Computer Science, Software Engineering and Cyber Security, Вип. 3, 2024

Олександр ЖАБКО
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РЕЗУЛЬТАТИ АНАЛІЗУ ЕФЕКТИВНОСТІ БЕЗДРОТОВИХ ТЕХНОЛОГІЙ ОБМІНУ 
ДАНИМИ ПІД ЧАС ПОБУДОВИ ІНФОРМАЦІЙНИХ СИСТЕМ АГРОМОНІТОРИНГУ

Актуальність. Надійність бездротових мереж є критично важливим аспектом у сучасних інфокому-
нікаційних системах, особливо з огляду на їх широке застосування в різноманітних галузях, включаючи 
сільське господарство, охорону здоров’я, транспорт та промисловість. Ці мережі мають забезпечувати 
безперервний і надійний зв’язок, що стає дедалі важливішим в умовах зростання числа підключених при-
строїв та підвищення вимог до якості обслуговування (QoS). Надійність включає здатність мережі про-
довжувати функціонувати належним чином під час і після збоїв, а також забезпечення безпечної передачі 
даних.

Метою роботи є проведення порівняльного аналізу кількох архітектур нейронних мереж задля визна-
чення найбільш придатної для моделювання бездротових мереж щодо оцінки їх надійності. Також у стат-
ті проведено дослідження методами моделювання кількох стандартів бездротового зв’язку за допомогою 
обраного алгоритму, що дозволило провести глибший аналіз і зробити висновки щодо надійності.

Об’єктом дослідження є сучасні стандарти бездротового зв’язку та їх ефективність у різних умовах 
застосування. Предметом дослідження є методи і моделі порівняння продуктивності та характерис-
тик 5G, Wi-Fi, LTE та Zigbee для різних типів мереж і застосувань.

Висновки: результати моделювання підкреслюють, що 5G є найбільш перспективним стандартом 
для додатків, що вимагають високої швидкості передачі даних і низької затримки. Wi-Fi залишається 
популярним вибором для локальних мереж, але його продуктивність знижується на великих відстанях 
і в умовах великої кількості перешкод. LTE пропонує хорошу збалансованість між зоною покриття та про-
дуктивністю, а Zigbee є найменш продуктивним, проте ефективним для низькошвидкісних і енергоефек-
тивних додатків IoT. Загалом, результати дослідження підтверджують, що вибір стандарту бездрото-
вого зв’язку залежить від конкретних вимог до мережі, включаючи потреби в пропускній здатності, зоні 
покриття, затримці та енергоефективності.

Ключові слова: бездротові мережі, надійність, нейронні мережі, QoS, передача даних, продуктивність 
мережі.

The relevance of the scientific and applied 
research task. Reliability of wireless networks is 
a critically important aspect of modern infocom-
munication systems, especially considering their 
widespread use across various sectors, including 
healthcare, transportation, and industry. These 
networks must provide continuous and reliable 
connectivity, which becomes increasingly impor-
tant as the number of connected devices grows 
and the demands for quality of service (QoS) 
increase. Reliability here includes the network’s 
ability to continue functioning properly during and 
after failures, as well as ensuring the secure trans-
mission of data (Sharma et al., 2023).

Various methods and algorithms are used to 
analyze and improve the reliability of wireless net-
works, with neural networks playing a significant 
role. Specifically, in studies of the reliability of neu-
ral networks used in critical systems, it has been 
found that even the best models can be prone to 
errors during deployment. In such cases, methods 
like SelfChecker and DeepInfer are employed to 
assess model reliability based on the analysis of 
the model’s internal layers or conditions on input 
data, thereby enhancing the accuracy of reliability 
predictions (Pinconschi et al., 2024).

Aim and objectives of the article. The main 
aim of the article is to analyze and synthesize 
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approaches to enhancing the reliability of wireless 
networks by leveraging the latest advancements in 
neural network technologies, ensuring stable and 
secure operations in critical communication sys-
tems. To achieve the set aim, the following objec-
tives need to be met:

– conduct a critical analysis and logical gener-
alization of existing approaches to improving the 
reliability of wireless infocommunication networks;

– identify and examine the most effective archi-
tectural solutions and algorithms for enhancing 
network reliability, with a focus on neural networks;

– develop and evaluate structural models and 
algorithms for assessing the reliability of wireless net-
works using selected neural network architectures;

– provide recommendations for future research 
directions to advance the reliability of wireless 
communication systems, particularly in critical 
applications.

Comparative analysis of neural networks. 
For the comparative analysis, four main neural 
network architectures were selected: Multilayer 
Perceptron (MLP), Convolutional Neural Networks 
(CNN), Recurrent Neural Networks (RNN), and 
Transformers. These models were chosen based 
on their popularity in solving various tasks related 
to prediction and classification, as well as their 
potential suitability for analyzing the reliability of 
wireless networks (Muñoz-Zavala et al., 2024).

The main criteria for selection were:
– performance: the model’s ability to provide 

high accuracy in complex conditions, which is 
important for reliability;

– noise resistance: the model’s ability to main-
tain effectiveness in the presence of noise in the 
input data;

– computational complexity: an evaluation of 
resource requirements for running the models, 
especially in the context of real-time processing.

Architectures description:
– MLP (Multilayer Perceptron): a classic model 

with full connectivity between layers, capable of 
solving a wide range of tasks;

– CNN (Convolutional Neural Network): used 
for processing data with spatial dependencies, 
particularly effective for image analysis;

– RNN (Recurrent Neural Network): specializes 
in processing sequential data, such as text or time 
series;

– transformers: a modern architecture that has 
shown high efficiency in tasks where processing 
long sequences and complex contexts is impor-
tant.

For comparing the selected neural networks, 
the following metrics were used:

– accuracy: the overall proportion of correct 
predictions, allowing the evaluation of the model’s 
effectiveness;

 
Fig. 1. Dataset for further analysis (retrieved from kaggle.com/datasets/halimedogan/

wireless-sensor-network-data/data)
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Table 1 
Comparison of neural network architectures by basic metrics

Neural Network 
Architecture Accuracy Recall F1-Score Noise 

Resistance
Computational 

Complexity
MLP (Multilayer 
Perceptron) 85% 82% 83% Medium Low

CNN (Convolutional 
Neural Network) 88% 85% 86.5% High High

RNN (Recurrent Neural 
Network) 84% 80% 82% Medium Medium

Transformer 92% 89% 90.5% High High
MLP (Multilayer 
Perceptron) 85% 82% 83% Medium Low

– recall: reflects the model’s ability to identify all 
actual positive cases;

– F1-score: the harmonic mean between accu-
racy and recall, allowing the assessment of bal-
ance between them.

To obtain quantitative and qualitative evalua-
tions presented in Table 1, a series of experiments 
was conducted on synthetic and real data. Initially, 
datasets were collected and prepared that reflected 
various aspects of wireless networks, including 
traffic data, signal level, latency, and errors. Syn-
thetic data were generated by simulating different 
scenarios of wireless networks, allowing for con-
trolled parameters and the introduction of targeted 
noise (Zhu et al., 2023). Real data were obtained 
from existing datasets containing information on 
real operational conditions and potential failures.

The models were trained on training datasets 
with subsequent validation on test datasets that 
included cases with varying levels of noise. To 
increase the accuracy and stability of the results, 
the k-fold cross-validation method was used. Each 
model underwent several cycles of training and 
testing with different data distributions, reducing 
the impact of random factors (Wang et al., 2023).

Various public datasets collected from reputa-
ble sources were used for modeling and analyzing 
neural networks in the context of wireless network 
reliability research. The training and testing data-
sets were selected considering the specifics of 
the network scenarios under study, ensuring high 
modeling quality and relevance of the obtained 
results. In particular, the following sources were 
used to train the models:

1. Wireless Network Traffic Data (UCI Machine 
Learning Repository) is a dataset containing infor-
mation about traffic in wireless networks. This 
dataset allows for modeling various aspects of 
network operation, including signal level analysis, 
latency, and errors. Using this dataset provided the 
opportunity to test the models under real wireless 
network operating conditions.

2. CICIDS 2017 Dataset (Canadian Institute for 
Cybersecurity) is a dataset for anomaly detection 
in networks, containing detailed information about 
various types of network traffic, including both 
normal traffic and traffic related to attacks. This 
dataset was used to evaluate the models’ ability to 
detect anomalies in complex conditions.

3. IEEE Dataport Wireless Network Data is a 
platform providing access to datasets collected in 
real wireless networks. Choosing data from this 
platform ensured modeling and testing of neural 
networks under real conditions with varying lev-
els of noise and other factors affecting network 
reliability.

The training data underwent preprocessing to 
ensure the correctness of the modeling:

1. Data Collection and Preprocessing: real data 
were collected from public sources such as UCI, 
CIC, and IEEE Dataport. The data were cleaned of 
potential artifacts and anomalies that could nega-
tively impact the modeling results.

2. Statistical Characteristics Analysis: for each 
dataset, an assessment of the main statistical char-
acteristics, such as mean, variance, median, and 
range, was conducted. This allowed for the evalu-
ation of possible correlations between parameters 
and ensured high-quality model training.

3. Creation of Synthetic Data: to model various 
scenarios of wireless network operation, synthetic 
data were generated, including variations in noise 
levels and other network characteristics. This pro-
vided the opportunity to test the models in different 
conditions and evaluate their noise resistance.

The data preparation approach ensured high 
accuracy, stability, and realism of the modeling 
results, as confirmed in the presented results table 
(Table 1).

Based on the conducted analysis, transform-
ers were chosen as the most suitable architecture 
for further research on the reliability of wireless 
networks. They demonstrated the highest results 
across all key metrics, indicating their ability to 
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effectively handle the tasks presented in this study 
(Rafique et al., 2024).

The algorithm for using transformers in this 
research consists of several key stages as shown 
in Fig. 2.

 

Fig. 2. The algorithm for using transformers 

Thus, transformers will be used for time series 
analysis and reliability prediction of wireless net-
works, enabling the early detection of potential 
issues and the prevention of network failures.

Comparative modeling of wireless info-
communication standards. For this study, four 
wireless communication standards were selected: 
Wi-Fi, LTE, 5G, and Zigbee. These standards were 
chosen based on their relevance in modern wire-
less networks and their widespread application in 
various fields (Naidu et al., 2019).

– Wi-Fi: a standard for local area networks 
(LAN) that provides high data transmission speeds 
over relatively short distances. It is used in many 
consumer and industrial applications;

– LTE: a mobile communication standard that 
offers high bandwidth and serves as the founda-
tion for modern cellular networks. It provides broad 
coverage and supports high mobility;

– 5G: a mobile communication standard that 
promises to significantly increase data transmis-
sion speeds, reduce latency, and improve connec-
tion reliability. 5G also supports a massive number 
of IoT connections (Alsabah et al., 2021);

– Zigbee: a standard designed for low-speed 
wireless networks with low power consumption, 

often used in IoT, smart homes, and industrial 
automation.

The standards were selected considering vari-
ous aspects of their use and technological capabil-
ities, allowing for a comprehensive study of relia-
bility (Shilpa et al., 2022).

The modeling was conducted using the NS-3 
simulation environment, a standard for network 
modeling. The main tools were Python for script-
ing and TensorFlow for integrating the transformer 
neural network, which was chosen in the previous 
stage of the study.

The study used real datasets on network traf-
fic obtained from various sources, such as public 
databases like Kaggle and IEEE DataPort. The 
main simulation parameters included setting up 
network topology, configuring communication 
channels, and parameters for interference and 
network load (Shuaib et al., 2006).

Experiment stages:
1. Network topology creation: separate net-

work scenarios were configured for each wireless 
communication standard (Wi-Fi, LTE, 5G, Zigbee). 
Network topologies reflecting real-world usage 
conditions were created:

– Wi-Fi: a local network with multiple access 
points (APs) and client devices, modeling an envi-
ronment similar to an office or home;

– LTE and 5G: mobile communication scenar-
ios with base stations and moving subscribers. 
These models reflect typical conditions of operator 
networks with varying numbers of users and traffic;

– Zigbee: a network consisting of sensor nodes, 
with low bandwidth and low power consumption, 
ideally suited for smart homes or IoT systems.

2. Communication channel configuration: the 
communication channel parameters were con-
figured, such as frequency range, channel width, 
transmitter power, and interference level. Charac-
teristic parameters corresponding to the specifica-
tions of each standard were used.

3. Traffic and load modeling: according to typi-
cal usage scenarios, characteristic types of traffic 
were modeled for each standard:

– Wi-Fi: high-speed internet traffic, streaming 
video, file transfer;

– LTE and 5G: high levels of mobile traffic with 
an emphasis on latency and bandwidth;

– Zigbee: low-speed sensor data traffic, simu-
lating smart lighting systems or temperature sen-
sors.

4. Neural network integration: a transformer 
neural network implemented on TensorFlow was 
used for analyzing and predicting network behav-
ior. Its integration into NS-3 enabled predictions 
based on real data, significantly improving the 
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accuracy of the modeling and allowing for the con-
sideration of nonlinear dependencies in network 
processes.

5. Results evaluation: the key performance 
parameters, such as average latency, bandwidth, 
packet loss rate, and power consumption, were 
assessed for each standard. These results were 
visualized as graphs, allowing for a comparison of 
the efficiency of different standards under various 
conditions (Raza et al., 2017).

Simulation results and parameter comparison 
are shown in Fig. 3 and Table 2.

Key evaluation parameters:
1. Average data transfer speed (Mbps):
– measurement: the average bandwidth was 

measured for each standard based on the trans-
mission of large amounts of data under various 
conditions. Network load was simulated, includ-
ing different types of traffic (e.g., streaming video, 
large files, sensor data for IoT);

– Wi-Fi: measured under moderate load and at 
distances up to 30 meters;

– LTE: measured in a mobile environment with 
multiple subscribers over a large coverage area;

– 5G: measured in densely urbanized areas 
with high-speed requirements;

– Zigbee: measured under low transmission 
power conditions, typical for IoT sensor networks.

2. Average latency (ms):
– measurement: latency was measured for 

data packets of various sizes in scenarios simu-
lating real-world technology use. The latency was 
assessed based on the average time it takes for 
packets to travel from the source to the receiver;

– Wi-Fi: latency was measured under normal 
and increased network load;

– LTE: latency was evaluated in a mobile envi-
ronment with subscriber movement;

– 5G: latency was measured in high-density 
device environments with stringent latency require-
ments (e.g., for VR/AR applications);

– Zigbee: latency was considered under low-
power consumption conditions and frequent inter-
ference.

3. Packet loss (%):
– Measurement: packet loss was measured in 

each environment to assess the network’s resil-
ience to interference and overload. Scenarios with 
varying traffic intensity and the number of con-
nected devices were used;

– Wi-Fi: stability was analyzed as the number of 
connected devices and distance increased;

– LTE: packet loss was evaluated in conditions 
of moving subscribers and high user density;

– 5G: packet loss was evaluated in high-density 
data transmission environments using different 
frequency bands;

– Zigbee: losses were analyzed under low 
bandwidth and energy-saving operating modes.

4. Interference resilience:
– measurement: this parameter was assessed 

based on simulations of the impact of different 
types of interference on network performance. 
Each scenario used models of radio frequency 
interference, multipath effects, and interference 
from other devices;

– Wi-Fi: resilience to radio frequency interfer-
ence in multi-channel environments was consid-
ered;

– LTE: the network’s ability to operate in over-
lapping base station coverage areas was ana-
lyzed;

– 5G: resilience to interference in new frequency 
bands, including millimeter waves, was evaluated;

– Zigbee: resilience in environments with sig-
nificant low-frequency interference was assessed.

Fig. 3. Comparison of latency and throughput across wireless standards
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Simulation results:
– Wi-Fi demonstrated high data transfer speeds 

over short distances, but its reliability decreased 
with increasing distance and interference;

– LTE showed stable performance over long 
distances, but its data transfer speed was lower 
compared to Wi-Fi and 5G;

– 5G exhibited the highest data transfer speeds 
and low latency, making it the most promising 
standard for future applications requiring high reli-
ability (Al-Fuqaha et al, 2015);

– Zigbee was the least performant but its energy 
efficiency and ease of configuration make it attrac-
tive for low-speed IoT applications.

Priority directions for further research. 
Based on the analysis and formulation of key 
requirements, the next steps involve addressing 
three crucial tasks:

1. Investigate methods to enhance 5G network 
performance in specialized environments, such 
as urban areas with high interference and remote 
rural areas, to ensure consistent high-speed data 
transfer and low latency.

2. Explore advanced technologies and algo-
rithms to extend the effective range of Wi-Fi 

networks and mitigate performance degradation in 
environments with significant interference.

3. Develop strategies to optimize LTE networks, 
focusing on maximizing coverage while maintain-
ing high performance, particularly in transitioning 
environments between urban and rural settings.

4. Study the potential for combining different 
wireless communication standards, such as 5G, 
Wi-Fi, LTE, and Zigbee, to create hybrid networks 
that can dynamically adapt to varying network 
requirements and conditions.

Conclusions. The results emphasize that 
5G is the most promising standard for applica-
tions requiring high data transfer speeds and low 
latency. Wi-Fi remains a popular choice for local 
networks, but its performance decreases over long 
distances and in environments with significant 
interference. LTE offers a good balance between 
coverage area and performance, while Zigbee is 
the least performant but effective for low-speed 
and energy-efficient IoT applications. Overall, the 
research results confirm that the choice of wire-
less communication standard depends on specific 
network requirements, including bandwidth needs, 
coverage area, latency, and energy efficiency.
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