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DEEP-LEARNING BASED OBJECT DETECTION FOR AUTONOMOUS DRIVING:
APPLICATIONS AND OPEN CHALLENGES

Object detection is a critical component of autonomous driving systems, enabling accurate identification
and localization of vehicles, pedestrians, cyclists, traffic signs, and other road objects. Deep learning techniques
have revolutionized this field, propelling object detection capabilities to unprecedented levels. This paper presents
a survey of state-of-the-art deep learning-based object detection methods tailored for autonomous driving applications
using monocular camera input.

The purpose of this work is to provide a unified perspective on modern deep learning approaches to object
detection tailored for the unique requirements of autonomous driving. The monocular camera modality is chosen
for its cost-effectiveness, widespread availability, and compatibility with existing automotive hardware. The focus is
solely on deep learning techniques due to their ability to learn rich feature representations directly from data.

The methodology involves a systematic review of real-world applications and challenges, including pedestrian
detection, traffic sign recognition, low-light conditions, and real-time performance requirements.

The scientific novelty. This survey consolidates the latest developments in camera-based object detection
for autonomous driving, providing a comprehensive and up-to-date resource for researchers and practitioners.
It offers insights into emerging techniques, such as attention mechanisms, multi-scale feature fusion, and model
compression, which address critical challenges like occlusion handling, small object detection, and computational
efficiency. Furthermore, the survey explores the potential of explainable Al and meta-learning techniques to enhance
the transparency, interpretability, and generalization capabilities of object detectors in autonomous driving contexts.

Conclusions. Deep learning-based object detection has made significant strides in recent years, enabling
robust and accurate perception for autonomous vehicles. However, challenges persist in real-world deployment,
including handling diverse lighting conditions, adverse weather scenarios, and ensuring reliable performance under
occlusions. This survey highlights promising research directions, such as incorporating attention mechanisms,
temporal information, and multi-scale architectures, to address these challenges and pave the way for safer and more
reliable autonomous driving systems.

Key words: object detection, autonomous driving, deep learning, transformers, attention mechanisms, occlusion
handling, real-time performance.
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BUABJNEHHA OB’EKTIB HA OCHOBI NMMBOKOIro HABYAHHA
Ansda ABTOHOMHOIO KEPYBAHHA: 3ACTOCYBAHHA TA BIAKPUTI NPOBJIEMU

BusierieHHsi 06’ekmig € KpumU4YHO 8aXx/IU8UM KOMIIOHEHITIOM CUCMEM asmOHOMHO020 800iHHS, Wo 0038071
moyHo ideHmuebikygamu ma JioKanisyeamu mpaHCcrnopmHi 3acobu, niwoxodie, eenocurneducmis, OOPOXHi
3Haku ma iHwi dopoxHi 06’ekmu. TexHonoaii 2n1uboKo20 Hag4yaHHS 3pPObUNU PEBOMOUID 8 Uil 2anysi, niGHaswu
Moxnueocmi eusiereHHs1 06’ekmie o besnpeyedeHmMHo20 pigHs. Lis cmamms npedcmasnse 020 HalicyqacHiuux
memodie susierieHHs1 06°ekmie Ha OCHO8i 2nUb0oK020 HagyaHHsI, po3pobrieHux Onss do0amkie a8MOHOMHO20 80QiHHS
3 BUKOPUCMAaHHSIM MOHOKYJISIPHOI Kamepu.

Memotro uiei po6omu € HalaHHSI €0UHO20 noansdy Ha cydacHi nioxodu enuboko2o Has4aHHs 00 BUSIBIIEHHS
o0b’ekmis, crieujasibHO po3pobrieHi Onsi yHiKarbHUX 8UMO2 aemoHOMHO20 800iHHS. ModasibHicmb MOHOKYNSIPHOT
Kamepu 0bpaHo Yepe3 i EKOHOMIYHY egbeKmUBHICMb, LWUPOKY AOCMYHICMb | CYMICHICMb 3 iCHYOYUM a8MmOoMObifibHUM
obnadHaHHsaM. OCcHO8Ha yeaza 30cepedxeHa BUKITIOYHO Ha MexHikax arubokoao Hag4aHHs1 3a805KuU ixHili 30amHocmi
gus4yamu rpedcmasneHHs1 bazambox eriacmueocmeti 6e3rnocepedHbo 3 OaHUX.

Memodosnozis nepedbaqae cucmemamuy4HUll 025190 peanibHO20 3acmocys8aHHs ma npobnem, eKKYaYu
susiarieHHs1 niwioxodie, po3risHasaHHs OOPOXHIX 3HAKI8, yMO8U criabKo20 0ceimiieHHs1 ma 8umMoau 00 IPoGyKmMU8HOCMI
8 peasibHOMY Yaci.

Haykoea Hoeu3Ha. Lleli 025150 06’¢0Hye ocmaHHi po3pobku 6 obracmi susierieHHs1 06°ekmig 3a A0NoMO20KH
Kamepu Onsi a8mMoHOMH020 800iHHS, Halaro4u ecebiyHe i akmyarnbHe dxepesio 0n1s GocnidHUKIe i npakmukis. BiH
MPOIMOHYE PO3YMIHHS HOBUX MemoOie, maKuX SK MexaHi3Mu rpusepHeHHs yeaau, bazamomacuimabHe 06’€OHaHHS
eracmugocmell i CmMUCHEHHST MOOeri, AKi eupiwyromb KpumuyHi npobremu, maki Kk 06pobka 3a20pOOXKEHHS,
susierieHHs1 mManux ob’ekmig i eghekmusHicmb obyucnieHb. Kpim moeo, 021510 0ocnifxye rnomeHuyiarn 3p03yMifio20
WmyyHoe0 iHmenekmy, i Memodie MemaHag4yaHHs1 01151 NiG8UUEHHS MPO30POCMi, iHmeprpemauii ma Moxmueocmeu
y3azanbHeHHs1 demekmopig 06°ekmig y KOHmMeKcMi a8MOHOMHO20 800iHHSI.

BucHoeku. 3a ocmaHHI poKu eusisrieHHs1 06°ekmie Ha OCHO8I 2fluboK020 Hag4aHHS G0Cs2/10 3Ha4YHUX ycriixie,
3abesnequswu HadiliHe ma Mo4yHe crpulHsmms 0ns asmMOHOMHUX mpaHcrnopmHux 3acobie. OdHak nid vac
p0320pmaHHs 8 peasibHOMY C8imi 3anuwaromscs npobnemu, 8KmoYaryu pobomy 3 pi3HUMU YMO8aMU OC8IMIIeHHS,
HecrpusmiueuMu Mo200HUMU CUeHapisMu ma 3abesrnedyeHHs HadilHoi pobomu 8 ymMosax 3acopoldxeHHs. Llel
0ensd nidkpecsoe bazamoobiysitodi HanpsmKku O0cChiOxeHb, MakKi sIK 8KITIOYEHHSI MeXaHi3Mie yeaau, mum4yacogorl
iHgpopmauii ma bacamomacwmabHux apximekmyp, wob supiwumu yi npobnemMu ma fpoknacmu winiax Ons
besneyHiwux i HadilHiwWux cucmem agmoHOMHO20 800iHHSI.

Knro4oei cnoea: susierieHHs 06’ekmig, a8moHOMHe 800iHHS, 2ruboke Hag4aHHS, mpaHCHopMePU, MeXaHi3Mu
yeaau, 3a20p00XKeHHS, IPOOYKMUBHICMb y pearlbHOMY 4aci.

Introduction. Autonomous driving systems
(ADS) have garnered significant attention in
recent years, driven by the promise of enhanced
transportation safety, efficiency, and accessibility.
At the core of these systems lies the critical task
of object detection, which enables the accurate
identification and localization of various elements
in the surrounding environment, including vehi-
cles, pedestrians, cyclists, traffic signs, and other
road objects. Reliable object detection is para-
mount for safe navigation and decision-making
in self-driving vehicles, as it provides the founda-
tional awareness necessary to plan and execute
appropriate actions.

The advent of deep learning has revolution-
ized the field of computer vision, propelling object
detection capabilities to unprecedented levels.
Modern deep learning-based object detectors
have demonstrated remarkable accuracy and
robustness, outperforming traditional computer

vision techniques. However, the unique challenges
posed by autonomous driving scenarios demand
even higher standards of performance, reliability,
and efficiency.

Autonomous vehicles must operate in dynamic
and complex environments, where varying light-
ing conditions, adverse weather, occlusions, and
diverse object appearances can significantly
impact detection accuracy. Moreover, the real-time
nature of autonomous driving necessitates object
detectors capable of processing high-resolution
video streams at high frame rates while maintain-
ing low latency, ensuring timely decision-making
and response.

By synthesizing the latest research efforts and
insights, this paper aims to provide a comprehen-
sive understanding of the state-of-the-art in deep
learning-based object detection for autonomous
driving and pave the way for future advancements
in this critical domain.
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Applications and Open Challenges.

Pedestrian detection. This component of
autonomous driving systems is critical to ensure
the safety of vulnerable road users. It enables
self-driving vehicles to identify and track pedestri-
ans in their surroundings, allowing them to make
informed decisions and take appropriate actions
to avoid collisions or other hazardous situations.
Accurate pedestrian detection is essential for
maintaining the trust and acceptance of autono-
mous vehicles by the public.

Despite significant advancements in computer
vision and machine learning techniques, pedes-
trian detection for autonomous driving still faces
several challenges. Occlusion, where pedestrians
are partially obscured by other objects or vehicles,
remains a significant hurdle. Varying lighting con-
ditions, weather patterns, and diverse pedestrian
appearances (clothing, posture, etc.) can also
impact the reliability of detection algorithms. Addi-
tionally, distinguishing between static and moving
pedestrians, predicting their intentions, and han-
dling edge cases like crowded scenarios pose
ongoing challenges.

(Lyssenko et al., 2024) address the safety-crit-
ical aspect of pedestrian detection in automated
driving, where misdetections of critical pedestrians
can endanger vulnerable road users. They intro-
duce a safety-adapted loss function that leverages
time-to-collision and distance information to quan-
tify the criticality of pedestrians during training.
Their approach aims to mitigate the misdetection
of critical pedestrians without sacrificing overall
performance.

Several papers discuss using the YOLO object
detection algorithm for pedestrian detection in real-
time scenarios. (Mishra & Jabin, 2023) and (Zuo
et al., 2021) show that YOLO has proven effective
at detecting and localizing objects in images with
impressive speed. YOLO using transfer learning
on pre-trained models is discussed by (Mishra &
Jabin, 2023). (Zuo et al., 2021) evaluate differ-
ent YOLO variants like YOLO-Tiny, YOLO, and
YOLO-SPP, with YOLO and YOLO-SPP showing
high average confidence, and YOLO-Tiny having
fast detection speed suitable for real-time sce-
narios. The improved YOLO-R model proposed
by (W. Lan et al., 2018) with added Passthrough
layers can effectively improve pedestrian detection
accuracy while reducing false and missed detec-
tions, achieving 25 FPS.

Other works focus on pedestrian detection
using infrared images and multimodal data fusion
techniques. (Wei et al., 2023) propose an approach
using an improved UNet and YOLO network
that shares visible light information from related

datasets, achieving high detection accuracy on
infrared pedestrian datasets, with a real-time
speed of 25.6 FPS on edge devices. (Y. Zhang et
al., 2022) introduce a lightweight vehicle-pedes-
trian detection algorithm based on YOLOv4 with a
MobileNetv2 backbone, multi-scale feature fusion,
and coordinate attention mechanism, improving
accuracy and speed over the original YOLOV4.
(Y. Chen et al., 2023) propose the TF-YOLO detec-
tor that uses a transformer-fusion module in a two-
stream backbone to robustly integrate visible and
infrared images, improving pedestrian detection
performance under various illumination conditions
compared to state-of-the-art approaches.

Pedestrian detection in crowded scenes poses
challenges due to occlusion and scale variations.
The recently proposed end-to-end detectors DETR
and deformable DETR, based on transformer
architectures, have shown promising results by
avoiding hand-crafted components, but (Lin et al.,
2021) found their performance surprisingly poor
on crowd pedestrian detection compared to Fast-
er-RCNN. Several works aim to address this issue.
(Han et al., 2024) propose an improved deforma-
ble DETR (IDPD) with a dynamic neck and hybrid
decoding loss to alleviate information loss and
positive-negative imbalance. (Yuan et al., 2022)
demonstrate the effectiveness of vision transform-
ers for fast and accurate single-stage pedestrian
detection by proposing a spatial and multi-scale
feature enhancement module. (Deng & Li, 2024)
introduce an efficient dense pedestrian detection
algorithm using EfficientNet as the backbone, a
cross-fertilization module for fusing multi-scale
features, and noise removal training to improve
detection of occluded and small-scale pedestrians
while reducing model size and computation.

Moving object detection (MOD) is essen-
tial for identifying potential collision risks from
dynamic objects in the environment. Several
works have proposed deep learning approaches
to tackle this problem by jointly modeling motion
and appearance cues. (Siam et al., 2018) intro-
duced MODNet, a two-stream architecture that
combines object detection and motion segmenta-
tion for improved accuracy. (Yahiaoui et al., 2019)
extended this idea to fisheye surround-view cam-
eras with FisheyeMODNet. (Rashed, Essam, et
al., 2021) explored end-to-end MOD in the bird’s
eye view (BEV) space using monocular images,
demonstrating significant improvements over tra-
ditional inverse perspective mapping methods.

To further improve MOD performance, research-
ers have explored incorporating additional infor-
mation into the models. VM-MODNet (Rashed,
Sallab, et al., 2021) leverages vehicle motion
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information to enable ego-motion compensation,
leading to substantial gains in accuracy. (Hernan-
dez et al., 2020) fused semantic information from
a deep learning detector with occupancy grid esti-
mations to recognize moving objects. RST-MOD-
Net (Ramzy et al.,, 2019) developed a real-time
spatio-temporal architecture that exploits temporal
motion information from sequential images and
optical flow for increased robustness.

In addition to deep learning approaches,
researchers have also explored alternative strat-
egies for real-time MOD in autonomous driving
systems. (Jha et al., 2021) introduced a sys-
tem that combines object detection and tracking
algorithms, adaptively controlling their execution
cycles to ensure real-time performance in vari-
ous edge computing environments. (Z. Zhou et
al., 2023) proposed RENet, a novel RGB-Event
fusion network that jointly exploits complementary
modalities from conventional cameras and event
cameras for more robust MOD under challenging
scenarios. (D. Liu et al., 2020) presented MFCN,
an end-to-end deep learning framework that lever-
ages temporal coherence and motion patterns in
video features for improved object detection accu-
racy while maintaining efficiency.

Traffic sign detection task faces challenges
such as multi-scale targets and real-time perfor-
mance requirements. Several studies have aimed
to improve the detection accuracy and speed for
multi-scale traffic signs by enhancing the feature
pyramid network of object detectors like YOLOVS.
(J. Wang et al., 2021) proposed an adaptive atten-
tion module and feature enhancement module in
the feature pyramid to reduce information loss and
enhance representation ability. The ETSR-YOLO
algorithm (H. Liu et al., 2023) generated an addi-
tional high-resolution feature layer and introduced
improved C3 modules to suppress background
noise and enhance feature extraction. (T. Chen &
Ren, 2023) designed a cross-level loss function to
enable each level of the MFL-YOLO model to learn
diverse features and improve fine-grained details
for detecting damaged traffic signs.

Other approaches have focused on improving
the performance of object detectors like SSD for
traffic sign detection. (You et al., 2020) proposed a
lightweight SSD network with 1x1 convolution ker-
nels and color-based filtering to improve detection
speed while maintaining accuracy. (Wu & Liao,
2022) combined SSD with a receptive field mod-
ule and path aggregation network to improve small
traffic sign detection and integrate multi-scale fea-
tures. (Greer, Gopalkrishnan, Deo, et al., 2023;
Greer, Gopalkrishnan, Landgren, et al., 2023)
defined the concept of «salient» traffic signs/lights

that influence driver decisions and trained Deform-
able DETR models with a salience-sensitive loss
function to emphasize performance on these sali-
ent objects.

Some studies have explored alternative archi-
tectures like transformers for traffic sign recogni-
tion. (Farzipour et al., 2023) proposed a hybrid
model combining convolutional and transform-
er-based blocks with a locality module to capture
local and global features, achieving high accuracy
on ftraffic sign datasets. The DSRA-DETR algo-
rithm (Xia et al., 2023) introduced dilated spatial
pyramid pooling and multi-scale feature residual
aggregation to improve multi-scale traffic sign
detection with DETR. (S. Chen et al., 2024) pre-
sented a semi-supervised learning framework
combining CNN and multi-scale transformer with
hierarchical sampling and local/global information
aggregation for accurate traffic sign detection and
recognition from vehicle panoramic images.

Semi-supervised object detection meth-
ods leverage both labeled and unlabeled data to
improve performance, and they are widely used
in autonomous driving systems where only a frac-
tion of objects are labeled (Hu et al., 2022). These
methods generate pseudo-labels for unlabeled
objects, which can significantly improve perfor-
mance but also introduce noise and errors, espe-
cially for video data (W. Chen et al., 2024; Hu et
al., 2022). Approaches have been proposed to
generate more robust pseudo-labels by leveraging
motion continuity in video frames (Hu et al., 2022)
and using semi-supervised co-training with unsu-
pervised data augmentation to improve generali-
zation and robustness under adversarial attacks
(W. Chen et al., 2024). Additionally, methods have
been developed to correct and refine pseudo-la-
bels to reduce classification and localization noise
(He et al., 2023), as well as to enhance the quality
of object queries and selectively filter high-qual-
ity pseudo-labels in transformer-based object
detection models (Shehzadi et al., 2024). These
advancements in semi-supervised object detec-
tion aim to improve accuracy, consistency, and
robustness, particularly for challenging scenarios
involving small or occluded objects in autonomous
driving applications.

Real-time object detection. Recent advances
in real-time object detection for autonomous driv-
ing have focused on developing efficient and accu-
rate models. (Miraliev et al., 2024) propose a real-
time memory-efficient multitask learning model for
joint object detection, drivable area segmentation,
and lane detection, achieving high accuracy and
a processing speed of 112.29 fps. (Mahaur et al.,
2023) introduce architectural modifications to the



Information Technology: Computer Science, Software Engineering and Cyber Security, Bun. 3, 2024

YOLOvV5 model, including group depthwise sep-
arable convolutions and attention-based dilated
blocks, improving small object detection accuracy
by 8.35% on the BDD100K dataset while increas-
ing speed by 3.1%. The DPNet algorithm (Q. Zhou
et al.,, 2022) presents a dual-path network with
a lightweight attention scheme, enabling paral-
lel extraction of high-level semantic features and
low-level object details, achieving state-of-the-art
trade-off between detection accuracy and effi-
ciency. (A. Wang et al., 2024) introduce YOLOv10,
a real-time end-to-end object detector with consist-
ent dual assignments for NMS-free training and
holistic efficiency-accuracy driven model design,
significantly reducing computational overhead
and enhancing capability compared to previous
YOLOs. (Zhao et al., 2024) propose RT-DETR, the
first real-time end-to-end object detector, featuring
an efficient hybrid encoder and uncertainty-min-
imal query selection, outperforming advanced
YOLOs in both speed and accuracy on the COCO
dataset.

Low light condition. Operate seamlessly 24/7
without being limited by nighttime or poor visibil-
ity scenarios is crucial for enabling safe and reli-
able autonomous driving in all environments and
conditions. (X. Wang et al., 2022) and Pham et al.
(Pham et al., 2020) propose methods to enhance
low-light images and improve object detection
accuracy, which is crucial for applications like traf-
fic monitoring and autonomous driving. (X. Wang
et al., 2022) utilize dark channel prior and adap-
tive gamma transformation to restore scene radi-
ance and develop the LL4PH-Net framework for
low-light traffic object detection. (Pham et al,,
2020) introduce DriveRetinex-Net, a deep retinex
neural network trained on a low-light driving data-
set (LOL-Drive), which decomposes images into
reflectance and illumination maps, enhancing the
latter for improved object detection.

Several other approaches tackle the chal-
lenge of object detection in adverse weather and
low-light conditions for autonomous driving. The
IDOD-YOLOV?7 algorithm (Qiu et al., 2023) jointly
optimizes image defogging (AOD) and enhance-
ment (SAIP) modules with YOLOV7 detection,
improving perception in low-light foggy environ-
ments. (W. Liu et al., 2022) propose Image-Adap-
tive YOLO (lA-YOLO), where a differentiable
image processing module adaptively enhances
images for better object detection. (Guo et al.,
2024) introduce HawkDrive, a transformer-based
visual perception system with stereo vision and
edge computing for depth estimation and seman-
tic segmentation in night scenes. (Ye et al., 2024)
propose VELIE, a vehicle-based efficient low-light

image enhancement method using Swin Vision
Transformer and U-Net for real-time inference and
edge deployment in intelligent vehicles.

Overview of Modern Techniques.

Modern deep learning-based object detection
systems for autonomous driving must possess
exceptional accuracy in detecting and precisely
localizing a wide range of objects, including vehi-
cles, pedestrians, cyclists, traffic signs, and other
road elements. They should demonstrate this high
level of accuracy under diverse lighting conditions,
varying weather scenarios, and situations with par-
tial occlusion. Additionally, these systems need to
deliver real-time performance, capable of process-
ing high-resolution video streams at high frame
rates while maintaining low latency to enable timely
decision-making and response. Furthermore,
robustness and reliability are crucial, ensuring safe
and consistent operation even in challenging sce-
narios. There are some approaches that may help
to meet these requirements.

Incorporating attention mechanisms into
object detectors can help them focus on relevant
regions and better handle occlusions. (S. Zhang et
al., 2021) propose an attention mechanism across
CNN channels to represent various occlusion pat-
terns for pedestrian detection and re-identification,
employing attention guided self-paced learning to
balance optimization across different occlusion
levels. (Zou et al., 2020) proposed an attention
guided neural network model (AGNN) that uses
an attention mechanism to selectively weight and
integrate features from sub-images representing
body parts of occluded pedestrians for improved
detection performance.

Leveraging temporal information from
video sequences can help in tracking and pre-
dicting the movement of occluded objects. It
was proposed a novel spatio-temporal fusion
Transformer (STFT) (Qi et al., 2024) model that
incorporates a dynamic template update strategy
based on salient points feature representation,
an loU-Aware target state estimation head, and
an loU-Aware criterion for robust thermal infra-
red object tracking to address the limitations of
existing approaches in handling scale variations,
appearance changes, and occlusions.

Incorporating FPNs or similar multi-scale
architectures can help object detectors capture
both fine-grained and contextual information,
improving small object detection. (Huang et al.,
2023) propose the Multiple Link Feature Pyra-
mid Networks (MLFPN) with novel information
transfer pathways and Poly-Scale Convolution
(PSconv) to reduce feature information loss and
improve pedestrian detection. (Yahya et al., 2023)
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introduce the Fast Region-Convolutional Neural
Network (R-CNN) with the Attention-guided Con-
text Feature Pyramid Network (ACFPN) for object
detection in autonomous vehicles, achieving bet-
ter mean Average Precision (mAP). (Dang et al.,
2023) propose the hierarchical attention feature
pyramid network (HA-FPN), comprising trans-
former feature pyramid networks (TFPNs) that
apply self-attention across scales to capture con-
textual information, and channel attention modules
(CAMs) that select channels with rich information
to improve bounding box detection accuracy and
object localization, while minimizing computational
overhead. (Xie et al., 2022) proposed FocusTR
(Focusing on the valuable features by multiple
Transformers) architecture that presents novel
self-attention mechanisms, including spatial-wise
boxAlign attention, context-wise affinity atten-
tion, and level-wise attention, along with low and
high-level fusion and Pre-Ln, to effectively fuse
multi-level and multi-sensor feature pyramids for
object detection in autonomous driving.

Model Compression and Quantization
techniques like model pruning, quantization, and
knowledge distillation can significantly reduce the
computational complexity and memory footprint of
object detectors. (H. Liu et al., 2021) and (Youn
et al., 2023) explore knowledge distillation as a
technique for compressing large neural networks
like vision transformers and convolutional neural
networks into smaller and more efficient models
suitable for resource-constrained devices such
as autonomous vehicles. The core idea involves
training a smaller «student» model to mimic the
behavior of a larger and more accurate «teacher»
model, transferring knowledge from the teacher
to the student. (Q. Lan & Tian, 2023) and (Agand,
2024) propose enhancing this process with tech-
niques like model pruning, quantization, and adap-
tive instance/scale-wise distillation.

In autonomous driving contexts, Flexi-Com-
pression (H. Liu et al., 2021), Quasar-ViT (Li
et al., 2024), and the approach by (Youn et al.,
2023) focus on compressing vision transform-
ers and convolutional neural networks used for
object detection, semantic segmentation, and
navigation by employing architectural modifi-
cations, hardware-aware neural architecture
search, and combining distillation with pruning
and quantization. Additionally, (Q. Lan & Tian,
2023) introduce multi-teacher adaptive instance
distillation, while (Agand, 2024) explores an
end-to-end transformer-based sensor fusion
method using knowledge distillation to improve
performance and handle challenging scenarios
in autonomous driving.

Incorporating meta-learning techniques,
which learn to adapt to new domains quickly, can
enhance the generalization capabilities of object
detectors. (Sun et al., 2024) propose a transform-
er-based few-shot object detection approach for
traffic scenarios. It employs class-agnostic training
to extend the detector to novel classes and com-
bines visual prompts with pseudo-class embed-
dings to improve query generation. This approach
does not require retraining during inference and
accurately localizes novel objects through an
improved query generation mechanism.

Integrating explainable Al techniques can
provide local explanations for individual predic-
tions made by object detectors and improve trans-
parency and interpretability. (Dong et al., 2023)
propose a novel approach to enhance trustwor-
thiness in autonomous driving systems through
explainable deep learning models. Instead of
treating decision-making as a classification task, it
frames it as an image-based language generation
(image captioning) task, where the model gener-
ates textual descriptions of driving scenarios to
serve as explanations for its decisions. (Cultrera,
Luca., 2023) presents an approach to autonomous
driving based on imitation learning using visual
attention mechanisms. By selectively weighting
and prioritizing relevant regions in the image, this
method aims to mimic the human approach to driv-
ing and enhance interpretability and explainability.
(Adom & Mahmoud, 2024) introduce RB-XAl, a
Relevance-Based Explainable Al algorithm that
uses Concept Relevance Propagation (CRP) to
provide transparent concept-level explanations
for the behavior of object detection models used
in autonomous vehicles. CRP generates expla-
nations that automatically identify and visualize
relevant concepts within the input space, shed-
ding light on the crucial areas responsible for the
models’ decisions. (Kolekar et al., 2022) propose
an explainable inception-based U-Net model with
Grad-CAM visualization for semantic segmenta-
tion in unstructured traffic environments on Indian
roads. The inception U-Net model combines an
inception-based module as an encoder for auto-
matic feature extraction and a decoder for recon-
structing the segmentation feature map. Grad-
CAM is used to interpret the deep learning model,
increasing consumer trust by providing visual
explanations.

Conclusions. The field of object detection
for autonomous driving has seen remarkable
progress, with innovative architectures demon-
strating state-of-the-art performance. However,
several challenges remain, including handling
occlusions, varying lighting conditions, diverse
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object appearances, and achieving real-time per-
formance with high accuracy and robustness.

To tackle these challenges, future research
should prioritize integrating attention mechanisms
to focus on relevant regions, leveraging tempo-
ral information from video for tracking occluded
objects, and incorporating multi-scale archi-
tectures like FPNs to capture fine-grained and
contextual information. Additionally, model com-
pression techniques like knowledge distillation,
quantization, and pruning can reduce computa-
tional complexity for efficient inference. Incorpo-
rating meta-learning can enhance generalization

to new domains, while explainable Al techniques
can provide local explanations, improving trans-
parency and interpretability. Other promising
directions include multi-task learning for joint
perception tasks, sensor fusion approaches lev-
eraging complementary modalities, and semi-su-
pervised methods to leverage unlabeled data.
Ultimately, continued research efforts in these
areas, coupled with hardware advancements, will
pave the way for safe and reliable autonomous
driving by enabling efficient, accurate, and robust
object detection systems capable of operating in
diverse real-world environment.
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DEVELOPMENT OF A METHOD BASED ON OBJECT DETECTION
FOR REAL-TIME PERSON LOCATION DETECTION IN A CONFINED SPACE

Real-time person detection provides an opportunity to solve such a complex problem as person location detection
in a confined space. The solution to this issue lies in the implementation of an effective method to localize a person
inside a confined space (for example, inside the room) since outdoor positioning systems like GPS do not provide
high accuracy indoors. Existing computer systems that solve this problem require specialized infrastructure: devices
aftached to the human body, sensors, etc. This approach is not cheap and does not provide a universal solution.
A device that is present in almost every building is a camera. Many existing computer systems that analyze the video
stream use Kinect depth cameras, which are outdated and require additional installation. There is a limited number
of solutions that analyze video stream from an RGB camera in combination with computer vision methods for person
localization. Therefore, research and development of a more effective method for the above-mentioned problem
using computer vision is relevant.

The aim of the work is to develop a method of localizing a person in a confined space that is efficient in terms
of speed and accuracy, which would use the video stream of the camera in combination with the computer vision
method — object detection. The method should work on an NVIDIA Jetson Nano microcomputer (which is a relatively
cheap and popular solution from NVIDIA) in real-time.

The methodology for solving the problem is to leverage a deep neural network to detect the person in real-
time and then use a perspective transformation algorithm to estimate the person’s location. A person’s location is
the center point of the bottom edge of the bounding box transformed from the camera perspective in a way as if
the camera was positioned directly above the floor. YOLOv4-tiny neural network model was trained on the COCO
and Open Images datasets using the Darknet deep learning framework.

The scientific novelty is that the method for person indoor localization was developed, which is based on
the combination of a person detection method using a deep convolutional neural network and perspective
transformation algorithm for further location estimation in a confined space. The proposed method is more
versatile than known methods that use Kinect depth cameras. The proposed method can work on a microcomputer
and estimate the location of several people in one pass with an average error of 23 cm and with a speed of 16 FPS,
which is superior to the known alternative approaches.

Conclusions. The problem of real-time person location detection in a confined space and means of solving
it based on object detection using a deep convolutional neural network are studied. A neural network, based on
the YOLOv4-tiny model, was trained using the COCO and Open Images datasets, and showed an accuracy of 55.1%
and 71.4%, respectively. A method has been developed that uses a trained neural network to determine a bounding
box around a person in the frame, and then determines its position using a perspective transformation algorithm:
the method works on an NVIDIA Jetson Nano microcomputer with an average error of 23 cm and a speed of 16 FPS,
processing a video stream from the RGB camera.

Key words: person indoor localization, person detection, perspective transformation, deep learning, convolutional
neural network, YOLO, NVIDIA Jetson Nano.
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PO3POBKA METOAY HA OCHOBI PO3MNISBHABAHHA OB’EKTIB ANA BU3HAYEHHA
NONOXEHHA NIOAUNHU B OBMEXEHOMY MNMPOCTOPI Y PEAJIbHOMY YACI

PoanisHagaHHs MOOUHU 8 PexXUMI pearibHO20 Yacy 0ae MOXugiCmb supiulysamu maky ckiadHy npobnemy sk
BU3HAYEHHS MOSIOXEHHS JIIOOUHU 8 0bMexeHOMy rpocmopi. Po3e’sizaHHs OaHoi 3a0auvi nornsieae 6 peanizauii ehek-
mueHo20 Memody siokanisayji 1roOUHU 8 3aMKHYMOMYy rpocmopi (Hanpuknad, ecepeduHi KiMHamu), OCKIfbKU cuc-
memu no3uuyioHysaHHs y 8idkpumomy rpocmopi, maki sik GPS, He 3abesnedyromb 8UCOKOI MOYHOCMI Y NPUMIULEHHI.
IcHyroui KoM 'tomepHi cucmemu, sKi gupiwytoms 0aHy npobremy, nompebyroms crieyianizogaHor iHghpacmpykmypu:
fpucmpois, MpukpinneHux 00 mina moduHu, dam4vukie mowo. Takuli nioxid HeOewesull | He 0a€ yHi8epcanbHO20
piwenrHs1. [Mpucmpit, skull HasieHUU NpakmuyHO 8 KOXHill 6ydieni — ue kamepa. NepesgaxHa binbwicmb iCHyYUX
KOMIT'IomepHUX cucmem, siKi aHasidyromp 8i0eornomik, saukopucmosyroms kamepu enuburu Kinect, siki € sacmapinu-
Mu ma nompebyromb 000amK08020 8CMaHOBIEHHS. ICHYe 0bMexeHa KiflbKicmb pilueHb, sIKi aHanisytome 8ideoro-
mik 3 RGB kamepu y noedHaHHi 3 Memodamu KOMITomepHo20 30py Ons nokanisauii noduHu. Omxe, 00CiOKeHHs
ma po3pobka echekmusHilo20 Memoldy 8UpILLIEHHS 8ULe3a3HaYeHOT Npobriemu 3 BUKOPUCMAaHHSIM KOMITIOMEPHO20
30py € akmyarnbHUM.

Memoro po6omu € po3pobka echekmusHo20 3a WEUOKICMIo ma moYHicmio MemoOdy fokarnizauil nodUHU 8 rpu-
MileHHi, siKkut bu sukopucmosyeas gifeornomik kamepu 8 rnoedHaHHi 3 MemodoM KOMITIOmepHO20 30py — PO3-
nisHagaHHs1 06°ekmig. Memod nosuHeH npautosamu Ha mikpokomm'romepi NVIDIA Jetson Nano (skuli € 8i0HOCHO
Oewesum i nonyrnsapHum piweHHsaM 8id NVIDIA) 8 pexumi pearibHO20 yacy.

Memodosnozis supiweHHs1 npobnemu nossizae y sUKkopucmaHHi arnubokoi HelpOHHOI Mepexi 051 po3ni3HasaH-
HSl MIIOOUHU 8 PexXuMi peasibHO20 4Yacy pa3oM 3 ar2opummoM MepCreKmuUeHO20 nepemeopeHHs 0ns nodanbuoi
OUJHKU 10/I0)KeHHS NIIOOUHU. [TonoxeHHs nrOUHU — Ue UeHmparibHa moYka HUXHbBOI CMopoHU 0bMexxysarbHOI pam-
KU, mpaHcehopmogaHa 3 nepcriekmusu KaMepu makum YUHOM, Hibu KaMepa po3mauwoeaHa rpsmo Had nidnozor.
Modenb HelipoHHOT mepexi YOLOv4-tiny byna Hag4yeHa Ha Habopax daHux COCO ma Open Images 3a 0ornomozor
ppelimeopky enubokoao Hag4aHHs Darknet.

Haykoea Hoeu3Ha ronsizae 8 momy, wo 6yno po3pobrneHo Memod sokanisauii oOUHU 8 NPUMILEeHHI, KUl
b6a3yembcsi Ha Moe0HaHHi Memody 8usereHHs MOUHU 3a 00MoMO20i0 2rluboKoi 320pMKOB0I HeUPOHHOI MepeXxi
ma anzopummy repcreKkmugHo20 nepemeopeHHs 0718 Modasnblio20 8UHAYEHHS MOMOXEHHS 8 0OMEXeHOMY po-
cmopi. 3anponoHosaHuli MemoO € binbw yHigepcanbHUM 3a 8idomi Memodu, siKi 8UKOPUCMOBYHMb Kamepu arubu-
HU Kinect. 3anponoHosaHuli Memod MoXe npayreamu Ha MIKPOKOMIT'tomepi ma gudHa4amu rosiIOKeHHs OEKIiIbKOX
nodel 3a 00uH rpoxio i3 cepedHboto rnoxubkor 23 cm ma weudkicmio 16 FPS, wo € kpawum 3a sidomi anbmep-
HamueHi nioxodu.

BucHoeku. [JocnidoxeHa npobriema 8usHa4eHHs MOMOXeHHS MOOUHU 8 0OMEXeHOMY Mpocmopi y peanbHOMY
yaci ma 3acobu ii eUpilueHHs1 Ha OCHOBI PO3Ii3HasaHHs1 06’eKmie 3 BUKOPUCMAaHHSIM 2lubOKOI 320pmMKO80I HelpOH-
Hoi mepexi. [poeedeHO Hag4yaHHs1 HelPOHHOI Mepexi Ha ocHosi Modesti YOLOv4-tiny 3 sukopucmarHsim Gamacemig
COCO ma Open Images, sike nokasano moyHicmb 55.1% ma 71.4% eidnogidHo. Po3pobrneHo memod, sKul 8UKO-
pucmosye Hag4eHy HelpOHHY Mepexy Ons 8U3Ha4YeHHs1 0bMEXyB8anbHOI paMKu HaeKosIo moduHU y Kadpi, a nic-
N8 — gU3Hayace Ii NOMOXeHHs1 3 8UKOPUCMAHHSIM an2opummy nepcriekmueHo20 NepemeopeHHs: Memoo npayroe
Ha mikpokomm'tomepi NVIDIA Jetson Nano i3 cepedHboto noxubkoro 23 cm ma weudkicmio 16 FPS, 0bpobntorodu
gideoriomik 3 RGB kamepu.

Knro4oei cnoea: nokanisauis noduHU 8 MPUMILLEHHI, pO3ri3HagaHHs MoOUHU, mpaHcghopmayisi meperekmusu,
enuboke HasyaHHsI, 320pmkosa HelipoHHa mepexa, YOLO, NVIDIA Jetson Nano.
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The urgency of the problem. The develop-
ment of artificial intelligence makes our life more
optimized. One of the tasks that we have success-
fully automated is real-time object detection. The
possibility of person detection is the cornerstone
for solving more complex problems, one of which
is real-time person location detection in a confined
space.

A computer system that effectively solves this
problem can be implemented in various areas of
our life. For example, we can create a notifica-
tion system that will respond to the movement
of people in locations that may be dangerous
or prohibited: areas with harmful substances in
enterprises, areas with confidential information in
security agencies, spaces with valuable exhibits in
museums, etc. Such notification systems can be
extended to improve the quality of life of people
with disabilities: the system will help people with
visual impairments to successfully move around
the house by providing voice prompts depending
on their location. In addition, we can create recre-
ation areas for children and adults of a completely
new level: a system in a shopping and entertain-
ment center will project images from a projector
onto the floor and reproduce effects under people
in the areas they walk.

Toimplement such systems, we need to develop
a method for person indoor localization. Outdoor
positioning technologies like GPS do not provide
high accuracy indoors, because signals from sat-
ellites can be affected by surroundings like walls,
roofs, tunnels etc. Many of the existing computer
systems that solve this problem require special-
ized infrastructure for their work: devices attached
to the human body, sensors, etc. This approach is
not cheap and does not provide a universal solu-
tion. A device that is available in almost every mod-
ern building is a camera, the video stream from
which we can leverage as input data.

Many existing computer systems that analyze
the video stream use Kinect depth cameras, which
are outdated and require additional installation.
There is a limited number of solutions that ana-
lyze video stream from an RGB camera in com-
bination with computer vision methods for person
localization. Researchers in the field of artificial
intelligence create not only accurate, but also fast
and lightweight models of neural networks (for
example, YOLOv4-tiny), which can be trained to
detect objects on relatively inexpensive graphics
processors (for example, NVIDIA GeForce GTX
1050) and used on microcomputers optimized
for solving high-performance tasks (for example,
NVIDIA Jetson Nano). This approach guarantees
a much lower price for the hardware complex, as

16

well as data security since all calculations take
place locally.

Therefore, research and development of a more
effective method for the above-mentioned problem
using computer vision is relevant.

Analysis of recent research and publica-
tions.

An overview of real-time person location
detection in a confined space problem.

Rainer Mautz conducts an overview of the prob-
lem of determining the location of objects, includ-
ing people, in a confined space, and describes
available technologies for its solution as well as
shows areas in which the solution to the prob-
lem has practical value (Mautz, 2012). He states
that the dominating technologies for positioning in
outdoor environments, called Global Navigation
Satellite Systems (GNSS), perform poorly within
buildings. Researcher illustrates 13 technologies
for indoor positioning: cameras, Wi-Fi, Bluetooth,
and others. Based on his research, cameras pro-
vide high accuracy, but computer systems based
on this technology can work at room level only.

Oussama Kerdijidj et al. provide a comprehen-
sive overview of indoor localization problem with
the focus on deep learning approaches (Kerdjidj,
Himeur, Sohail et al., 2024). Researchers outline
recent studies that use various architectures of
deep neural networks to achieve robust indoor
localization: convolutional neural networks (CNNs),
recurrent neural networks (RNNs) or hybrid mod-
els. They state that deep learning-based methods
are resilient against noise and missing data.

An overview of solutions to real-time person
location detection in a confined space problem.

Adrian Cosma et al. provide an overview of
solutions to the real-time person location detection
in a confined space problem (Cosma, Radoi, Radu,
2018). They claim that all existing solutions can be
divided into two groups: solutions that require a
specialized infrastructure for their work and solu-
tions that use the existing infrastructure such as
wireless access points, surveillance cameras in
buildings and inertial sensors in mobile devices.
Researchers state that most of the recent solutions
of the second group use smartphone sensors and
Wi-Fi, however, systems that use video stream
from cameras also exist. Camera-based systems
use computer vision algorithms and do not require
users to wear special sensors, which simplifies the
use of such systems in cases where users are not
well-versed in information technologies.

Many of the existing computer vision-based
systems use depth cameras (RGB-D) to solve
the problem. Huan Wang et al. developed a
novel RGB-D camera-based indoor occupancy
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positioning system called CIOPS-RGBD (Wang,
Wang, Li, 2023). Researchers were using 4 Kinect
cameras to take color and depth images simultane-
ously. The idea was to combine results taken from
various cameras: data fusion and 3D reconstruc-
tion algorithm was designed and developed. They
used OpenPose library to extract keypoints (shoul-
ders and neck) that were aligned on the depth
image. Their system achieves excellent accuracy
within 20 cm in a scenario when people are sitting.
However, it takes 5 seconds (0.2 FPS) to localize
people (CPU: 9980, GPU: 2080TIl), which is not
enough for real-time. The main drawback of the
system, according to its authors, is that the oper-
ation distance and perspective of the RGB-D sen-
sor are limited: when used in larger spaces, more
cameras are required.

Adrian Cosma et al. developed a computer sys-
tem that uses a video stream from an RGB camera
as input data and works on a device with limited
resources (Cosma, Radoi, Radu, 2018). The sys-
tem processes the video stream using a deep neu-
ral network to estimate a person’s key points. The
obtained data are used to determine the person’s
location in a confined space. The person’s location
is the midpoint between their legs, transformed
from the camera’s perspective relative to the floor.
The average error of their system is 36 cm, and the
speed is 6.25 FPS.

Angel Carro-Lagoa et al. developed a com-
puter system that consists of several microcom-
puters (edge devices) with connected cameras
(Carro-Lagoa, Barral, Gonzalez-Lépez et al.,
2023). Each microcomputer estimates a person’s
location using pose estimation and then sends
this information to the Real-time Location System
(RTLS) server. The server performs multicam-
era tracking of the detected person. The aver-
age error of their system is below 40 cm, and the
speed is 2 FPS.

To estimate a person’s location in a confined
space using computer vision, it is required to solve
two problems in succession. First, we need to
detect the person in the frame. Then, we need to
estimate the person’s location from the perspec-
tive of the camera relative to the confined space
(floor). To solve the first problem, it is effective to
use a deep neural network. Since there are new
versions of YOLO like YOLOv4, YOLOv4-tiny etc.,
we can leverage object detection method instead
of keypoint detection. Keypoint detection meth-
od’s disadvantage is the considerable number of
frames in which the neural network cannot detect
a person (Cosma, Radoi, Radu, 2018). To solve
the second problem, we can leverage perspective
transformation.
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An overview of real-time person detection
problem.

Object detection in the image is object locali-
zation with bounding box and object classification.
Ross Girshick et al. in 2014 developed one of the
first CNN-based methods for object detection —
R-CNN (Girshick, Donahue, Darrell et al., 2014).
The approach consists in generating approxi-
mately 2000 regions of interest in the image using
a Selective Search algorithm. The warped regions
are fed into a convolutional neural network (CNN)
for features extraction. After that, Support Vector
Machines (SVMs) are used for objects classifica-
tion. The main drawback of their approach is that
it takes 49 seconds to detect objects, because
CNN needs to run for each region of interest. Two
improvements of R-CNN were developed: Fast
R-CNN (Girshick, 2015) and Faster R-CNN (Ren,
He, Girshick et al., 2016). These methods detect
objects in the image 2.3 seconds and 0.2 seconds
(5 FPS) respectively, which is not enough for real-
time. Accuracy of Faster R-CNN on the PASCAL
VOC 2007 dataset is 73.2%.

Joseph Redmon et al. in 2016 developed a
much faster, but less accurate detector called
YOLO (You Only Look Once) (Redmon, Divvala,
Girshick et al., 2016). YOLO uses a single neu-
ral network to predict bounding boxes and class
probabilities in one evaluation. This eliminates the
need for a detection pipeline that the R-CNN fam-
ily methods use, and the system can be optimized
end-to-end directly on detection performance.
YOLO works at 45 FPS with 63.4% precision on
the PASCAL VOC 2007 dataset, which is only 10%
less than the Faster R-CNN method.

Alex Bochkovskiy et al. in 2020 presented
YOLOv4 detector, which is the next generation of
YOLOv3 (Bochkovskiy, Wang, Liao, 2020). The
idea behind YOLOv4 is that researchers intro-
duced new features to the YOLO model to improve
accuracy like Weighted-Residual-Connections
(WRC), Mish-activation and others. They achieved
43.5% precision on the COCO dataset at a speed
of ~65 FPS on Tesla V100.

The logic behind selection of model, frame-
work, datasets, and computer vision library for
real-time person detection problem.

The aim of the work is that the developed
method for indoor positioning should work on the
NVIDIA Jetson Nano microcomputer in real-time.
The YOLOv4-tiny model is a deep CNN, smaller
version of YOLOv4, which can work on the micro-
computer. The main advantage of YOLOv4-tiny is
its speed: it works at a speed of 371 FPS on the
NVIDIA GeForce GTX 1080 Ti GPU and achieves
an accuracy of 40.2% on the COCO dataset.
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YOLOv4-tiny outperforms other models that can
work on microcomputers: MobileNetV3 (Howard,
Sandler, Chu et al., 2019) and SqueezeNet (lan-
dola, Han, Moskewicz et al., 2016).

For model training we have chosen Darknet
framework — an open-source deep learning frame-
work written in C/C++ that is primarily leveraged
to train and use YOLOv2, YOLOv3, YOLOv4
models, and their lightweight versions. Its initial
developer was Joseph Redmon, the author of the
original YOLO model. Alex Bochkovskiy, author of
YOLOv4, continued his work by adding support for
new layers, activation functions, ability to work on
Windows and more (Bochkovskiy, 2020).

Common Objects in Context (COCO) data-
set has been chosen for model training. COCO
is a widely used large-scale dataset containing
images of complex everyday scenes. It contains
annotations for solving the following tasks: object
detection, key points detection, pose estima-
tion, object segmentation and generation of text
descriptions for images. COCO includes 1.5 mil-
lion objects of 80 classes (categories) and 200
thousand annotated images (Lin, Maire, Belongie
et al., 2015).

Open Images (The Open Images Dataset V4,
OID V4) dataset has been chosen for model training
too. Open Images is a large-scale dataset contain-
ing about 9.2 million annotated images. It includes
19.8 thousand object classes for classification, 600
object classes for detection, and 57 object classes
for visual relationship recognition. The images con-
tain complex scenes with an average of 8 objects
(Kuznetsova, Rom, Alldrin et al., 2020).

OpenCV library has been chosen to use
trained YOLO model: Alex Bochkovskiy states that
YOLOv4-tiny works at 773 FPS on the NVIDIA
GeForce RTX 2080 Ti, if OpenCV is used, com-
pared to 443 FPS if Darknet is used. OpenCV is
an open-source computer vision library written in
C++. OpenCV includes algorithms for image pro-
cessing and transformation, functionality for work-
ing with video, as well as module for using deep
neural networks (dnn module).

An overview of a person coordinate estima-
tion in a confined space problem.

After the detector has detected a person in the
frame, it is necessary to determine their coordinate
(middle point of the bottom edge of the bounding
box) relative to the confined space (floor) from the
perspective of the camera. To solve the problem,
we need to select 4 points on the floor from the cam-
era perspective, 4 points of the destination image
and calculate the matrix for perspective transfor-
mation. After that, we will be able to transform any
point in the projection area from the perspective
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of the camera. Perspective transformation can be
achieved using OpenCV (Shaikh, 2020).

The purpose of the article.

The purpose of the article is to present analy-
sis of recent research regarding real-time person
indoor localization problem as well as to demon-
strate a developed method that effectively solves
this problem in terms of speed and accuracy: the
method works on the NVIDIA Jetson Nano micro-
computer by processing RGB camera video stream
in real-time and outperforms existing alternatives.

Presenting main material.

The developed method is based on solving two
problems step-by-step: detect a person in real-
time using deep convolutional neural network and
then estimate person’s location using perspective
transformation algorithm. Below solutions to each
problem are precisely described as well as com-
parison with similar methods is outlined.

Training YOLOv4-tiny models to detect people.

The training was conducted on a Windows
laptop with Intel Core i7-8550U CPU and NVIDIA
GeForce GTX 1050 GPU. To train the YOLOv4-
tiny model, the Darknet framework and its depend-
encies (the CUDA Toolkit, the cuDNN and OpenCV
libraries) were installed.

After setting up the training environment,
images of people from COCO and Open Images
datasets were prepared. The developer of the
Darknet framework states that the size of the
training set should be between 2000 and 10000
images. There is a general recommendation that
the size of the validation set should be 20% of the
training set. Therefore, 10000 training images and
2000 validation images were chosen from both
datasets since the model’s generalization capa-
bilities improve as the as the size of the training
set grows (when data is of high quality, obviously).
The use of several datasets allowed us to compare
the quality of trained models.

To prepare the COCO dataset, a Python script
was developed: https://github.com/KyryloAn-
toshyn/person-location-detector/blob/master/
training/download_coco_single class_images.
py. It uses JSON annotations and COCO API to
download the required number of images of the
Person class from the training and validation sets.
An important part of the script is convert_and_
write_annotations function that converts a COCO
annotation to a YOLO format (all dimensions are
relative to image width and height): <object-class>
<x_center> <y _center> <width> <height> where
<object-class> is the class identifier, <x_center>
and <y_center> are the coordinates of the center
of the bounding box, and <width> and <height>
are its dimensions.
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To prepare the Open Images dataset, Open
Images Dataset v4 Toolkit was used. An important
part of the toolkit is convert_annotations.py mod-
ule that converts an Open Images annotation to a
YOLO format.

To train the model, training files were prepared
according to recommendations of YOLOv4-tiny
author. It is worth noting that the transfer learn-
ing was carried out in our scenario: the weights of
the convolutional layers of the previously trained
network were used: yolov4-tiny.conv.29. This
approach allows to speed up the learning process
and increase the probability that the neural network
will learn to effectively solve the given problem.

Optimal training parameters and model archi-
tecture were chosen based on the problem being
solved: neural network should detect single class
(Person) as well as work on the NVIDIA Jetson
Nano microcomputer in real-time. A file with the
training parameters and configuration of the neu-
ral network, a file with the names of the classes
of objects on which we train the neural network,
a file with the paths to the corresponding files and
directories necessary for training can be found at
(separate files were created for both COCO and
Open Images datasets): https://github.com/Kyry-
loAntoshyn/person-location-detector/tree/master/
training.

Darknet framework requires files with relative
paths to the training and validation images. To cre-
ate these files automatically, a Python script was
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developed, placed in the scripts directory, and exe-
cuted (the name of the dataset directory is given
as an input): https://github.com/KyryloAntoshyn/
person-location-detector/blob/master/training/gen-
erate_dataset_images_relative_paths.py.

Analyzing trained YOLOv4-tiny models that
detect people.

Weights with which models demonstrated the
highest accuracy on the validation dataset can be
found at: https://github.com/KyryloAntoshyn/per-
son-location-detector/tree/master/person_loca-
tion_detector/detection_models. These weights
are used in the developed method.

Figure 1 shows the graph of YOLOv4-tiny
model training on the COCO dataset.

The graph shows that the final error (in blue)
of the neural network is 1.07, and the accuracy
(in red) is 55.1%. It is clearly visible that at 1000
iterations an accuracy of 41% was obtained, at
3500 iterations — 54%, then it dropped to 52% and
only at the end of training we got 55.1%. When the
accuracy of the model drops, an overfitting takes
place, a process when the model detects objects
well on the training set but begins to detect poorly
on the validation set. It can be concluded that train-
ing for 3500 batches is optimal for this model and
dataset.

Figure 2 shows the graph of YOLOv4-tiny
model training on the Open Images dataset.

The graph shows that the final error of the neu-
ral network is 0.91, and the accuracy is 71.4%. Itis
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Fig. 1. The graph of YOLOv4-tiny model training on the COCO dataset
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Fig. 2. The graph of YOLOv4-tiny model training on the Open Images dataset

clearly visible that at 1000 iterations an accuracy
of 56% was obtained, at 3500 iterations — 69%,
then it dropped to 68% and only at the end of train-
ing we got 71.4%. It can be concluded that train-
ing for 3500 batches is optimal for this model and
dataset too.

At first glance, the model trained on the Open
Images dataset should be more accurate due to
higher precision obtained during training. How-
ever, after models’ evaluation using the Oxford
Town Center video, it was concluded that both
models work with the same accuracy. One of the
reasons is that the COCO dataset contains images
with more complex scenarios, so it is more difficult
for the neural network to perform generalization.
Another reason is the presence of significant noise
in the validation images since pre-processing of
the datasets was not performed.

The training images of both datasets were
checked using the Labellmg tool. The COCO
dataset was found to contain annotations for a
group of people, and Open Images for non-real
people: mannequins, video game characters,
toys, etc. To solve both problems it is required to
manually remove such annotations and images.
The best way, obviously, is to collect and annotate
2000-10000 images at the location where the sys-
tem will be installed.

Any of the trained models can be used in the
developed method, but it is required to evaluate
which of them works better at the location where the
system will be installed. To improve accuracy, we
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can try to experiment with some recommendations
of YOLOv4-tiny author, some of which are: set ran-
dom=1 in each yolo layer to change input image
size during training randomly, increase the size of
neural network to width=608 and height=608, vali-
date quality of annotations etc.

Estimating the location of detected people.

The trained neural network model is used in the
developed computer system that combines object
detection approach with perspective transforma-
tion algorithm to estimate person location in the
camera stream.

First, we initialize 3x3 perspective transforma-
tion matrix using OpenCV: https://github.com/Kyry-
loAntoshyn/person-location-detector/blob/master/
person_location_detector/services.py#L289. 4
pairs of points are used: coordinates of the pro-
jection area from the perspective of the camera
and coordinates of the actual projection area on
the floor. o

Then, transformed coordinate (x,y) is calcu-
lated using Expression 1, where M, M,,,...,M;
are the elements of already initialized perspec-
tive transformation 3x3 matrix, (x,y) is the per-
son coordinate from the camera point of view.
Implementation can be found at: https://github.
com/KyryloAntoshyn/person-location-detector/

blob/master/person_location_detector/services.

py#L327.

(;c ;): M xx+M,xy+M; M, xx+My,xy+M, (1)
’ Mm><x+M32><y+M33’M3]><x+M32xy+M33
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Accuracy and speed of the developed
method.

Table 1
Comparison of speed of the developed
method when using different devices

. Speed

Device (FPS)
Training PC (NVIDIA GeForce GTX 1050) 83
NVIDIA Jetson Nano 16

The error is measured as the distance between
the determined point (marked in green) and the
actual point (marked in blue).

Table 2
Developed method error in various scenarios
Scenario Error (cm)
A person is facing the camera 15
The person’s back is turned to the camera 30
Part of the human body is covered by 25
another object

Figure 3 shows the scenario when a person is
facing the camera.

From the results obtained, for the given scenar-
ios, the average error is 23 cm. The accuracy of
the developed method primarily depends on the
accuracy of trained neural network models that
detect people.

The bounding box approach has two draw-
backs. First, the frame does not always fit tightly to
the human body, which gives an error when deter-
mining position. Then, a person can put one leg
back and then its position will be determined rel-
ative to the front leg, which is also not completely
accurate. These issues can be resolved using key-
points detection approach that was leveraged by
Adrian Cosma et al., Angel Carro-Lagoa et al. and
Huan Wang et al. However, keypoints detection
approach requires more computing resources and
often does not detect a person in the frame, there-
fore, can be a bottleneck if the method should work
on microcomputer.

To increase accuracy, we can try to combine
several methods for person detection: object
detection with pose estimation, combine results
from several cameras set at different angles, create

Location of detected pessons

Fig. 3. Scenario when a person
is facing the camera

our own dataset at the location where the system
will be installed, consider using wide-angle cam-
era viewing directly onto the floor. In fact, most of
the areas of application of the developed method
described in this work do not require determination
of a person’s location with perfect accuracy and,
therefore, the approach with the bounding box is
more optimal.

Conclusions. Indoor localization problem
has been investigated: advantages and disad-
vantages of existing technologies as well as
modern computer vision approaches to its solu-
tion. An effective method in terms of speed and
accuracy that uses a camera video stream in
combination with object detection and perspec-
tive transformation approaches has been devel-
oped. The method works on the NVIDIA Jetson
Nano microcomputer in real-time with a speed of
16 FPS and accuracy of 23 cm. Therefore, it out-
performs existing alternatives in terms of speed
and accuracy.
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NMPOEKTYBAHHSA MPOMPAMHOI CUCTEMU A1 BPOHIOBAHHSA KBUTKIB

LaHa poboma npucesiyeHa po3pobui ma arnposadxeHHto niameopmu Ornsi 6POHIOBaHHST K8UMKIB, sika 8i0noei-
0ae cyyacHUM 8uMO2aM Kopucmyeadie ma opaaHizamopie 3axodis.

Mema po6omu. Memoto 0aHoi pobomu € npoekmysaHHs ma po3pobka npoepamHoi cucmemu 05 6poHI08aH-
HSI ma roKynKu Keumkie Ha 3axodu « Ticketer». OCHOBHUM 3a80aHHAM € CIMBOPEHHS 3pYHYHO20 ma eheKmuUBHO20
iHcmpymeHmy, sKkul 3abesnequms Kopucmysayam weudkul docmyn Ao iHgpopmauii npo nodii, a makox Hadacmb
opeaHizamopam 3axo0die cy4acHi iHcmpymeHmu 011 yripaeniHHs npodaxamu.

Memodoozis. Y npoyeci npoekmysaHHs rnnamgopmu byro sukopucmaHo noemarnHull nioxio, Skul exmo4Yas
aHaria puHKy, npomomurly8aHHs, 8UsHa4eHHs bi3Hec-npasusl ma npoekmyeaHHs apximekmypu cucmemu. OCHO8HI
eniemeHmu iHmepghelicy ma hyHKYjoHarbHi Moxueocmi bynu criodamky po3pobrieHi y euanadi npomomuny 3a
dornomoeoto iHcmpymeHmy Figma, wo do3eonusnio onmumizysamu Kopucmysaubkul doceid. Kpim moeo, 6ynu cmeo-
peHi diaepamu cueHapiie sukopucmarHsi, CRC-kapmu, 06’ekmHi diagpamu ma Oiazpamu Knacig, wo 6ornomoearnu
CMPYKMyposaHo 8U3Ha4umu apximekmypy cucmemu ma 3abesneqyumu y3200keHicmsb ii komrnoHeHmie. Ocobnuea
yeaea npudinsnacsi 3abesneyeHHI0 HadiliHocmi ma MacwmabosaHocmi nnamagopmu, wo 0o380ume i nodanswul
pPO38UMOK ma iHmeapauito 3 iHWUMU cepsicamul.

Haykoea Hoeu3Ha. Haykoea HogU3Ha rpoekmy rorsieae 8 iHmeepauil cydacHux OyHKuil, makux siKk pearb-
Hi OHOBIEHHS JOCMYrNHOCMI K8UMKi8, nepcoHarni3oeaHi pekomeHAauii ma 6azamonnamgopmeHa 00CmymnHICMb.
Lle do3ssonse nidsuwumu eghekmusHicms pobomu rnnamgopmu ma 3a0080/1bHUMU 3MiHI08aHi nompebu cy4yacHUX
Kopucmysayig. BukopucmaHHs npomomuriy8aHHsi Ha paHHix cmadisix po3pobku ma noemarnHo2o nioxody 6o rpo-
eKmyeaHHs apximekmypu 3abe3riedye 8UCOKUU piseHb 2Hy4YKOoCmi ma adarnmugHoCmi cucmemu.

BucHoeku. B pesynsmami 0ocrnioxeHHs1 6yrio cmeopeHo noeHOyHKUioHabHy nnamagopmy 019 6pOHI8aHHS
keumkig « Ticketer», sika 3abe3arnedye 3py4Hull, 6e3neyHull i mepcoHanizoeaHul 0oceid 0518 Kopucmyeayie, a makox
Halae opzaHizamopam 3ax00ie echeKmusHi iHcmpymeHmu Onisl ynpaeniHHa npodaxamu. [Tnamgopma eidnosidae
cy4acHUM 8uMO2aM PUHKY i Mae 8UCOKUU rnomeHruiasn 0719 nodasbwoao po3sUmKy ma macimabysaHHs.

Knrouoei cnoea: 6poHiosaHHsI keumkis, iHmepghbelic Kopucmysada, nnamgbopma, apximekmypa cucmemu,
mMacwmabosaHicmeb.
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DESIGN OF A SOFTWARE SYSTEM FOR TICKET BOOKING

This paper is dedicated to the development and implementation of a ticket booking platform that meets the modern
requirements of users and event organizers.

Aim of the study. The aim of this research is the design and development of a software system for booking
and purchasing tickets for events, called « Ticketer». The primary objective is to create a convenient and efficient tool
that provides users with quick access to event information while offering event organizers modern tools for sales.

Methodology. The process of designing the platform followed a phased approach, including market analysis,
prototyping, defining business rules, and system architecture design. The main interface elements and functionalities
were initially developed as a prototype using the Figma tool, which allowed for the optimization of the user experience.
In addition, use case diagrams, CRC cards, object diagrams, and class diagrams were created to structurally define
the system architecture and ensure the consistency of its components. Special attention was given to ensuring
the platform’s reliability and scalability, allowing for further development and integration with other services.

Scientific novelty. The scientific novelty of the project lies in the integration of modern features such as real-
time ticket availability updates, personalized recommendations, and multi-platform accessibility. This enhances
the platform’s efficiency and meets the changing needs of modern users. The use of prototyping in the early stages
of development and a phased approach to architecture design ensure a high level of system flexibility and adaptability.

Conclusions. As a result of the research, a fully functional ticket booking platform «Ticketer» was created,
providing a convenient, secure, and personalized experience for users while offering event organizers effective tools
for sales management. The platform meets modern market demands and has high potential for further development
and scaling.

Key words: ticket booking, user interface, platform, system architecture, scalability.

AKTyanbHicTb Nnpo6nemu. Y cy4yacHoOMy CBiTi  YMCIEHHMMW TPYQHOLLAMMW, TaKUMU SK JOBIi Yepru,
NPOBEAEHHS PI3HOMAHITHMX 3aX0iB, TAKMX AK KOH-  ODMexeHa [OCTYMHICTb KBUTKIB Ta (parMeHTo-
LepTn, TeaTpanbHi BUCTaBKM, CNOPTUBHI NOAIT, CTae  BaHa iHpopmauis. Lle npuasoanTb A0 HE3a0BINb-
Bce Ginbw nonynapHuMm. OpHak, nNpouec KymiBri  HOro KOPMCTYBaLbKOrO AOCBiAY Ta BTPATU MOXIN-
KBUTKIB Ha Li 3axoaM 4acTO CynpOBOMAXKYETbCS  BOCTEM ANA OpraHi3aTopiB 3axofiB MakCUMisyBaTu
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npodax KBUTKIB. Y 3B’A3KY 3 UMMM BUKIUKaMM,
HoBa nnaTdopMa ansa npoaaxy KBUTKIB Ha 3axoaum
Ma€e Ha MeTi peBONIOLiOHI3yBaTN iHOYCTPItO KBUT-
KiB, 3abe3neuvytoun 6e3nepebiHun Ta edekTus-
HUA npouec GPOHIBaHHA K ONs KOPUCTYBauiB,
Tak i ANg opraHisaTopis.

AHani3 octaHHiX gocnigXxeHb i ny6nikauin.
IcHytoui nnaTdopmu Anga Npoaaxy KBUTKIB, Taki sIK
Ticketsbox Tta Karabas, HagatoTb kopucTyBadam
©asoBi MOXNMBOCTI ANA OpOHIOBaHHA Ta KyniBni
kBuTKiB. OgHaK, BOHM 4acTO He 3a40BOMbHANTb
3MiHIOBaHi NOTpebu KopucTyBadiB Ta opraHisaTo-
piB. JocnigXeHHs NokasyloTb, WO CyyYacHi Kopuc-
TyBadi noTpebyoTb peanbHUX OHOBMEHb AOCTYM-
HOCTi KBWUTKIB, NepcoHarnizoBaHMX pekoMeHOauin
Ta MobinbHOI goctynHocTi (Smith, Jones, 2020).
Kpim TOro, opraHizatopu 3axogiB noTpebdyoTb
iHCTPYMEHTIB NS aHanidy nepesar KMi€eHTiB, WO
[03BONsE OnNTUMI3yBaTu cTpaTerii npogaxy Ta
mapkeTuHry (Lee, 2019).

MeTta pocnigxeHHAa. MeToo gaHoro aocni-
[XKEHHS1 NpOeKTyBaHHs, po3pobka Ta BMNpoBa-
IKEHHA HOBOI nnatcopmu Ansi OPOHIOBAHHA Ta
Kynieni keutkiB «Ticketer», sika HagacTb KOpuC-
TyBayam 3pyyYHWA Ta LWIBUOKUIA JOCTYN OO iHdop-
Mauii Npo 3axogu, a Takox 3abe3nevnTb opraHi-
3aTopiB 3axodiB e(PEeKTUBHUMMK IHCTPYMEHTaMm
ANa ynpasniHHA npodaxamn Ta MapKETUHIOM.
Mnatcpopma Gyae ocHaleHa cydacHMMM dOyHKLi-
MU, TaKUMW SK peanbHi OHOBMEHHSA JOCTYNHOCTI,
nepcoHarni3oBaHi pekoMeHgauii Ta OGaratonnar-
dopMeHa AOCTYMHICTb, WO A03BONUTL MIABULLIATY
3aJ0BOMEHICTb KOPUCTYBadiB Ta 36inblWWTL Npo-
Jaxi KBUTKIB.

Buknag ocHoBHOro wmartepiany Agocni-
nxeHHs. [poekt «Ticketer» 6yno pospobneHo
Ha OCHOBI [JeTanbHO BW3HAYEHOro [OKYMEHTa
«Vision & Scope», K11 OKPecntoe ronoBHy MeTy
Ta cTparerito po3suTKy nnargopmmn (Wiegers,
Beatty, 2013, International Organization for
Standardization, 2008). BignosigHo oo AokymeHTa,
OCHOBHOIO METOI0 nnaTtopMm € HagaHHSA Kopuc-
TyBayaM 3pYy4YHOro Ta Cy4acHOro iHCTPYMEHTY Ans
OpOHIOBaHHS Ta MOKYMNKW KBUTKIB Ha Pi3Hi nogii,
BKMtoYalouM TeaTpanbHi  BUCTaBW, KiHOCeaHcU
Ta crnopTuBHi 3axoan. [MpOEKT opieHTOBaHUM Ha
MOKpaLLEHHS KOPMCTYBaLbKOrO [JOCBigy 4epes
nepcoHarni3oBaHi pekoMeHaauii, siki HagawTbcs
Ha OCHOBiI BnogobaHb KopucTyBaya, Ta 3abesne-
YeHHs 6esnekn AaHMX 3a 4ONOMOrok ABodakTop-
HOT ayTeHTUdiKaLii.

HacTtynHm etanom 6yno cTBopeHO MpOoTOTMN
cuctemu «Ticketer» y Figma (Vilppu, 2019), sakui
CTaB KIMOYOBMM eTanoMm Yy npoueci po3pobku.
Llen npoTtoTun gossonue BidyanisysaTtu Ta Tec-
TyBaTW KOPUCTYBaLbKUW iHTEpEeNnc Ha paHHix
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cTajisx npoekTy, Wwo 3abe3nevynno edekTuBHy
OLiHKY 3pYYHOCTiI BUKOPUCTAHHA Ta igeHTudika-
Lil0 NOTeHUinHNX Nnpobnem Ao eTany NoBHOI pea-
nisau,ii.

[onoBHa CTOpiHKa 3aCTOCYHKy Ans OGpoHIo-
BaHHSA kBUTKiB Ticketer MicTuTb cTpaTeriyHo po3mi-
LLeHi eneMeHTU Hasirauii Ta nepeniky OOCTYNHUX
noAin, Wo [O3BOMSE KOPUCTyBayeBi onepaTtvBHO
3HaxoauTM HeobXigHy iHdopmauito. Ona nigsu-
LLEeHHs e(PeKTUBHOCTI MOLUYKY NOAiA, Ha CTOPIHLU
«KaTtanor» peanizoBaHo iHTErpoBaHun ineTp Ta
COpTYBaHHS, LLIO A03BOMSAE KOpPUCTYBa4yaM LUBUOKO
3HaxoauTK nogii BignoBiAHO A0 iXHiX ynogobaHb,
30Kpema 3a 4aToro, MiCLleM NpOBEAEHHSA Ta TUMOM
3axogy (pwuc. 1).

Ha crtopiHui «[logis» (puc. 2) kopucTyBad
MOXe OoTpuMaTtu LOCTyn [0 AeTanbHol iHdop-
MaLil NPO KOHKPETHY MoAito, BKIYar4un i onuc,
aaTty, Micue npoBefeHHs Ta iHLWi BaXnuBi getani,
wo 3abesneyvye iHHOOPMOBAHICTb i CrpUsie npu-
NHATTIO OBI'PYHTOBAHOIO pPileHHS Wwoao0 OpoHto-
BaHHs kBUTKa. OKpiM TOro, KOpUCTyBay Mae 3aMory
AoJdaTtv noaito Ao CnMcKy GaxaHb, WO NiaBuLLYye
nepcoHanisoBaHiCTb Ta afanTMBHICTb CepBicy
(Kotler, Keller, 2016).

HacynHum eTanom B NpoekTyBaHHi NporpamHoi
cucteMn ans 3adbesnevyeHHs NoBHOLIHHOT B3aeMo-
Aii kopucTyBauiB i3 cuctemoto «Ticketer», BaxxnvBe
3Ha4YeHHs Mae giarpama cueHapiiB BUKOPUCTaHHS,
Bigoma gk Smart Use Case Diagram (Max Zosim,
2024). Usa piarpama (puc. 3) intoCTpye OCHOBHI
npouecu B3aeMofii KOpUCTyBadiB i3 CUCTEMOLO,
BKIKOMAKOYM Taki Kno4voBi oyHKLIT, AK peecTpauis,
MOLYK noain, GPOHIOBAHHA KBUTKIB Ta KepyBaHHS
obnikoBUM 3anncom.

Cuctema «Ticketer» nobygoBaHa Ha OCHOBI
KiNbKOX KraciB, siki Oynu BM3HaYeHi 3a 4OMOMOrot
CRC-kapt (Class-Responsibility-Collaborator).
i kapTv pawTb MOXMMBICTb YiTKO BU3HAYUTU
BiQNOBIQANbHICTE KOXHOMO Krnacy, a TakKoX IXHI0
cnisnpauto 3 iHwmmMmn knacammn (Ambler, 2019). 3a
pesynbrataMmyM BMKOHAHOrO aHanisy, gansa 3abes-
neyYyeHHs BigMNOBIAHOCTI CUCTEMU BMMOram KOpuc-
TyBaudiB Ta O6i3Hec-UinaAM NpoekTy Takox Oyna
popobneHa giarpama knacis (Class Diagram), gka
BigoOpaXkae CTPYKTypy CMCTEMM Ha PiBHI Knacis Ta
ix B3aemo3B’'sa3km (Max Zosim, 2024).

Ha piarpami knacis (puc. 4) moxHa nobauntun
B3aEMO3B’A3KM MiXK OCHOBHUMMWU KOMMOHEHTaMM
cuctemm «Ticketer». 3okpema, knacu User, Ticket,
Payment Ta iHwWi noB’si3aHi Mixk co60K0 Yepes aco-
Uiauii, wo Bigobpaxae ixX B3aEMOAil0 B pamkax
cuctemun. Knac User mictute atpmnbyTu, Taki K id,
email, password, W0 BM3Ha4YalOTb OCHOBHI Xapak-
TepucTnkn kKopuctysaya. Knac Ticket Bkntoyae
aTpubyTu id, paymentld, startTime, endTime, wo



Information Technology: Computer Science, Software Engineering and Cyber Security, Bun. 3, 2024

T Ticketer Events >~ Aboutus Contacts Signup Login

Q ( Filter ) ( Sort )

Event #1 Event #2 Event #3
Price starts from ... Price starts from ... Price starts from ...

( Book ) (_ Book ) (_ Book )

Event #4 Event #5 Event #6
Price starts from ... Price starts from ... Price starts from ...

C Book ) ( Book ) C Book )

Puc. 1. ®parmeHTH cTopiHku «Katanor» 3 nepenikom nogin

T'l'icketer Events “~ Aboutus Contacts My Profile Log out

Summary

The film tells the story of a series of
events that took place in Hollywood
in 1969, at the end of its "golden age.”

Event name Ticket costs

Date: 20.10.2024  Duration: 180m
Cheay 100%
Age limit: 18+ Mediun 300
Director: Quentin Tarantino
! 500%

Location: Docker Pub

Puc. 2. ®parmeHTUn cTopiHkm «lMoAis»
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Ticketer

15/) Visual Paradigm

Puc. 3. Smart Use Case diagram npoekrty «Ticketer»

ONUCYOTb iHPOPMaLi0 NPO KBUTOK, SKUN MOXe
OyTn npuabaHum KopucTyBavem.

Baxnusum enemeHToM € knac Payment, akui
MicTuTb aTpmbytn moneyPaid, date, userld,
eventld, wo 3abe3nevyloTb ynpaeniHHA npoLe-
COM onnatun KBUTKIB. Bsaemogia Mk knacamum
peanisyetbca vepe3 metoau, Taki sk buyTicket,
refundTicket, createEvent, createPayment, ski
BiANOBI4alOTb 32 BMKOHAHHA OCHOBHUX (OYHKLIN
cuctemun. Lle 3abesnevye ysrogxeHy poboTy pis-
HUX KOMMOHEHTIB CUCTEMM, LLIO € KMOYOBUM AN Ti
cTabinbHOro goyHKLiOHYBaHHS.

HacTtynHum eTtanom B NPOEKTYBaHHiI nporpam-
HOi cuctemm Gyno po3pobneHo giarpama o6’ekTiB
(Object Diagram), wo Hapgae 6inbw petanbHe
YABMEHHA NPo Te, SK Kacwu iHCTaHUilTbCA nig
Yyac BUKOHaHHsS nporpamu. Lia giarpama (puc. 5)
iNMOCTPYE KOHKPETHI Npuknaam B3aemogii 06’ekTiB
Knacis y peanbHOMY 4aci, WO O03BOSSE Kpalle
3pO3yMiTU AMHaMiKy poboTn cUCTEMU i BUSBUTHU
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npobnemu Lie Ha eTani NPOEeKTYBaHHS, Lo, B CBOO
yepry, gonomMarae YHUKHYTW MOMWIOK y MNpoLeCi
po3pobkn (Max Zosim, 2024).

o6 edekTuBHO BifgCNiAKOByBaTM CTaH CUC-
TEMM B Pi3HUX CLEeHapisax, Oyno peanisoBaHo fia-
rpama ctaHiB (StateChart). BoHa Bigobpaxae,
AK CMCTEeMa NepexofuTb 3 OOHOMO CTaHy B iHLWIWIA
3anexHo Big Aih kopucTyBadiB abo iHWKUX nogin
(Max Zosim, 2024).

Ha piarpami ctaniB (puc. 6) moxHa nobauntu
NOCNIAOBHICTb CTaHIB, Yepe3 siki NpoXoAuTb CuUC-
Tema nig Yac BMKOHaHHS pisHUX npouecis. Hanpu-
Knag, npouec Bnoopy nogji No4YMHAETLCA 3i CTaHy
«Start», nicns 4oro KopucTyBay MoOXe neperns-
OaTu Kartanor nogin, BMOMpaTn KOHKPETHY Mopaito
Ta OTpUMyBaTW AeTanbHy iHOpMaLito Mpo Hei.
Hani cuctema nepexogutb 4O aBTopm3aLii kopuc-
TyBauya, Ae BiH MOXe YBilTK 4O CBOro 06nikoBoro
3anucy abo 3apeecTpyBaTu HOBUM, SIKLLO Lie He
Mae 0bnikoBoro 3anucy.
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EvertManages
EventCreator

evertCreator : EveniCreator
listOfEvents : Event|)

screatetvent() ; voud ~ * addtvent(occepts evenl doto) * createtventiocoepds event diota
sedtEvent]) : void vokd Event
sdeletebvent() - voud + deletetvent{Event) - void
shanUser(User) : void * getEvents( : Event| (—\_J
sunbanUser{User] ; void + petEventDyid(int id) ; Event Event
DatabiaseManager id:nt
ame ; shriny
UserManager 6 [ ! string
conmvection : Connection { - price : foat
userCreator User Max-people-count Lint
UserCreator type : tiring
i :ing * save() : boolean
screateUsecccoontl) : . ool : string v initiocrepes cannection doter
void \ B - password ; string void
sdeleteUserAccoonts(} TATTINN : Hrng connect() - void
oid » mobile-phone-number ; string
seditUserAccount() : PaymentCreator
void *boyTichat{Ticket) : void ( - -—
srefund Ticket (FPaymaent) : boolean |
Payment
Tichet screatePayment()
id et Paymeot « method
iz int moneyPaid : float should except
UserCreator paymentsd - int s A - Nt poyment ind
L4 date : DateTime portant payment info
startTame : DateTame ™ e uterdd it ond ¥ necessory
endTime : DateTime eventid ; int different poyment
5 T h yiol, CPoy,
scroatelverfocconpts Sty methods (PayPol, GRoy,
Crecit)
usev doto) © User
TicketCraator ‘
PaymentManager
paymentCreator
+ Createlicket|sicket doto) : Ticket PaymentCreator
- payments i Payment(]
rmakePayment payment Type
void
rashForRetund|) : voud
o 2
- 542% + [ © 2

Puc. 4. Class diagram npoekty «Ticketer»

Micns aBTopu3auii KopuctyBady MoOXxe 0gop-
MUTU 3aMOBNEHHS, $KE BKMOYAE CTBOPEHHS
3aMOBJIEHHS, NiATBEPOKEHHSA Ta npouec onnatu.
Cuctema 3abesnevye nepeBipky BanigHoOCTI nna-
TEXY, NiCNA Yoro KBUTOK HaACWUITAETbCS KOPUCTY-
Bayy. Lia giarpama nossonse po3pobHukam Kpalle
3pO3yMiTH, SK CUCTEeMa pearye Ha fii kopucTyBaya
B Pi3HUX cuUeHapisx, Wwo gonomMarae 3abesneynTu
il HagiIMHICTb Ta CTabiNbHICTL B yMOBaX pearibHOro
BUKOPUCTAHHSI.

Ona BigoOpaXeHHs pPO3ropTaHHA CcuUcTeMu
y BUPOBHMYOMY cepenoBulli 6yno po3pobneHo
diarpamy posroptaHHa (Deployment Diagram).
BoHa [OeMOHCTpye, 6K pPi3Hi KOMMOHEHTU CuC-
TEMU po3MoifieHi Ha cepBepax Ta iHWKUX anapar-
HUX 3acobax, Wo 3abesnevye iXHO AOCTYMHICTb
i MmacwTaboraHicTb (Agile Modeling, 2024).

Ha uin giarpami (puc. 7) moxHa no6adnTtun pos-
noain pi3HMX KOMMOHEHTIB cuctemmn «Ticketery
Ha Jdekinbka cepepis, Taknx gk Backend Server,
Frontend Server, Database Server, Ta iHwi. Kom-
NoHeHTKn, Taki sk Backend application, Frontend
application, Database, Redis, Nginx, i Storage,
PO3ropHyTi Ha BiAMNOBIOHUX cepBepax, LWo 3abes-
neyye onTMMmasnbHy B3aEMOLI0 MiXK HAMWN.
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Hanpuknaa, Backend Server obpobnsie 6is-
Hec-noriky i B3aemogie 3 Database Server gns
30epiraHHa gaHux, Toai sk Frontend Server Bio-
noBigae 3a peHAaepuvHr iHTepdency Ans KiHueBux
KopucTyBadiB. BukopuctaHHa cepsepiB, Takux sk
Nginx anga ynpasniHHa HTTP-3anutamn ta Redis
AN KelwyBaHHSA AaHuX, gonomarae niaBuLLNTK
NPOAYKTUBHICTE Ta MacliTaboBaHiCTb cucTemu
(NGINX, 2024).

OcTaTto4HuM pesynsTaTtom npoekty «Ticketer»
€ NOBHOYHKLOHANbHMI NPOAYKT, SKNIA BKMNOYae
BCi nepepaxoBaHi BUlle enemeHTu i 3abesnevye
KopucTyBavaM 3py4Hui Ta 6esneyHuii cnocié opo-
HIOBaHHS KBUTKIB Ha pi3Hi noaii (puc. 8-9). 3aBasaku
peTenbHOMY MfIaHYBaHHIO i TECTYBAHHIO Ha BCiX
eTtanax po3pobku, nnatgopma «Ticketer» 3gatHa
3a40BONTbHUTU NOTPEOU KOPUCTYBadiB i Bignosigae
Cy4acHUM BMMOraMm PUHKY, LLIO poBUTb T KOHKYpEH-
TOCMPOMOXHOK Ta edEeKTUBHOK Ha PUHKY MNoAi-
OHUX nocnyr.

BucHoBku. NigcymoBytoun, npoekt «Ticketer»
NPOWLLIOB Yepe3 peTenbHUA i noeTanHui npouec
NMPOEKTYBaHHSA, 3a XUTTEBUM LMKIIOM PO3pPOOKU
nporpamMHoOl CUCTEMU, SKUW OXONWB BCi KO-
YOBi acnekTM Bi4 MOYATKOBOrO MSlaHyBaHHA A0
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ul : User

b1 : BillingInformation

id=1

email = someuser@gmail.com

ULTEMAME = LoMEuseEr

phone_number = + 380999999950

id=1
card = 0000 G000 0000 DOOD
expiration = 0000

1 : Ticket t2: Ticket t3: Ticket
1
d=1 id=2 id=5
amount =2 amount = 1 amount =4
type = basic type = premium type = basic
p1: Payment p2: Paymant p3: Payment
=1 a=2 =3
el : Event e : Event 21 : Event
=1 id=46 id=10
NaMme = Some concert name = something name = SOme maovie
price = 500 price = 199 price = 150
mix-people-count = 1000 max-people-count = 200 max-people-count = 100
type = concert type = concert type = movie
¢l : EventManager cd : EventManager
=2 id=5

Puc. 5. Object diagram npoekty «Ticketer»

OCTaTOYHOrO PO3ropTaHHA nnatdopmu. 3aBasku
BUKOPUCTAHHIO Cy4aCHWUX iHCTPYMEHTIB MpOTOTU-
nyBaHHs, 4YiTKOMY BW3HA4YeHHIO Oi3Hec-npasun
i geTanbHOMY MPOEKTYBaHHIO apxiTeKTypwu, Baa-
nocsa cTBOpuUTU nnatdopmy, gka He Tinbkn 3ago-
BOIbHSIE NOTPEOU KOPUCTYBauiB, ane 1 BianoBigae
Cy4acHUM BUMOram PUHKY.

Mnatdopma «Ticketer» 3abe3nevye 3pyyHHUn
i 6e3neyHmnit cnocid 6POoHIBaHHSA KBUTKIB Ha Pi3Hi
noaii, Wwo pobuTtb i KOHKYPEHTOCMPOMOXHOI
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i 30aTHOIO 3aWHATY MPOBIAHY MO3ULLIIO HA PUHKY
nofibHmx nocnyr. Bci BUKNWKK, 3 SKUMU MU CTU-
Kanuca nig yac po3pobku, 6ynu ycniwHo nogo-
naHi 3aBASKM KOMMIEKCHOMY Nigxoay A0 nnaHy-
BaHHSA i peanisauii npoekTy. Llen goceia Hao4Ho
OEMOHCTPYE, WO NpWU npaBuibHiA opraHisauii
npolecy po3pobku i yBaxXHOMY CTaBrieHHi A0
gertanen MoxHa CTBOPUTU BUCOKOSAKICHUIA Mpo-
OYKT, skui Byae 3atpebyBaHuM i ycnilUHUM Ha

PVIHKY.
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@ VisualParadigm

QpenkEvertCatalog]
[ Even] Seseciion ]
EventDezailzfar TicketDetadsFa)
, [showEventDernils]) fehewPlanDezaile)

ProcesdToAutonze])
( Authonzation ]
Verificaton[validU
Era validLiser] Verificazion()['validConditions]
Maaccount]

fsutharizazion( regisverl) ?
- Verification[validCanditions]

fegin(
Varification)[validUger]
PrecesdTolheckoutl)
k 4
( — )
/ \ \
B — ‘-D

. Hﬁ T
CheckF, =1}
‘L FroceedToPayment] [w:fm?ﬂ:::]

( Payment ‘]

Proceed P‘a-_fmtn:‘[:l

LoginToPayPalll fealidace

CheckP el
[validPayrment]

RecehveTickes])

Puc. 6. State Chart npoekty «Ticketer»
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Puc. 7. Deployment Diagram npoekTty «Ticketer»

Welcome!

Puc. 8. CtopiHka peecTpadii (a6o Bxoay) Ha nnaTtpocpmy «Ticketer»
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T Ticketer

Ticketer - your reliable partner in the world of entertainment. Buy tickets for concerts,
theater performances, and sports events with ease and comfort. Join our community
and enjoy the best moments of life

Puc. 9. l'onoBHa cTopiHka nnatdopmu «Ticketer»
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EXPLORING GAZE-GESTURE INTERACTION ON THE WEB:
A COMPARISON WITH MOUSE INPUT FOR OBJECT MANIPULATION

The purpose of this study is to implement and evaluate a web-based gaze-gesture interaction method for object
manipulation using a standard web camera. This method combines gaze tracking for object selection with hand
gestures for natural manipulation tasks like rotating, scaling, and dragging. Unlike other implementations of such
interaction that require specialized hardware, this method uses widely available technology, making advanced
interaction techniques more accessible.

The scientific novelty lies in developing a gaze-gesture interaction system that operates entirely on a web
platform using standard hardware, removing the need for expensive, specialized equipment and enabling broader
adoption.

The methodology involved creating a web-based system using computer vision algorithms for real-time gaze
tracking and gesture recognition. A user study was conducted where participants completed object manipulation tasks
using both the gaze-gesture input and traditional mouse input, with task completion times recorded and analyzed.

Conclusion. The study shows that gaze-gesture interaction is particularly effective for tasks requiring
simultaneous actions, such as rotating and scaling objects, outperforming mouse input in these scenarios. While
mouse input remains more efficient for simpler tasks, gaze-gesture interaction offers strong potential for enhancing
complex task interactions on web platforms, contributing to the development of more accessible and intuitive input
methods.
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OOCNIOXEHHSA B3AEMOAII HA OCHOBI NOrnsAAQYy TA XECTIB Y BEB-CEPEQOBMLL:
NMOPIBHAHHA 3 BSAEMOAIEIO KOMITIOTEPHOIO MULLEIO
Ansa MAHINYNIOBAHHA OB’€EKTAMMU

Memoro ubo20 docnidxeHHS € pearizauyisi ma ouiHka eeb-opieHmosaHo20 Memody 83aemModii Ha 0CHosi o2y
ma >xecmie 07151 MaHinyneaHHs1 06’ekmamu, gukopucmosyoyu cmaHlapmHy eeb-kamepy. Lleli memod noedHye
gidcmexeHHs1 noensdy 0ns subopy ob’ekmig 3 xecmamu pyK O NPUPOOHUX MaHinynsyil, makux sk obepmaHHs,
mMacwmabysaHHs ma nepemsicysaHHs. Ha sidmiHy 6id iHwux peanisauit uiei esaemodii, wo sumazaroms crieyja-
ni3oeaHo20 obnadHaHHS, yeli Memo0d 8UKOPUCMOBYE WUPOKO OoCcmyrnHi mexHomnoeail, pobnsyu nepedosi mexHiku
83aemo0dii 6inbw docmynHUMU.

Haykoea Hoeu3Ha rorsisiza€ 8 po3pobui cucmemu e3aemodii Ha 0CHO8I Moernsidy ma Xecmis, sika pauroe rMoeHic-
mio Ha eeb-rinamagbopmi 3 BUKOpUCMaHHAM cmaHO0apmHo20 obia0HaHHS, Wo ycysae nompeby e dopozomy creuia-
nizogaHoMy obnadHaHHi ma 0038015 WUPLWE 8rIPOBAOKEHHSI.

Memodosozis eknoyae cmeopeHHs1 8eb-cucmeMu 3 BUKOPUCMAHHSIM an2opummie KoM’ lomepHo20 30py 0715
gidcmexeHHs1 noensady 8 peanbHOMY Yaci ma po3ni3HasaHHs xecmig. byno npoeedeHo AOCIOKeHHS 3a y4acmio
Kopucmysauis, siKi BUKOHy8aslu 3ag0aHHs 3 MaHirynoeaHHs 06’ekmamu, 8UKOpUCMOoByrHU K MemoQd 88e0eHHS Ha
OCHo8i noensdy ma xecmis, mak i mpaduuiliHe 8e0eHHsI KOMITIOMEPHOIO Mulero, 3 NodasibWuM 3arucoM ma aHa-
J1i30M Yacy 8UKOHaHHS 3a80aHb.

BucHoeok. [JocnidxeHHs nokasye, Wo 83aemodisi Ha OCHo8I Mo2nsgdy ma xecmie € 0cobrueo eqhekmusHoro 01si
3ae0aHb, W0 suMazarome 00HoYacHux Oili, makux sk obepmaHHs ma macwmabysaHHs1 06’ekmis, nepesepulyroyu
88e0eHHSI KOMITIOMEPHOK MULIEKD ¥ maKux cueHapisx. Xoya 68e0eHHs1 KOMITIOMEePHO MULIE 3anuuaemsCs
binbw eghekmusHUM Onisi Ipocmiliux 3aeé0aHb, 83aeM0QdiS Ha OCHO8I 102190y ma Xecmie Mae 8eflukull nomeHujan
0ns nidsuULEeHHS egheKmuBHOCMI KOpucmyeadig rMpu 8UKOHaHHI CKnadHuUX 3aedaHb Ha 8eb-ramgopmax, Crpusitoyu
po3sumky binbw docmynHUX ma iHmyimugHo 3p0o3yMiniux Memodie 88e0eHHS.

Knro4oei cnoea: esaemolis Ha OcHO8i noanddy ma xecmis, 83aemMo0id KOMITIOMepPHOW Muwet, 8eb-
opieHmosaHa 63aemMo0is, MaHinynoeaHHs 06’ekmamu, e3aemodisi MoOUHa-KoMm'romep, eidcmexeHHs1 noansody,
docmynHi mexHonoaii, po3nizHagaHHs Xecmig pyK.

Introduction. The interaction between users and Objective. The primary objective of this study
computer systems has greatly evolved, expanding is to implement and evaluate a gaze and hand
from traditional input devices like the mouse and key-  gesture-based interaction (gaze-gesture interac-
board to more natural methods, including eye-track-  tion) technique on the web using only a standard
ing, hand gestures, facial expressions, or their = computer web camera. By removing the need for
combinations. These advancements are designed  specialized hardware, the study aims to make this
to create more engaging and efficient user experi-  advanced interaction method more accessible and
ences, especially in complex digital environments. practical for a broader range of users.

Motivation. Pointing to graphical elements is Approach. To achieve this objective, the study
one of the fundamental tasks in human-computer involves the development of a web-based plat-
interaction (HCI) (Argelaguet & Andujar, 2013). form that leverages a standard web camera for
Eye-tracking stands out compared to traditional gaze tracking and gesture recognition. The effec-
mouse input due to its speed (Ware & Mikaelian, tiveness of the gaze-gesture interaction method
1986). This allows users to quickly select objects is evaluated by comparing it to the traditional
simply by looking at them. On the other hand, @ mouse input method in scenarios where users are
hand gestures allow for more natural and intuitive  required to manipulate objects, such as rotating,
manipulation of objects, enabling users to rotate, scaling, and dragging. The comparison is based
scale, and move items as they would in the phys-  on task completion time.
ical world. The combination of gaze tracking and Related Work. In recent years, new types
hand gestures has gained considerable atten- of input methods have appeared in the field of
tion, especially in virtual reality (VR) (Pfeuffer et human-computer interaction. Traditional devices
al., 2017), where it enhances user experience by like the mouse and keyboard have been sup-
creating seamless and immersive interactions. plemented by more advanced techniques,
However, the adoption of this interaction method including gaze tracking, hand gestures, and
outside of VR, particularly on the web, has been  facial expressions. For instance, (Rozado et al.,
limited due to hardware requirements. 2017) describe the FaceSwitch, which supports
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motor-impaired users to interact with a computer
hands-free by using gaze pointing for target
selection and facial gestures for target-specific
action commands. (Wachs et al., 2011) examines
various applications of vision-based hand-ges-
ture interfaces across different fields, such as
medical systems, assistive technologies, enter-
tainment, crisis management, disaster relief, and
human-robot interaction.

Gaze and Hand Gesture Interaction

Gaze tracking is recognized for its speed,
allowing users to quickly select and focus on
objects simply by looking at them. This makes
gaze interaction faster than other input modalities
(Ware & Mikaelian, 1986), particularly in scenar-
ios where quick selections are necessary. Hand
gestures complement gaze tracking by providing
a more natural way to manipulate objects, ena-
bling actions like rotating, scaling, and dragging
with intuitive hand movements. (Slambekova et
al., 2012) presented a framework for enabling the
use of both gaze and hand gestures for interaction
within a 3D virtual world.

A set of interaction techniques combining gaze
and free-space hand gestures has been presented
in (Chatterjee et al., 2015). Results showed that
the combination of gaze and gesture can outper-
form systems using gaze or gesture alone. Another
study showed the gaze-assisted techniques to
outperform hands-only input and gives insight into
trade-offs in combining gaze with direct or indirect,
and spatial or semantic freehand gestures (Lyst-
baek et al., 2022).

(Ryu et al., 2019) proposed a spatial interaction
technique called gaze-grasp pose interaction (GG
Interaction) that can be used in 3D virtual spaces
for object manipulation.

Another research introduced a novel virtual
mouse system that enables users to control an
on-screen pointer using hand and eye gestures,
providing a contactless input method (Reddy et al.,
2023).

The combination of gaze tracking and hand
gestures has been studied in the context of vir-
tual reality (VR). In VR environments, this inter-
action method allows users to look at objects and
manipulate them with their hands, creating a highly
immersive experience (Pfeuffer et al., 2017).

Despite the advantages of the interaction
method based on the combination of gaze and
hand gestures, this approach has its own chal-
lenges. In (Pfeuffer, 2024), the author discusses
design principles and issues, focusing on inter-
faces that use gaze and pinch interaction.

Limitations of Current Implementations.
Most implementations from the presented
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research rely on sophisticated equipment like
eye-trackers, cameras with infrared (IR) sensors,
or devices such as Microsoft Kinect. Some studies
have even developed custom-made eye-tracking
devices to enable this interaction method (Hales,
2013). The need for specialized hardware creates
a barrier to the broad adoption of such an interac-
tion method, particularly on more accessible plat-
forms like the web.

Web-Based Interaction and Accessibility.
With the increasing popularity of web applica-
tions, there is a growing interest in implementing
advanced interaction techniques using widely
available hardware. Recent advancements in
computer vision and machine learning have made
it possible to track gaze and recognize gestures
directly in the browser using standard web cam-
eras. This, in turn, allows us to bring gaze and ges-
ture-based interaction methods to the web. How-
ever, the effectiveness and practicality of these
web-based implementations in real-world scenar-
ios remain underexplored.

Summary. Existing research highlights the
advantages of combining gaze tracking and
hand gestures, particularly in VR environments,
where they enhance user experience and interac-
tion efficiency. However, the reliance on special-
ized hardware limits the broader adoption of this
method, especially on the web. This study aims
to address this gap by implementing and evaluat-
ing a web-based gaze-gesture interaction method
that utilizes a standard web camera. Through this
research, we want to make this advanced interac-
tion technique more accessible and practical for
everyday use.

Methods

System Overview

The developed system integrates eye-track-
ing and hand gesture recognition technologies to
enable intuitive interaction with on-screen objects.
Fig. 1 illustrates the system architecture diagram.
The system is composed of four primary modules:

1. Eye-Tracking Module. Responsible for
detecting the user’'s gaze and identifying the
on-screen object they are focusing on.

2. Hand Detection Module. Detects and
tracks the user’s hands, providing real-time posi-
tional data of key hand landmarks.

3. Gesture Recognition Module. Interprets
the hand landmarks to recognize specific gestures,
such as pinch gestures, and sends this information
to the Object Manipulation module.

4. Object Manipulation Module. Receives
data from the Eye-Tracking and Gesture Recog-
nition modules and determines the appropriate
transformation (e.g., selection, dragging, scaling,
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Fig. 1. System architecture overview

Dragging
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Fig. 2. lllustration of the hand gestures recognized by the system
for dragging, scaling, and rotating objects

rotation) to be applied to the selected object based
on the user’s input.

Eye-Tracking Module. The Eye-Tracking Mod-
ule, which was implemented using WebGazer.js
(Papoutsaki et al., 2016), continuously monitors
the user’s gaze direction to determine the point
of regard on the screen. This information is used
to identify which object the user intends to inter-
act with. The gaze data is crucial for initiating the
selection process, allowing for hands-free interac-
tion.

Hand Detection Module. The Hand Detection
Module utilizes the MediaPipe Hand Landmarker
(Google, n.d.) to accurately identify and track the
positions of key landmarks on the user’s hands.
This module is responsible for providing the posi-
tional data necessary for gesture recognition.
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The detected hand landmarks are continuously
updated to reflect the user’s hand movements in
real time.

Gesture Recognition Module. The Gesture
Recognition Module processes the hand landmark
data provided by the Hand Detection Module to
identify specific gestures. For instance, the sys-
tem recognizes pinch gestures by calculating the
Euclidean distance between the thumb and index
fingertip landmarks. When this distance falls below
a specified threshold, the gesture is classified as a
pinch. The recognized gestures are then passed
on to the Object Manipulation Module, which uses
the input to perform actions such as dragging,
scaling, and rotating the selected object.

Fig. 2 illustrates gestures the system can detect
and respond to. They include:
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e Dragging. A single-hand pinch gesture is
used to drag objects across the screen.

Scaling. A two-hand pinch gesture, where
the distance between the hands increases or
decreases, is used to scale the object.

Rotating. A two-hand pinch gesture, where
the hands rotate relative to each other, is used to
rotate the object.

Object Manipulation Module. The Object
Manipulation Module is responsible for applying
the appropriate transformation to the selected
object based on the combined input from the
Eye-Tracking and Gesture Recognition modules.
This module determines whether to select, drag,
scale, or rotate the object depending on the user’s
gaze position and the recognized gestures. For
instance, if the system detects a gaze fixated on
an object and a pinch gesture, it triggers the selec-
tion and dragging of that object. If pinch gestures
are detected on both hands, the system initiates
scaling and/or rotation actions depending on the
movement direction.

Interaction Workflow

The interaction process in the developed sys-
tem is designed to provide an intuitive and seam-
less user experience by integrating gaze-based
object selection with hand gesture-driven manip-
ulation. The interaction flowchart is displayed in
Fig. 3. The interaction workflow is as follows:

1. Gaze at Object. The user initiates the inter-
action by gazing at the desired object on the screen.
The eye-tracking module detects the gaze point
and selects the object for potential manipulation.

yes

Two-hand pinch?

yes .
Hands moving closer/farther or rotating?

2. Hand Gesture Detection. The system con-
tinuously monitors the user’s hands to detect any
gestures. The hand detection module identifies the
positions of key hand landmarks and sends this
data to the gesture recognition module.

3. Gesture Recognition. Once a gesture is
detected, the system interprets the specific type of
gesture being performed. The recognition module
identifies single-hand pinch gestures for dragging
and two-hand pinch gestures for scaling and rotat-
ing.

4. Object Manipulation. Based on the recog-
nized gestures and gaze data, the system performs
the corresponding action — whether it be dragging,
scaling, rotating, or a combination of scaling and
rotating — on the selected object.

The system supports simultaneous scaling and
rotation of the selected object. When a two-hand
pinch gesture is detected, the system analyzes
both the distance between the hands (for scaling)
and the rotational movement (for rotation). If both
actions are detected simultaneously, the system
applies both transformations concurrently to the
selected object.

System Interface Overview

The interface used during the evaluation ses-
sions is illustrated in Fig. 4. This screenshot cap-
tures the key elements of the system that were
critical for conducting the experiments:

1. Video Feed and Hand Landmark Overlay.
The interface features a live video feed with hand
landmarks overlayed to provide real-time feedback
on recognized gestures.

no

PSPy =
etz

Object detected?

yes
Hand gesture detected?

yes
Single-hand pinch?

Fig. 3. Interaction workflow
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Fig. 4. Screenshot of the developed system interface — manipulating selected object

2. Eye-Tracker Calibration Button. A calibra-
tion tool is provided to ensure the accuracy of the
eye-tracking system before each session starts.

3. Level Picker. A tool for selecting different
levels, varying in difficulty.

4. Object Manipulation Stage. This area dis-
plays the objects participants need to manipulate
and position within their respective designated
areas.

5. Selected Object. The object the current
transformation is applied to.

The tasks for participants were structured into
5 different levels, with increasing complexity from
Level 1 to Level 5. Each level can be completed
using either mouse input or gaze-gesture Input.

To complete a level, users must position objects
in the designated areas (the system displays a
designated area for each object using hint arrows).
After completing a level, the system displays the
time taken by a user to complete it. The complexity
of the levels is based on the number of objects and
transformations users need to apply to the objects
in order to complete the level:

o Level 1. Drag one object to the designated
area.

o Level 2. Drag two objects to their respective
designated areas.

Level 3. Scale and drag two objects to the
designated areas.
Level 4. Rotate and drag two objects to the
designated areas.
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e Level 5. Rotate, scale, and drag two objects
to their designated areas.

Fig. 5 contains an overview of all evaluation
levels.

The user interface of the completed level is
illustrated in Fig. 6. The following key elements,
except those already mentioned, are numerically
highlighted:

1. Time Display. After the current level is com-
pleted, the system displays the time taken by the
user to complete it.

2. Gaze Indicator. Displays the user’'s gaze
point.

3. Matched Object. The object is successfully
positioned within the designated area.

Evaluation and Results

Evaluation Approach

To evaluate the effectiveness of the gaze-ges-
ture interaction method in comparison to the tra-
ditional mouse input method, a user study was
conducted involving 10 participants. Each partici-
pant completed 5 levels, designed to progressively
increase in complexity, using both interaction
methods. Each participant completed each level 5
times (5 trials) for each method.

The levels were structured as follows:

Level 1. Simple object dragging: participants
had to drag one object to a designated area.
Level 2. Dragging multiple objects: partici-
pants had to drag two objects to their respective
designated areas.
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Fig. 6. Screenshot of the developed system interface — completed level

e Level 3. Scaling and dragging objects: par-

ticipants had to scale and drag two objects to
their respective designated areas.

Level 4. Rotating and dragging objects: par-
ticipants had to rotate and drag two objects to
their respective designated areas.

Level 5. A combination of rotating, scaling,
and dragging objects: participants had to rotate,
scale, and drag two objects to their respective
designated areas.
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The primary metric used for evaluation was the
time taken to complete each level, recorded in sec-
onds.

Results. The average task completion time
for each level, aggregated across all participants,
is shown in Fig. 7. The chart compares the per-
formance of the mouse input method with the
gaze-gesture interaction method.

As shown in the chart, the mouse input method
generally resulted in faster task completion times
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Average Task Completion Time by Level for All Participants
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Fig. 7. Average task completion time by level across all participants

Task Completion Time Distribution by Level for All Participants
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Fig. 8. Task completion time distributed by level for all participants

across most levels, particularly for simpler tasks.
However, in Level 5, where participants were
required to rotate, scale, and drag objects, the
gaze-gesture interaction method outperformed
the mouse interaction method. This suggests that
the gaze-gesture interaction method is particularly
well-suited for complex tasks that involve multiple
simultaneous actions.

The box plots of the task completion times for
each level are shown in Fig. 8. It illustrates varia-
bility in participants’ performance for both interac-
tion methods. The mouse input method generally
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has lower variability, particularly in the earlier levels.
In contrast, the gaze-gesture interaction method
showed higher variability, which is expected given
the novelty of the interaction technique. However,
in Level 5, the gaze-gesture interaction method not
only matched but exceeded the mouse method in
efficiency, as indicated by the lower median comple-
tion time. This supports the observation that partici-
pants were able to leverage the simultaneous nature
of gaze and hand gestures to perform complex
actions more efficiently than when using a mouse,
which required separate, sequential actions.
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Discussion. While the mouse interaction
method remains more efficient for simpler tasks,
its sequential nature limits its effectiveness in com-
plex scenarios. This study highlights the potential
of the gaze-gesture interaction method, particu-
larly in complex tasks that involve simultaneous
actions like rotating, scaling, and dragging objects.
Implemented and evaluated on a web-based plat-
form using a standard web camera, this method
requires no additional hardware, making it acces-
sible and practical for a wide range of users. Addi-
tionally, with the gaze-gesture interaction method,
it is possible to simultaneously manipulate multi-
ple objects — users can capture and control two
objects independently with each hand, which is not
possible with traditional mouse input.

Potential Applications

Given its web-based implementation and reliance
on standard technology, the gaze-gesture interac-
tion method has several potential applications:

e Web-Based Interactive Applications. This
method could be used in web applications that
require complex object manipulations, such as
online design tools, interactive maps, interactive
educational platforms, and virtual reality environ-
ments accessed through a browser.

e Remote Collaboration Tools. It could
enhance web-based collaboration platforms by
allowing users to interact more naturally with
shared content, such as rotating and scaling 3D
models in real time.

e Accessibility Tools. The gaze-gesture
method could provide an alternative input mech-
anism for users with limited mobility, offering more
intuitive control over web interfaces with no need
for traditional input devices.

Future Directions

Future research could explore hybrid
approaches that combine the gaze-gesture inter-
action method with traditional input devices, as this
may be useful in specific use cases. Additionally,
further investigation into a wider range of applica-
tions for the gaze-gesture interaction method could
help assess and expand its utility across various
digital environments.

Conclusions. This study evaluated the
gaze-gesture interaction method, implemented
and tested on a web-based platform using a
standard web camera with no additional hardware
requirements. The results demonstrate that while
the traditional mouse input method is more efficient
for simpler tasks, the gaze-gesture method shows
better results in scenarios that require simultane-
ous actions, like rotating, scaling, and dragging
objects.

The ability to perform multiple actions concur-
rently is a significant advantage of the gaze-ges-
ture method, making it particularly suitable for
complex, multitasking environments. The imple-
mentation on the web using a standard camera
demonstrates the accessibility and practicality of
this approach, eliminating the need for specialized
hardware.

Future work should focus on exploring hybrid
approaches that combine the gaze-gesture inter-
action method with traditional input devices, as this
may offer benefits in certain scenarios. Additionally,
further research could investigate broader appli-
cations of the gaze-gesture interaction method
across various digital environments to assess its
potential to enhance interaction efficiency and
user experience.
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The aim of this study is to enhance the security and user experience of two-factor authentication systems through
the application of keystroke dynamics, a form of behavioral biometrics. Keystroke dynamics analyze the unique
typing patterns of users to offer a biometric factor for authentication, which complements the traditional knowledge-
based method (username and password). This study specifically seeks to evaluate different anomaly detection
algorithms to determine the minimum number of password repetitions required for effective training, optimizing both
system security and user convenience.

Methodology. The study replicates and extends the evaluation procedure of Killourhy and Maxion, who provided
a public dataset and a detailed protocol for analyzing keystroke dynamics. The algorithms are evaluated by varying
the number of password repetitions used for training, with the aim of determining the optimal training size that
balances security (lower EER) and efficiency (reduced user effort).

Scientific Novelty. The scientific novelty of this research lies in its investigation of the trade-off between security
and user convenience in keystroke dynamics-based authentication systems. While many studies have focused on
improving the accuracy of anomaly detection, this research emphasizes the importance of minimizing the training
burden on users by determining the minimum number of password repetitions required for stable performance. By
focusing on training efficiency and computational resource optimization, this research advances the field of behavioral
biometrics and contributes to the practical deployment of keystroke dynamics in real-world authentication systems.

Conclusion. The study demonstrates that keystroke dynamics can significantly improve the security of two-
factor authentication systems without imposing excessive burdens on users. The findings confirm that the Manhattan
(scaled) and Outlier Count (z-score) algorithms perform relatively well, particularly when the training set size is small,
which is critical for practical use in authentication systems where users may be unwilling to provide numerous
password repetitions. This study not only replicates the results of prior research but also contributes new insights
into optimizing the training process for keystroke dynamics-based anomaly detection. Future work may explore
integrating keystroke dynamics with other biometric factors, such as mouse dynamics, to develop even more secure
and user-friendly multimodal authentication systems. Furthermore, continuous authentication mechanisms represent
an exciting direction for future research, providing ongoing verification of user identity throughout a session rather
than solely at login.
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NMOKPALLEHHA ABTEHTU®IKALIT HA OCHOBI AUHAMIKU HATUCKAHHSA KNABILL:
BAJNTAHCYBAHHA TOYHOCTI TA 3PYYHOCTI KOPUCTYBAHHA
YEPE3 E®PEKTUBHE HABYAHHA

Mema ybozo docnidxeHHs — nokpawumu 6e3neky ma 0oceid kopucmysadie cucmem 080¢hakmopHOI aymeH-
mucpikauii wnsixom 3acmocyeaHHs OUHaMIKU HamuckaHHS Krasiw, ¢popmu roeediHkosoi biomempii. [JuHamika
HamucKaHHS Kriasiw aHanisye yHikanbHi wabroHu Habopy mekcmy Kopucmyseadie Orisi cmeopeHHs1 bioMempu4HO20
hakmopy asemeHmudbikauii, skuli donosHroe mpaduuyitiHut memod, wo basyembcsi Ha 3HaHHSX (iM’s1 Kopucmyeaya
ma naposb). Lle 0ocnidxeHHs1 cripsMosaHe Ha OUIHKY Pi3HUX arn2opummie eusieneHHs1 aHomarid, wob eusHadumu
MiHIMarbHy KinbKiCmb No8mopeHb naporis, HeobxiOHy Ot echeKmueHO20 Hag4yaHHsI, oMmuMiI3yto4u siKk 6e3neky cuc-
memu, mak i 3py4Hicmb 055 Kopucmyeaya.

Memodonoezis. [ocnidxeHHsi nosmopioe i po3wuptoe npouedypy ouiHku Killourhy ma Maxion, siki Hadanu
nybniyHul Habip daHux i demarnbHUl NPomokon O aHanidy duHaMiKu HamucKaHHs Knaeiw. An2opummu OUiHIo-
IoMbCS WIISIXOM 88pilo8aHHs KiflbKoCmi M08MopeHb naporis, sukopucmaHux Ol Hag4yaHHS, 3 MeMoK 8U3Ha4YeH-
HS1 orImuMarsibHo20 PO3MIpy HagyaHHs, Wo 3banaHcosye besneky (MeHwul EER) ma egpekmusHicmb (3MeHWeHe
HaeaHmMa)eHHsI Ha Kopucmysaya).

Haykoea Hoeu3Ha. Haykoea Ho8U3Ha Ub020 OOCIOXKeHHsT norisieae 8 G0CIOXEHHI KOMIpoMicy Mix besmne-
KO0 | 3pyyHicmio 07151 Kopucmyeadya 8 cucmemax asmeHmucbikauii Ha 0CHO8i OUHaMIKU HamuCKaHHS Knaeiw. Xo4a
bazamo docridxeHb 30cepedKeHi Ha MOMIMWEeHHI MOYHOCMI 8USIBIEHHST aHOMaril, ue O0CiOXKeHHS MiOKpecsoe
gaxnusicms MiHiMi3auii HagaHMaXeHHs Ha Kopucmyeadie WiIsXoM 8U3HaYeHHs MiHIMarbHOI Kiflbkocmi no8mopeHs
napornsi, HeobxidHoi 0ns cmabinbHoi pobomu. 30cepedxXyroHu yeazy Ha egheKmueHoOCMi Hag4yaHHsI ma ornmumisa-
yii ob4ucnosanbHUX pecypcis, ue 00ciOXeHHs npocysae 2ay3sb 1o8ediHKoeoi biomempii i cripusie npakmu4YHoMYy
8r1posadKeHHI0 QUHaMIKU HamUCKaHHS Krasiwl y peasibHUX cucmemax asmeHmudbikaui.

BucHoeok. [JocnioxeHHs1 deMoHecmpye, wo QuHaMika HamuCKaHHS Kraeill MoXe cymmego rnokpawumu 6es-
neky cucmem dsochakmopHoi asmeHmudbikauii 6e3 HaknaleHHs1 HaOMIPHO20 HaBaHMAaXeHHS Ha Kopucmyeadig.
Pesynsmamu nidmeepdxyroms, wo aneopummu Manhattan (scaled) i Outlier Count (z-score) npautoromp 8i0HOCHO
0obpe, 0cobnuso Konu po3mip Hag4yarbHO20 Habopy Manull, Wo KpUMUYHO 0115 NPpakmu4yHO20 8UKOPUCMAaHHS 8 cuc-
memax aymeHmudpikauii, e kopucmysadi MoXymb bymu He eomosi Halamu YUCEHHi MO8MOpPeHHs napors. Lle
docnidxeHHs He nuwe rnoemoproe peldyrnbmamu rnornepedHix 0ocnidxeHb, ane U 8HOCUMb HO8i idei drs onmumisauji
rpouecy Hag4yaHHs 01151 8USIBIIEHHST aHOMaTil Ha OCHO8I OUHaMIKU HamuCKaHHS Krasiw. MaltibymHi pobomu MOXymb
docnidxyeamu iHmezpayito OuHaMiKu HamucKaHHsI Knasiw 3 iHwumu bioMempuyHUMu ¢hakmopamu, maxkumu siK
OuHamika muwi, wob pospobumu we binbw be3neyHi ma 3py4Hi 6aecamomolarnsHi cucmemu asmeHmucpikayii. Kpim
moeo, MexaHismu besnepepeHoi asmeHmudbikauii € 3axormoryYuM HanpsiMkom 0ns malibymHix docrnioxeHb, 3abes-
fieyytoyu nocmitiHy nepesipky ideHmMu4yHoOCmi Kopucmysadya Mpoms2oM cecil, a He MinbKu Mpu 8Xo0i.

Knro4oei crioea: duHamika HamuckaHHS Knasiw, 0soghakmopHa asmeHmudikaujisi, 8usiereHHs1 aHomarit, nose-
diHkosa biomempisi, asmeHmuikauiss Kopucmysadig, 6e3neka, besrnepepeHa asmeHmucpikauisi.

Introduction. User authentication is the pro-  possession-based (something a user has, e.g.,
cess of verifying a user’s identity widely used in  their personal smartphone), and biometric-based
computer systems to protect data from unauthor-  (something a user is, e.g., their iris scan). The
ized access. Typically, a username and password introduction of the second factor makes it harder
pair is used as a piece of the knowledge that only  for impostors to deceive the authentication sys-
the genuine user should know to confirm their tem. However, the possession-based factors usu-
identity. However, such an approach is often not  ally require additional effort from the genuine user,
secure enough, leading to the introduction of such as unlocking their smartphone and entering
the so-called «second factor» in the authentica- a PIN code or responding to a natification, thus
tion process. Generally, there are three types of  worsening the user experience. Biometric authen-
the factors: knowledge-based (something a user tication uses unique biometric traits of individuals
knows, e.g., the username and password values), to verify their identity. These traits can be broadly
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divided into physiological (e.g., iris scan, finger-
print, voice) and behavioural (e.g., typing rhythms,
mouse or touchscreen navigation patterns). In par-
ticular, keystroke dynamics is the process of iden-
tifying individual users on the basis of their typing
rhythms, which are in turn derived from the times-
tamps of key-press and key-release events on the
keyboard (Maxion & Killourhy, 2010, p. 201-210).
This form of authentication uses behavioural biom-
etric traits of users. If the authentication process is
performed once when the user enters the system,
it is called «static» authentication. If the biometric
authentication is performed continuously during
the user’s session, it is called the «continuous»
authentication (Ryu et al., 2021, p. 34541-34557).
The current study examines a two-factor authen-
tication system that verifies a user’s identity by
confirming their password as something that only
the genuine user knows and applying keystroke
dynamics on the timestamps of the keyboard
events produced during the password entry. Such
a system does not require any additional effort
from users while being more secure due to the use
of a second factor for authentication.

Related works. Killourhy and Maxion ena-
bled the comparison of different anomaly detec-
tors’ performance across studies in the keystroke
dynamics literature. They publicly shared a data
set, developed an evaluation procedure, and
measured the performance of various anoma-
ly-detection algorithms on an equal basis (Maxion
& Killourhy, 2010, p. 201-210). Typing data was
collected from 51 subjects, each typing the same
password 400 times. The researchers extracted
various timing features from the raw data, such as
keydown-keydown times and hold times. Fourteen
anomaly detectors from the literature were reim-
plemented and evaluated according to a well-de-
fined procedure. Another study by the same
authors analysed factors influencing the accuracy
of anomaly-detection algorithms: the algorithm
itself, amount of training, choice of features, use
of updating, impostor practice, and typist-to-typist
variation (Killourhy & Maxion, 2010, p. 256-276).
Their results indicated that the algorithm, amount
of training, and use of updating were highly influ-
ential while impostor practice and feature set had
minor effect. Some typists were significantly easier
to distinguish than others. The researchers con-
sidered training amounts of 5, 50, 100, and 200
password repetitions done by the genuine user
during the model training stage. While their study
aimed to determine whether the amount of training
could significantly influence the results in general,
the problem of achieving stable accuracy rates
with minimal training was not covered. Comparing
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the number of password repetitions required from
users to train different anomaly-detection mod-
els can help select better models in terms of user
experience, which is covered in this study. Addi-
tionally, determining the minimum number of repe-
titions needed to train an anomaly-detection model
can help choose a reasonable size for the sliding
window used in updating typing profiles, thus opti-
mizing the use of computational resources.

Purpose. The purpose of this study is to repro-
duce the evaluation procedure described by Kil-
lourhy and Maxion, develop a method for compar-
ing the minimum number of password repetitions
needed to achieve stable accuracy rates for the
best-performing anomaly detectors identified by
the researchers, and share the Python source
code with the research community to facilitate
reproducibility. By determining the minimum num-
ber of repetitions required for training, the study
aims to optimize the size of the sliding window
used in updating typing profiles, thereby conserv-
ing computational resources.

Methodology. The data set shared by Killou-
rhy and Maxion consists of keystroke-timing data
collected from 51 subjects over 8 sessions. Each
subject was asked to type the same password,
«.tiebSRoanl», 50 times during each session, pro-
viding timing information for a total of 400 pass-
word entries. The rationale for the choice of the
password and other aspects of the data collection
were described in detail by the researchers (Killou-
rhy & Maxion, 2009, p. 125-134).

The raw typing data, such as key events and
timestamps, cannot be used directly by an anom-
aly detector. Instead, sets of timing features are
extracted from this raw data and organized into a
vector of times, known as a timing vector. These
features are used to train and test the detectors.
The time between the key presses of consecu-
tive keys (Keydown-Keydown), the time between
the release of one key and the press of the next
(Keyup-Keydown), and the time between the press
and release of each key (Hold) are all available
as features in the timing vectors provided by the
mentioned data set. However, a study has shown
there is no difference in anomaly detection accu-
racy among feature sets that include the Hold
features and at least either Keydown-Keydown
or Keyup-Keydown features (Killourhy & Max-
ion, 2010, p. 256-276). Therefore, only the Hold
and Keyup-Keydown features are used from the
data set for the evaluation procedure of the cur-
rent study to conserve computational resources.
The Enter key is also considered part of the pass-
word, so its Keyup-Keydown and Hold features
are included as well. Given the aforementioned
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password and the Enter key inclusion, each tim-
ing vector consists of 21 features: 11 Hold features
and 10 Keyup-Keydown features.

Killourhy and Maxion implemented and evalu-
ated 14 anomaly detectors from the keystroke-dy-
namics and pattern-recognition literature (Killou-
rhy & Maxion, 2009, p. 125-134). They observed
a clear division between seven detectors that were
competitive in their evaluation and seven that were
not. In the current study, the 5 best-ranked anomaly
detectors have been reproduced according to the
descriptions provided by the researchers: «Man-
hattan (scaled)», «Nearest Neighbour (Mahalano-
bis)», «Outlier Count (z-score)», one-class SVM
and «Mahalanobis».

Typing data produced by an impostor should
be detected as anomalous by an anomaly detec-
tor. In this context, the presence of an anomaly is
referred to as a positive outcome, while its absence
is called a negative outcome. When an anomaly
detector incorrectly identifies a timing vector pro-
duced by the genuine user as anomalous, this
mistake is termed a «false positive». All possible
outcomes are shown in Table 1.

An anomaly detector produces a numeric
value as a score assigned to the input timing vec-
tor. A threshold value must be chosen so that the
detector marks the timing vector as anomalous if
the score exceeds the threshold. The choice of a
threshold value greatly influences the performance
rates of detectors, so a range of threshold values
should be used for performance measurements.

Given a certain threshold value, the True Posi-
tive Rate (TPR) and the False Positive Rate (FPR)
are defined as follows:

TP
TP+ FN

R — FP
FP+TN

In the keystroke-dynamics authentication liter-
ature, the True Positive Rate (TPR), also known
as the «Hit Rate», indicates the frequency with
which a detector correctly identifies an impostor.
The «Miss Rate», defined as (1 — TPR), reflects
the rate at which an impostor is mistakenly iden-
tified as a genuine user. The False Positive Rate
(FPR), or «False-Alarm Rate» (FAR), denotes the

frequency with which a genuine user is incorrectly
rejected.

Given a constant set of the Hold and Keyup-Key-
down features selected, the evaluation procedure
described by Killourhy and Maxion (Killourhy &
Maxion, 2010, p. 256-276) uses the first T training
repetitions produced by a genuine-user subject S
to train an anomaly-detection algorithm A. Here T
can be 5, 50, 100 or 200 repetitions, S can be any
of the subject identifiers specified in the data set,
and A can be one of the mentioned algorithms. At
the scoring stage, the genuine-user test data is
composed of the subsequent 200 repetitions from
(T + 1) to (T + 200). The «practiced» impostor test
data consists of the last 5 password repetitions
from each of the remaining 50 users, resulting in
a total of 250 impostor timing vectors. As shown
by the researchers, impostor practice represents a
minor threat to the accuracy of keystroke-dynam-
ics detectors but is still included in the current eval-
uation procedure to ensure realism.

The evaluation procedure for the sliding-win-
dow updating case is more complex. The concept
involves sliding a window of size T over the genuine
user’s typing data, advancing the window in incre-
ments of 5 repetitions for computational efficiency.
For each window, the detector is trained on the rep-
etitions within that window and then tested using
the next five repetitions. This process is repeated
as the window is incremented. Since there are 200
repetitions of genuine-user test data, this results in
40 cycles of training and testing (200/5). The eval-
uation procedure is well-defined by the research-
ers (Killourhy & Maxion, 2010, p. 256-276) and
is accurately reproduced in the current study, as
shown in the following sections. According to their
results, the use of updating is a highly influential
factor.

Across the keystroke-dynamics authentication
literature, such anomaly detectors performance
measures as the Equal Error Rate (EER) and
the Zero-Miss False Alarm Rate (ZMFAR) have
been used. They both give an understanding of a
detector’s performance over a range of different
treshold values. The EER is defined as the point
at which the Miss Rate and the False-Alarm Rate
are equal. At this point, the system’s rate of incor-
rectly rejecting genuine users is equal to the rate

Table 1

Table of possible outcomes of an anomaly detector’s work

Anomaly detection result

Anomaly is actually present
(Impostor)

No anomaly is actually present
(Genuine user)

Anomaly is detected True Positive (TP)

False Positive (FP)

No anomaly is detected False Negative (FN)

True Negative (TN)
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of incorrectly accepting impostors. The EER pro-
vides a single value that reflects the overall accu-
racy of the system, with a lower EER indicating
better performance. The ZMFAR is defined as the
minimum False-Alarm Rate when the threshold is
set to ensure the Miss Rate is zero. This metric
reflects a detector’s performance under the condi-
tion of zero tolerance for impostors involved in the
performance evaluation.

A Receiver Operating Characteristic (ROC)
curve is used to visualize a detector’s performance
across various threshold values. Figure 1 illus-
trates an example of a ROC curve for the «Outlier
Count (z-score)» algorithm, trained on data from
the subject «s010» (excluding Keydown-Keydown
features, with a sliding window enabled, and a
training set size of 15).

Intuitively, a larger area under the ROC curve
indicates higher overall performance of an anom-
aly detector. While minor variations in the ratio
of outcomes can significantly affect the ZMFAR

value, EER is a more robust and balanced per-
formance measure that represents the trade-off
between false alarms and misses. Consequently,
EER has been selected to compare the perfor-
mance of detectors, as demonstrated in the follow-
ing sections.

The anomaly-detection algorithms and the
described evaluation procedure have been imple-
mented using Python, NumPy, Pandas, and scikit-
learn. These implementations have been shared
on GitHub to support further research (Kaidalov,
2024).

Findings. Firstly, it was crucial to replicate the
EER and ZMFAR values reported by Killourhy and
Maxion from their initial comparison of anomaly
detectors (Killourhy & Maxion, 2009, p. 125-134).
The values reported by the researchers and those
reproduced in the current study are presented in
Table 2.

While most of the rates match with insignificant
differences, there is an almost 2% difference in the
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Fig. 1. An example ROC curve for the «Outlier Count (z-score)» algorithm

Table 2

Table of the EER and ZMFAR values reported in (Killourhy & Maxion, 2009, p. 125-134)
and reproduced in the current study

Average EER Average ZMFAR
Anomaly-detection in (Killourhy & Reproduced in (Killourhy & Reproduced
algorithm Maxion, 2009, p. average EER Maxion, 2009, p. | average ZMFAR
125-134) 125-134)

Manhattan (scaled) 0.096 (0.069) 0.098 (0.068) 0.601 (0.337) 0.610 (0.333)
Nearest Neighbour
(Mahalanobis) 0.100 (0.064) 0.100 (0.063) 0.468 (0.272) 0.468 (0.270)
Outlier Count (z-score) 0.102 (0.077) 0.101 (0.076) 0.782 (0.306) 0.782 (0.303)
One-class SVM 0.102 (0.065) 0.119 (0.059) 0.504 (0.316) 0.500 (0.282)
Mahalanobis 0.110 (0.065) 0.110 (0.064) 0.482 (0.273) 0.482 (0.270)
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EER for the one-class SVM algorithm. This dis-
crepancy can be attributed to differences in imple-
mentations. Although the researchers specified
the v parameter as 0.5, they did not indicate which
kernel was used. In the current study, the default
values of the scikit-learn package were used for
the remaining parameters of OneClassSVM during
evaluation.

The extended evaluation procedure published
by Killorhy and Maxion (Killourhy & Maxion,
2010, p. 256-276) had introduced such parame-
ters as sliding windows updates, training amount,
impostors practice, and a feature set. The exact
EER values for the ‘Manhattan (scaled)’ algorithm
were reported as 7.1% for unpracticed impostors
and 9.7% for practiced impostors. Sliding window
updates were used, Keydown-Keyup features and
Enter features were excluded, and the training
amount was set to 100. The evaluation procedure
reproduced in this study successfully replicates
the EER values reported by the researchers.

The implemented anomaly detectors were
evaluated with training set sizes ranging from 5
to 100, increasing by increments of 5 password
repetitions. Given its significant impact, updating
was enabled. The feature set included Hold and
Keyup-Keydown features, as well as Enter key
features. To ensure realism, impostor practice was
enabled. The obtained EER values are presented

in Table 3, and a visual comparison of EER values
at different training set sizes is shown in Figure 2.

Figure 2 presents a line plot illustrating the
Equal Error Rate (EER) of various anomaly detec-
tion algorithms as a function of training set size.
The x-axis represents the training set size, ranging
from 5 to 100, while the y-axis indicates the EER,
ranging from O to 0.35.

The «Manhattan (scaled)» algorithm shows
a gradual decline in EER as the training set size
increases, indicating improved performance with
more training data. In contrast, the «Outlier count
(z-score)» algorithm initially decreases but then
shows an increase in EER, suggesting possible
overtraining as the model becomes too special-
ized to the training data and loses generalization
capability.

The «Nearest Neighbour (Mahalanobis)» algo-
rithm demonstrates only minor improvements over
the Mahalanobis algorithm, despite requiring sig-
nificantly higher computational resources. This
suggests that the algorithm’s additional complex-
ity may not be justified given the marginal per-
formance gains. The one-class SVM algorithm
maintains a relatively constant high EER across all
training set sizes.

Notably, the EER values for the «Manhattan
(scaled)» and «Outlier count (z-score)» algorithms
are relatively lower at smaller training set sizes,

Table 3

Table of EER values for each reproduced anomaly detector
at training set sizes ranging from 5 to 100

oG | Macaled) | (Mahalansbis) |  (zscors) | OneciassSVM | Mahalanobis

5 0.135 0.302 0.100 0.282 0.287
10 0.117 0.267 0.093 0.269 0.263
15 0.110 0.228 0.092 0.262 0.227
20 0.109 0.237 0.095 0.257 0.236
25 0.106 0.209 0.099 0.254 0.210
30 0.105 0.173 0.100 0.251 0.173
35 0.104 0.160 0.101 0.248 0.159
40 0.102 0.152 0.101 0.242 0.152
45 0.099 0.143 0.100 0.236 0.143
50 0.097 0.136 0.100 0.232 0.136
55 0.095 0.130 0.099 0.229 0.131
60 0.094 0.125 0.101 0.229 0.128
65 0.093 0.123 0.102 0.223 0.125
70 0.093 0.123 0.102 0.222 0.126
75 0.093 0.122 0.103 0.222 0.126
80 0.093 0.120 0.103 0.220 0.125
85 0.093 0.118 0.103 0.217 0.124
90 0.093 0.118 0.104 0.215 0.123
95 0.092 0.115 0.102 0.212 0.121
100 0.091 0.114 0.103 0.209 0.119
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Fig. 2. The graph of the EER values for each reproduced anomaly detector
at training set sizes ranging from 5 to 100

suggesting higher practical value when limited
data is available.

Conclusion. This study has successfully rep-
licated and extended the evaluation of anomaly
detection algorithms applied to keystroke dynam-
ics for two-factor authentication systems. By
reproducing the performance metrics (EER and
ZMFAR) for various algorithms as initially reported
by Killourhy and Maxion, we have confirmed the
reliability of their findings. Among the algorithms
tested, the «Manhattan (scaled)» and «Outlier
Count (z-score)» showed promising results, espe-
cially when using smaller training sets, which is
critical for practical deployment.

One significant outcome of this research is the
determination of the minimum number of pass-
word repetitions needed to achieve stable accu-
racy rates. This result is particularly valuable for
reducing user effort in the training phase and opti-
mizing computational resources during real-time
authentication processes. The methodology and
Python code made available further contribute to
reproducibility, a key aspect of advancing research
in keystroke dynamics.

Looking forward, several promising areas for
future exploration have emerged. First, while the
current study focused on a single password input,
expanding the analysis to include more diverse
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passwords could improve the robustness of anomaly
detection models. Second, exploring the integration
of keystroke dynamics with other biometric factors,
such as mouse dynamics or touchscreen patterns,
could lead to the development of multimodal biom-
etric systems, offering enhanced security and user
experience. Additionally, improving the performance
of machine learning algorithms, particularly through
the use of deep learning models, might yield better
generalization capabilities for unseen data.

Another avenue for future work includes inves-
tigating the potential for continuous authentication
mechanisms. Rather than only verifying users at
login, continuous authentication can monitor user
behaviour throughout their session, providing
an added layer of security. Lastly, optimizing the
computational efficiency of the system remains a
critical challenge, especially for real-time appli-
cations. Exploring lightweight models or opti-
mizing feature extraction processes could help
deploy keystroke-based authentication systems in
resource-constrained environments.

In conclusion, the findings of this study contrib-
ute to the ongoing development of secure and user-
friendly authentication systems. Future research
should focus on extending the methods presented
here and addressing the emerging challenges in
keystroke dynamics and behavioural biometrics.
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FEOIH®OPMALINHA TEXHONOIA HEMPOMEPEXEBOT CEFTMEHTALIT
AnAa KAPTOrPA®YBAHHA 3EMHOIO NMNOKPUBY

AKmyaribHicmb po38UMKY Cy4yacHUX mexHonoaill Ol ceaMeHmauii 3eMenbHo20 roKpUsy 3pocmae y 38°dA3Ky
3 nidsuweHUMU sumozamu OO0 IMOYHO20 MOHIMOPUHEY ma yrnpaesniHHA 3eMeNlbHUMU pecypcamu, 8 momy Hucili,
CinbCcbKo20Ccno0apcbKo20 npu3HaqeHHs. TpaduuiliHi Memodu ceameHmauii yacmo He 3abesmnedyrombs 00CmamHio
MoYHicmb y Knacugbikauii cknadHUX Kracie, makux siK CirlbCbKo2ocrno0apchki Kynbmypu, epeea, bydierni ma Aopo-
eu. Mema po6omu ronisizae 8 po3pobyi eeoiHghopmauitiHol mexHoroeii 0r1st 8UGINeHHSI MHOXUHHUX O3HaK i3 cyrnym-
HUKo8UX 3HiMKie Sentinel-2 ma ix sukopucmarHs 0nsi ceameHmauii 3eMH020 Mokpummsi 3a A0rNOMO20k HelpPOHHOT
mepexi ResNet.

Memodosozis. Y usomy GocrnioxeHHi sukopucmosyrombscsi 3HiMKU Sentinel-2 0nsi aHanisy 3eMHO20 MoKpum-
ms. Crioyamky 30b6paxkeHHs1 poxodsimb rnornepedH0 06POBKY, sika 8KI04aE ammMocehepHy KOPEeKUir, 2eomempuy-
He ma padiomempuyHe KanibpysaHHs. [lomim daHi Hopmanidytombcsi 051 nid8UUEeHHS cmabinlbHOCMI HagYaHHS
HelpoHHOI Mepexi. Ha HacmynHomy emarii 306paxeHHs1 06pobrisiiombcs 015 8UDiNIeHHsT criekmparnbHUX, MOpgo-
N02iYHUX | MeKCmypHUX O3HaK, sKi € exiOHumu daHumu s modesni ResNet. Modernb 3acmocosye KOH80MOUUHI
wapu i pyHkyiro akmueauii ReLU dns asmomamu4Ho20 eudineHHs1 o3Hak. [ns knacucpikauii sukopucmosyemscsi
Mo8HO38’a3HUU wap 3 pyHKyismu Softmax ma Cross-Entropy. llicns Hag4aHHS MOO€sIb KnacugiKye KOXeH rikcesb,
CIMBOPIoIYU CeaMeHMoBaHe 300paXKeHHs, sike 8idobpaixae pi3Hi Knacu 3eMHO20 MOKPUMmMmS, 30Kpema CiflbCbKo20C-
nodapchkki y2idds, 6ydieni, depesa ma dopoau.

Haykoea Hoeu3Ha docnidxeHHS ronsizae 8 po3pobyi Ho8iMHbLOI Memodosoaii 06pobKu CyrnymHUKo8UX 306pa-
XeHb Sentinel-2, wo ekmovae iHmezpauio KOMIEKCHOI nonepedHboi 06pobku, HopManisauito 0aHux, Mysbmu-
molOarnbHe 8udifleHHs1 03HaK ma 8UKOPUCMAaHHS 2/1ubOKUX HEeUpOHHUX Mepex 0ns asmomMamuyHo20 8UOINEHHs
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ma knacueikauii o3Hak. BrposadxeHHs1 HoguUX nidxodie 00 ammocghepHOi, eeomempuyHoOi ma padiomempuyHoi
Kopekuii, a makox 3acmocysaHHs ResNet 3 ¢yHkuismu akmusauii ReLU ma noeHo3e’s3HuUx wapie 3 hyHKUismu
Softmax i Cross-Entropy, 3abe3sneqye nidsuwieHHs moYyHocmi knacudpikayii ma 8emarnisauji ceameHmauji 3eMHo20
MoKpumms.

BucHoeku. [JocnidxeHHs nokasasno, WO 3arporioHo8aHa MexHorozis 3abesnedye cymmese MoKpauw,eHHs
moyHocmi | SKocmi Knacugbikauii 8 nopieHsHHI 3 mpaduyitiHumu memodamu, makumu 5K IsoData, K-means, SVM,
Minimum Distance, Maximum Likelihood ma Parallelepiped. Pe3ynsmamu deMOHCMpytomb, WO MEXHOMO02isi Ha
ocHoei ResNet docsizae 8UCOKOI moYHOCMI 8 ceeMeHmauii OCHOBHUX Kriacie 3eMHO20 MOKpUBY: CirbCbKoaocrnodap-
CbKi Kynbmypu, depesa, bydieni ma dopoau, Wo € saxnueum 05151 e¢heKmuUBHO20 MOHIMOPUHEY ma yrnpassiHHs
3emesibHUMU pecypcamu.

Knro4oei cnoea: Helipomepexesa ceameHmauis, anuboke Hag4yaHHS, Mampuusi HemodyHocmel, mMampuus
MOMUIIOK, ONMUYHI cyrlymHukosi 3HimMKu, modesis ResNet.
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GEOINFORMATION TECHNOLOGY NEURAL NETWORK SEGMENTATION
FOR LAND COVER MAPPING

The relevance of developing modern technologies for land cover segmentation is growing due to increased
requirements for accurate monitoring and management of land resources including for agricultural purposes.
Traditional segmentation methods often lack accuracy in classifying complex classes such as crops, trees, buildings,
and roads. The work aims to develop geographic information technology for extracting multiple features from
Sentinel-2 satellite images and using them to segment the land cover using the ResNet neural network.

Methodology. This study uses Sentinel-2 images for land cover analysis. First, the images undergo pre-
processing, which includes atmospheric correction and geometric and radiometric calibration. Then, data is
normalized to improve the stability of the neural network training. At the next stage, the images are processed to
extract spectral, morphological, and textural features, which are the input to the ResNet model. The model uses
convolutional layers and the ReLU activation function to extract features automatically. A fully connected layer with
Softmax and Cross-Entropy functions is used for classification. After training, the model classifies each pixel, creating
a segmented image that shows different classes of land cover, including farmland, buildings, trees, and roads.
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The scientific novelty of the research is the development of the latest methodology for processing Sentinel-2
satellite images, including integration of complex pre-processing, data normalization, multimodal feature extraction,
and the use of deep neural networks for automatic feature extraction and classification. The new approaches to
atmospheric, geometric, and radiometric correction, as well as the use of ResNet with ReLU activation and fully
connected layers with Softmax and Cross-Entropy functions, improve the accuracy of classification and detail of land

cover segmentation.

Conclusions. The study showed that the proposed technology provides a significant improvement in
classification accuracy and quality compared to traditional methods such as IsoData, K-means, SVM, Minimum
Distance, Maximum Likelihood, and Parallelepiped. The results demonstrate that the ResNet-based technology
demonstrates high precision in segmenting the main land cover classes—crops, trees, buildings, and roads—which is

crucial for effective land monitoring and management.

Key words: network segmentation, deep learning, confusion matrix, error matrix, optical satellite images, ResNet

model.

BcTtyn. TodyHe Ta cBO€EYacHe BoNoaiHHS iHop-
MaLi€lo Npo CinbCbKkOrocnogapchbki 3emili, 30kpema
3a J0NOMOrOK CTBOPEHHS KapT 3eMHOro NoKpuBY,
€ Haa3BMYaMHO BaXNMMBMM N1 PO3BUTKY Cydac-
HOro cinbCcbkoro rocnogapcrea. BusHauveHHs
nrowi Ta TepuTopianbHe pPO3MILLEHHSA MOCiBIB
€ BaXINMBMM AONS OTPUMMaHHS HeobxigHoi arpap-
HoT iHopmauii (Solérzano J.V., 2021). Tpaaun-
LiHI MeToau CermeHTauii 3eMHOro MoKpuBy 3a
[OMOMOro MOMNbOBUX BUMIPHOBAHb, OOCHIAXKEHb
Ta CTaTUCTUYHMX aHanisiB noTpebyloTb 3HAYHUX
noAckKNX Ta iHaHcoBux pecypcie (Zhang H.,
2021). 3aBOsKkn CTPIMKOMY PO3BUTKY TEXHOSMOTIiN
AucTaHuinHoro 3oHayBaHHA 3emni (O033), 3okpema
NiABULLEHHIO MPOCTOPOBOI Ta 4YacoBOiI PO34iNbHOI
30aTHOCTI 300paxkeHb, GaraTocnekTpanbHi OaHi
ANCTaHUINHOro 30HAYBaHHS CTanu LUMPOKO 3acTo-
coByBaTUCA B arpapHux gocnimpkeHHax (Peng X,
2021). baratocnekTpanbHi gaHi BigirpaloTb Bax-
NMBY Ponb Y MOHITOPUHIY CTaHy MNOCIBIiB, OUuiHLI
BPOXXaNHOCTI CiNbCbKOrocrnoaapCbKux KynbTyp Ta
MOHiTOpuHry wkigHukis (Lianze T., Vincent G.).
OpnHak, He3Bakatoun Ha 3HaYHW NPOrpec y KOCMiY-
HUX TEXHONOriAX Ta 30iNbLUEHHNA KiNbKOCTI AaT4yun-
KiB CYNyTHUKIB CnocTepexxeHHst 3emri, CTBOPEHHS
JeTanbHUX KapT ['PYHTOBOrO MOKPMBY 3anuiia-
€TbCS CKNagHUM, TPYAOMICTKMM Ta TpuBanum npo-
uecom (Rakhlin A., 2018). KapTn 3emMHOro nokpumsy
3a3Bu4anl MawTb OOMexeHy 4acoBy pO3AiNbHY
30aTHICTb, WO YCKNaAHIE MOCTIMHUA MOHITOPWUHT
3MiH. Hanpuknag, npogykTu HaseMHOro nokpusy
EU Corine (Bossard M., 2000) goctynHi nuwe ons
NEeBHMX POKIB, @ OCTaHHiI NPoAYyKTU €BPONENCHLKOro
kocMmivHoro areHTcTBa (ESA) WorldCover (Zanaga
D., 2021) oxonntotoTb nuwe 2020 ta 2021 poku.
OTXe, iCHye HEOOXIOHICTb ¥ CTBOPEHHI MaLUNHHUX
Mogenen, SKki MOXYTb TOYHO CTBOPHOBATU KapTu
3€MHOro NOKPMBY Ha OCHOBI CYNYTHUKOBUX AaHMX,
WO [O03BOMUTL MOKPALLUMTU MOHITOPUHI 3MiH Ta
ynpaerniHHS CiNbCbKOrocnogapCbKMMmn pecypcamu.

NitepatypHnn ornap. TpaguuinHi  metogm
cerMeHTauil nodinaAlTbCAs Ha [OBa  OCHOBHI
TUNN: HeKkepoBaHa Ta kKepoBaHa kKnacudikauia

53

(Makantasis K., 2015). lNpuknagom HekepoBa-
HOI knacudpikauii € metoan, Taki gk K-cepegHe
(K-means) Ta Makcumisauisd OdikyBaHOro 3Ha-
yeHHa (Expectation Maximization), ski nossons-
I0Tb CTBOpIOBaTM KaTteropii ansa obpobkn gaHux,
OofHaK aTpubyTu pesyneraTtiB Knacudikadii 3anu-
WwaTbCca HeBusHadyeHumu. AnroputMm IsoData,
KU € BOOCKOHaNeHok Bepcieto K-means, [o3Bo-
nsie aganTMBHO 3MiHIOBATU KiNbKiCTb KracTepis nig
yac iTepauinHoro npouecy knacudikawii.

[o wmeTtogiB KepoBaHOi Knacudikauii BigHo-
CATbCA MeToa OnopHux Bektopis (SVM), oepesa
pilleHb, Knacudgikauis 3a mMakcumarnbHOK Mpas-
ponogidHictio (MaximumLikelihood), meToa MiHi-
ManbHoi BigctaHi (MinimumDistance) i napanene-
ninegHun metof (Parallelepiped). Y umx metogax
napameTpyu OUCKPUMIHAHTHOI dYHKLIT BM3Ha4a-
IOTbCA Ha OCHOBI BiJOMWX OAHUX NPO EfEMEHTU
300paxeHHs. lNicnsa uboro AncKpUMiHaHTHa OyHK-
Lis 3acTOCOBYETbCA ANg Knacudikauii HeBigoMmnx
enemMeHTiB 306pakeHHs, Wo 3abe3neyye TOUHICTb
Krnacudikauii Ha OCHOBI HaBYaNbHUX JaHWUX.

TpaguuinHi  meTogm cermeHTauii  BigsHava-
IOTbCS BMCOKOK MOBTOPHOBAHICTIO Ta onepartuB-
HICTIO MOPIBHAHO 3 Bi3yarnbHOK iHTeprpeTalieto
AaHuX. Ane TX TOYHICTb 3HAYHO 3HMXYETBLCH MPU
3MiHi gaHux abo obnacTti gocnigxeHHs (Xie C.,
2022).

Ha BigMiHy Bif knacnu4Hnx anroputMmis MalLvH-
HOro HaBYaHH4, rMMbuHHe HaBvaHHsa (MTH) gemoH-
CTpye YHiKanbHi nepesarun B knacudikadii 306pa-
XeHb. Todi K TpaauuiviHi anropuTMn MaluMHHOMO
HaB4YaHHS BUMaratoTb Py4YHOi po3pobKM 03HaK Anis
3aBAaHb knacudikauii, rmMnbuHHe HaBYaHHSA yCy-
Ba€ HeOoOXigHICTb y LibOMY; anropuTMn Ha OCHOBI
'H aBTOMaTNYHO HABYaAKOTLCS | BUMY4aOTb O3HAKM,
L0 MalTb BiOHOLWIEHHS OO LiNbOBOro 3aBAaHHS.
Lla BnacTmBicTb aBTOMaTUYHOIO BUSTYYEHHSA O3HaK
3abe3neyye BMCOKY HafinHICTb Moaenen rmnu-
OMHHOro HaBYaHHA Ta CMpoLlye iX aganTtauilo 4o
pisHMx HabopiB aaHux (Kamilaris A., 2018). Kpim
TOro, anropuTMM MUOUHHOIO HaBYaHHA MOXYTb
obpobnaTn Benuki MacuMBM OaHUX, BUSABIIAHYU
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NOTEHUiMHI WabnoHn Ta 3aKOHOMIPHOCTI, WO
Crnpusie NigBULLEHHIO TOYHOCTI Ta e(eKTMBHOCTI
knacudikauii 3eMHoro nokpusy. Ane He3Baxa-
oYM Ha nepesaru, ki Hagae rmMubuHHe HaBYaHHS,
knacucpikauia 3o6paxeHb y ranysi ANCTaHUiRHOro
30HOYBaHHA 4YacTo OB6MexXyeTbCcs depes BiOcCyT-
HICTb Ha4iHO MapKoBaHWX HabopiB AaHMX.

OavH 3 HanbinbL AOCTIAKEHUX | LUMPOKO BUKO-
pucToByBaHMX HabopiB AaHuX Ans Knacudika-
Lii 306pakeHb AUCTaHLIMHOIMO 30HOYBaHHA — L
Habip 3emnekopuctyBaHHas UC Merced (UCM),
npeacrtaesneHmi B poborti (Yang Y., 2010). Habip
JaHnxX MicTUTb 21 Knac 3eMNeKopUCTYBaHHA Ta
3emHoro nokpmay, 3 100 306paxkeHHaAMN ONa KOX-
HOro Krnacy po3mMipom 256x256 nikcenis i 3 NpoCTo-
POBOIO PO3A4iNbHOK 3aaTHicTio 6nmnabko 30 cm Ha
nikcenb. Bci 306paxkeHHs MatoTb KOMipHUIA NPOCTip
RGB i 6ynu oTpumaHi 3 konekuii 3HiMKIB MiCbKNX
Teputopi HauioHansHoi kaptn CLUA, oTpumaHmnx
3 niTanbHUX anapartiB. Ane, HeBenuka KinbKicTb
300paxeHb Ha Krac € 3Ha4YHUM OOMEXEHHAM Anis
BMKOPWUCTaHHA Lboro Habopy faHux y 3apjadax
Knacudikauii.

[na nokpalwieHHa cuTyauii 3 HabopoM AaHuXx,
Pi3Hi OOCNIDKEeHHS BUKOPUCTOBYBANW KOMEPLIiNHI
306paxeHHs Google Earth ana ctBopeHHA HOBMX
Habopie gaHux (Zhao L., 2016). Hanpuknag,
Habopu aaHux PatternNet (Zhou W., 2018) i NWPU-
RESISC45 (Cheng G, 2017) 6a3ytoTbca Ha 306pa-
XKEHHSIX 3 Ay>e BUCOKOI pPO3aiNbHO0 30aTHICTI0 40
30 cm Ha nikcenb. OgHak, Yepes cknagHicTb i Tpyao-
MiCTKICTb MpoLeCy CTBOPEHHSA MapkoBaHUX Habopis
OaHuX, Ui Habopu JaHMX TaKoX MatoTb OOMEXeHy
KiNbKiCTb 300paXkeHb Ha Krac, Lo BapiloeTbCs Big
KiNIbKOX COTEHb A0 KiNbKOX TUCAY.

OgHym 3 HambBinbwmx [ocTynHMX Habopis
OaHux € Habip aepodoTosHimMkiB (Aerial Image
Dataset, AID), aknin Bkntovae 30 knaciB, KOXeH
3 akux mictuTb Big 200 o 400 306paxeHb po3mi-
pom 600x600 nikcenis, oTpumannx 3 Google Earth.
HesBaxkatoum Ha po3LIMpEHe MOKPUTTS Khacis,
BUKOPUCTAHHA KOMEpPLUiMHMX i nonepeaHbo obpo-
6neHux 306paxeHb oBMexye iXHI MnpuaaTHICTb
ONA peanbHUX NporpaMm crnoctepexeHHs 3emni,
Takmx sk Sentinel-2.

Takox, Habip gaHux SAT-6, npeacrtaBneHui
B (Basu S., 2015) 6a3yeTbca Ha aepodOTO3HIM-
Kax 3 MNpPOCTOPOBOK pPO34ifibHOK 3gaTHicTio 1
MeTp Ha nikcenb. Habip gaHux SAT-6 oTpumaHo
3 300paxeHb HauioHanbHOI nporpamun CinbCbKo-
rocnogapcbkux sHimkie (NAIP) i Bkntoyae 6 knacis:
Hepoatoyi 3emni, gepesa, nyku, goporwn, Gyaieni
Ta BOOHI 00’ekTun. lMatyi 300paxeHb MaKTb Pos3-
Mip 28x28 nikceniB i NpeacTaBneHi B YepPBOHOMY,
3eMeHoMy, CMHbOMY Ta BnuxHbLOMY iHdpPadepBo-
HOMY Aiana3oHax.
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MopiBHsAHO 3 Habopamu paHux, 3ragaHumMu
BULLE, po3pobrneHo HoBMW Habip gaHuX, AKUK
BUKOPUCTOBYE CYMYTHUKOBI 300pakeHHs1 3 po3-
AinbHol 3aaTHicTio 10 mMeTpiB Ha nikcenb, WO
pobutb Moro Ginbw BignoBigHUM ANS peanb-
HUX nporpam crnocTepexeHHa 3emni. Haw
Habip AaHuMx GasyeTbCHA Ha 3HiIMKax CynyTHMKa
Sentinel-2, wWo pgo3Bonse BKMWYaATU 3HAYHO
GinbLUy NAoLwy NOKPUTTA.

Meta pocnimkeHHs: po3pobka reoiHdop-
MaLiNHOI TeXHOSNOoril Ana BUAINEHHA MHOXWUHHUX
O3HaK i3 CcynyTHMKOBMX 3HiMKIB Sentinel-2 Ta ix
BMKOPUCTaHHA A8 cerMeHTauii 3eMHOro NoKpUTTS
3a gonomorol HerpoHHoi mepexi ResNet. Lle
003BONMUTL MiABULLMTK TOYHICTb Ta AeTanisauito
Knacudikauii pisHMX TWNiB 3€MHOro MOKPUTTS,
Takux K CiflbCbKOrocnogapchbki KynsTypu, Aepesa,
ob’ekTn 3abygoBm Ta OOPOrK, WO B CBOK 4epry
Crpusie NOMINWeHHI0 MOHITOPUHIY Ta ynpasriHHA
3eMernbHUMKU pecypcamu.

Buknag ocHoBHOro martepiany. Y pamkax
AOCHIIKEHHA Oyno BUKOHAHO HACTYMHI  KPOKW:
nonepedHsa obpobka [aHuX, BWUIYYEHHS Chek-
TpanbHUX, MOPMONMOriYHNX | TEKCTYPHUX O3HaK
3 CYMYTHMKOBMX 3HIMKIB, HaBYaHHA rnnbOOKOi
HenpoHHOoi mepexi ResNet i cermeHTauis 306pa-
XXEeHb 3€MHOro NOKPUTTA. ANrOpUTM, LLO iNOCTpye
poboTy reociHopmaLinHOi TeXHonorii, npeacTas-
NEeHOo Ha pUCyHKy 1.

3HiMkKn Sentinel-2 3 12 kaHanamu nicnsa 3aBaH-
TaXXeHHs1 NpoxoasTb eTan nonepenHbLoi 06pobKu,
AKWA  BKIOYAE aTMOCEPHY KOPEKLUito, reome-
TpU4YHE Ta pagioMeTpunyHe kanibpyeaHHs (KawTtaH
B.1O., 2024). MNicna uboro AaHi NPUBOAATLCA OO0
O0[QHaAKOBOro mMacwTaby Ans niaBuLieHHs cTtabinb-
HOCTi HaBYaHHA HEMPOHHOT MepeXxi.

HactynHum etanom € BWAINEHHS MHOXMWH-
HUX O3HaK: CchnekTpanbHUX (MiCTATb iHdOopMa-
Lit0 NpO pPi3Hi TUNU 3eMHOro MOKPUTTS), MOPO-
NOTiYHMX (JO03BONAOTE BUAINATUM CTPYKTYpM Ta
dopmn 00’eKTiB Ha 300paxkeHHi) Ta TEKCTYPHUX
O3HaK (003BONATL BMU3HAYaTU XapaKTEPUCTUKU
MOBEPXHi 3EMHOr0 MOKPUTTA), AKi cryXaTb BXia-
HUMW gaHUMK ANg noganbLoi 06pobkn B HENMPOH-
Hin Mepexi. Lle nossonsie mogeni HaB4aTucs pis-
HOMaHITHUM 3paskaMm, XapakTepHUM AN pi3HUX
TMNiB 3eMHOro NnokpuTT4A. Lli eTann o6pobkn BUKO-
HYlOTbCA 9K Ans nonepegHbo 06pobneHux, Tak
i AN NepBUHHMX AaHux Sentinel-2.

J[na HaBYaHHSA MOAEni NiaroToBNEHO HaBYarbHi
BMBIpKM NepBUMHHMX AaHux cynyTHuka Sentinel-2
[HinponeTpoBWMHM OO0 Ta nicnd nonepegHboi
06pobkn. Bubipka mictuna knacu: AnnualCrop
(cinbcbKkorocnogapcbki yrinasa), Trees (gepeea),
Buildings (o6’ektn 3abygosu) Ta Roads (goporu).
KoxxHe 300paxkeHHs mano po3mip 64x64 nikcenis,
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Puc. 1. Cxema 3anponoHoBaHoi reiHpopmMauinHoi TexHonorii

Lo fos3sonuno 3abesneunTn BUCOKY AeTanisadito
Ta TOYHICTb Moaeni.

MMig Yac HaBYaHHSA BUAINEHI cnekTpanbHi, Mop-
GONoriyHi Ta TEKCTYPHI 03HaKM NOOATbCA Ha BXig
ResNet. Lis rmnboka HelpoHHa Mepexa BMKOopUC-
TOBYE MOCIiAOBHICTb KOHBOSOUINHUX LWapiB And
aBTOMAaTMYHOrO BMAINEHHSA BUCOKOPIBHEBMX O3HAK
i3 BXigHUX 306pakeHb (Selmi L., 2022)

N
Z'mefl,jJrnfl ’ km,n ’

—1 n=1

(1)

M=

Y,=

3

Oe x — BXigHe 306pa)keHHs1, k — 54p0 KOHBOJO-
uii, y — BuxigHe 3006paxeHHs.
dyHKkUia akTmBauii RelLU:

f(x)=max(0,x) (2)

Ha etani knacudikauii BugineHi osHaku noga-
IOTbCA Ha BXid MOBHO3B’A3HOMO LWapy HEWPOH-
HOi Mepexi. [loBHO3B’A3HMI wWwap, abo fully
connected layer, 3giNcH0OE KiHUEBY Kknacudi-
Kauilo Ha OCHOBI OTpMMaHMX O3HakK, WO [O3BO-
NSI€ BU3HAYUTU HAMNEXHICTb KOXHOro nikcensa Ao
OHOrO 3 YOTMPbLOX KMaciB: CiNbCbKOroCnoAapChbKi
yrigaa (AnnualCrop), 6yaisni (Buildings), oepesa
(Trees) Ta poporn (Roads). ®PyHkuia BTpar
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ans knacudgikadii (Softmax Ta Cross-Entropy)
(Selmi L., 2022):

ezi
zi
2 e

Cross — EntropyLoss = —Z v, log(}i) , (4)
ieC
Ae y, —iCTUHHa NMOBIPHICTb KNacy, y, —nepea-
OayeHa NMMOBIPHICTb knacy; C — MHOXWHA BCiX Kna-
ciB.
ApanTtuBHe cepefHe nyaniHrysaHHa (Selmi L.,
2022):

Soft max(z,) = 3)

1
L= 5
th |R| (m,n)eP ( )

Ae y,; — 3Ha4eHHs nikcens y BUXiAHOMY 306pa-
XeHHi nicnga nyniHryeBaHHA; R — obnacTb ycepea-
HEeHHdA, TobTo obnactb BXiAHOrO 306paeHHs,
3HaueHHs1 NikcerniB sIKOI ycepeaHioThes; |R| —
KiNbKicTb enemeHTiB (nikcenis) B obnacti R; x,,, —
3HaYeHHSA nikcens y BXigHOMY 300pakeHHi.

Mogenb HaB4a€eTbCs Ha NiAroToBreHMX BUBIp-
Kax, OMTMMI3yluM mnapameTpu 3a [JOoMOMOro
3BOPOTHOIO MOLUMPEHHS nomunku. Lle nossonsie
Mogerni agantyBaTucsa 40 pPisHOMaHIiTHUX Bapiauin

xm,n ’
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y AaHux Ta 3abesnedyBaTu TOYHY Knacudikauito
TWNIB 3€MHOMO MOKPUTTA.

Ha ocHoBi pesyneraTiB knacudikadii cTBopto-
€TbCA CerMeHToBaHe 300paKeHHs, Oe KOXHOMY
nikcento NpuUcBOETLCA Kknac. Lle fossonse Bisy-
anbHO BigobpasnTy pesynbraty aHanisy cynyTHU-
KOBUX JaHMX Ta 3abe3nevynmTn TOYHY cermeHTaLito
3€MHOr0 NOKPUTTS.

EkcnepumeHTU. B poboTi BUKOpPUCTaHO CynyT-
HUKOBI 3HiIMKM Sentinel-2 [HinponeTpoBLMHK
(pnc. 2). Ha pucyHky 3 HaBefeHo pesynbraTtu cer-
MEHTaUii 3eMHOro NOKPUBY, OTPMMaHi 3a A4OMNOMO-
roto po3pobneHoi TEXHOMOTII.

3a pesynbratamu BidyaribHOro aHarnisy MoXxxHa
3pobUTN BMCHOBOK, WO Knacudikauia 3eMHOoro
MOKpMBY Micnsi nmonepefHboi 06pobku 3HiMKa Ta
3acTocyBaHHA HenpoHHOl Mepexi ResNet € 3Ha-
YHO YiTKILLOK Ta TOYHILUOK Y MOPIBHSHHI 3 Kna-
cudiKauieo Ha MepBUHHUX AaHUX CYMNyTHUKOBUX
3HiMKiB Sentinel-2.

Y ubOMy AoChigKeHHI NpoBeeHO NOPIBHAHHS
pi3HMX MeTOAiB cermeHTadii, Bknovaroun IsoData,
K-means, SVM, Minimum Distance, Maximum
Likelihood, Parallelepiped i 3anponoHoBaHun
MEeTO/ Ha OCHOBI HEMPOHHOT Mepexi. Ha pucyHky 4
HaBedeHO pesynbraT cerMeHTauil KnacuyHUMuK
metogammn (IsoData, K-means, SVM, Minimum
Distance, Maximum Likelihood, Parallelepiped)
Ta 3anpornoHoBaHWN MeTod (puc. 3 r) Ha OCHOBI
HenpoHHoT mepexi ResNet.

Pe3synbratn. 3a pesynstatamu BidyaribHOro
aHanisy, metog IsoData (puc. 4a) nokasye 3nat-
HICTb po3ni3HaBaTh OCHOBHI AINAHKM 3 KynbTypamu

Ta gepeBamu. Ane, 3HaYHi TPyOHOLL BUHMKaOTb
npw cermeHTauii 6yaisens Ta 4OPir, WO NpM3BOANTb
[0 3MillyBaHHA KraciB Ta 3HWXYE 3aranbHy Tou-
HicTb meTtoay. MeTtog K-means (puc. 46) gemoH-
CTpYye Oewo BuLLY TOYHICTb nopiBHAHO 3 IsoData.
KynbTypun Ta gepeBa knacudikyoTbCs yCrillHile,
ane npobnemu 3 po3pisHeHHsIM ByaiBenb Ta gopir
BCe We 3anuwaroTtbesa. [esaki obnacti byaisenb
i gopir aMmiwaHi 3 iHWKMMK Knacamu, Wo BhAnuBae
Ha TOuYHiCTb cermeHTauii. Metogq SVM (puc. 4B)
OEeMOHCTPY€E BULLY TOYHICTb CermeHTauil KynbTyp
Ta gepeB B nopiBHsAHHI 3 IsoData ta K-means.
Metog Minimum-Distance (puc. 4r) geMOoHCTpye
HWXYY TOYHICTb MOpiBHSAHO 3 meTtogamu IsoData,
K-means ta SVM. Benuki obnacrti nikcenis Oynu
NOMMIIKOBO KrnacudikoBaHi, ocobnuBo y knaci
[opir, Wo pobuTb Ue MeTod MeHW edeKTUB-
HUM Ana 3agad cermeHTauii. Metogq Maximum-
Likelihood (puc. 4r) nokasye Kpalli pesynsraTty,
HiX Minimum Distance, ane Bce Lle BWHUKaIOTb
3Ha4yHi npobnemu 3 cermeHTauieto gopir. Kynstypu
Ta gepeBa KnacuqikyoTbCsa ycnilwHo, a dyaisni —
3 nesHumu TpyaHowamn. Metog Parallelepiped
(pyc. 40) CTMKAeTbCA 3 3HAYHUMM TpyOHOLLAMM
npu knacudikauii BCix knacis. Benuka vyactuHa
nikcenis Gyna nNoOMWIKOBO KracudikoBaHa, Lo
3HWXKYE 3aranbHy eheKkTUBHICTb MeToay. 3anpono-
HOBaHa TexHosoris (puc. 3r) 4eMOHCTPYE 3HA4YHO
Kpalli pesynbTaTh MOPIBHAHO 3 Krnacu4HMMK nia-
xogamu. Knacu Taki, sk gepesa, goporu, oyaisni
Ta KynsTypw, 6ynum YiTko igeHT1dikoBaHi, LWo cBia-
YnTb NPO edPeKTUBHICTb METOAIB CerMmeHTauii 4nsa
CYNyTHMKOBMX 3HiIMKiB Sentinel-2.

a)

6)

Puc. 2. CynyTHMKOBI 3HiMKMU KOcMi4yHOro anapaty Sentinel-2 cuHTte3soBaHi y R-G-B kaHanu:
a) nepBUHHMI; 6) NicnAa nonepeAHbLOI 0OPOOKK
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Puc. 3. Pe3ynbraTtu cermeHTauii 3eMHOro nokpuBy 3a aaHumm Sentinel-2:
a) nepBUHHNI 3HIMOK; 6) TemaTU4YHa KapTa Ans NepBUHHOIO 3HiIMKY; B) 3HIMOK nicna
006po6KHM; r) TeMaTUYHa KapTa Ans 3HIMKY NicnA 3acToCyBaHHA 3anponoHOBaHOI TeXHONOTril

Ha pucyHky 5 npeacrasneHo rpadikv guHamiku
3MiHK BTpaTt (Loss) Ta ToudHocTi (Accuracy) ansd
TPEHyBarnbHOro i TeCToBOro Habopie gaHUX Npo-
Tsarom 30 enox HaB4aHHS HEMPOHHOI Mepexi. 3Ha-
YHe 3HWXKEHHsI BTpAT Nig Yac HaBvaHHA (puc. 5a)
crnocTepiraeTbcs BXe Ha nepwmx enoxax. 3 0.5 Ha
noyaTky, BTpaTU LUBMAKO 3MEHLUYIOTbCS OO0 MNpwu-
6nusHo 0.15 Bxe Ha 5- enoci. MoTiM 3HWXKEHHS
NPOAOBXYETLCSA MOBINbHILLMMW TEMNAMK, gocsara-
toun 0.008 go kiHus 30 enoxu. Lle ceiguntb npo
Te, WO mMogenb Aobpe HaBYaeTbCA Ha HaB4arb-
HUX gaHux. TOYHICTb Nig Yac HaB4aHHA (puc. 56)
3Ha4HO 30inbLyeTbesa 3 88% Ao nNpmbnusHo 94%
BXEe Ha nepwmnx enoxax. [oTim 3pocTaHHsA npoao-
BXYeTbCsl Binbl NOCTYNOBO, AocArayn 6nmnabko
99.9% po kiHua 30-i enoxu. Lle gemoHcTpye, Wo
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MOAENb YCMilLHO HaBYaETbCA Ha HaB4YanbHUX
JaHuX i 34aTHa JOCArTM BUCOKOT TOMHOCTI.

[ns kinbkicHoro aHanisy nobyaoBaHo MaTpuLio
HeBignosigHocTewn (confusion matrix) (Rakhlin A.,
2018), aka go3Bonuna ouiHUTK TOYHICTb knacudi-
Kauil nikcenie 3a yotupma knacamu: AnnualCrop,
Trees, Buildings, i Roads (puc. 6). Matpuus
HeBiANOBIgQHOCTEN [O03BONSATb AeTanbHO OLi-
HUTM TOYHICTb CerMeHTauii pisHUMM MeTogamMu.
Ons wmetogy IsoData (puc. 6a) cnocrtepira-
I0TbCHA 3HaYHI NOMUIKM NpuW Knacudikauii gopir
(Roads), pe 6inbwicte nikcenis (74223) 6ynu
HenpasunbHO knacudikoBaHi sk AnnualCrop. Lle
CBiAYMTb NPO HU3bKY TOYHICTb ANS Knacy gopir
(Roads). Metog K-means (puc. 66) Takox noka-
3aB NOMUITKM Npu Knacudikauii gopir, ane kpawa
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Puc. 4. CermeHTauisa 3emHoro nokpuBy ana Sentinel-2: a) IsoData; 6) K-means; B) SVM;
r) Minimum Distance; r) Maximum Likelihod; a) Parallelepiped
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Puc. 5. Npachik guHamMikn 3amiHM BTpaT Ta TOYHOCTI:
a) TpeHyBanbHOro Habopy; 6) TectoBoro Habopy

TOYHICTb y NOpPiBHAHHI 3 MeTogom IsoData. SVM
(puc. 68) mae Hanbinblie NOMWUMOK NPW Kracu-
dikauii gopir, ane cyTTeBO MeHLe NOMUNOK Ans
iHLWIMX KnaciB B NOPiBHAHHI 3 MeTogamn K-means
Ta IsoData. Metog Minimum Distance (pwuc. 6r)
nokasaB BUWLLY TOYHICTb Npu knacudikauii oyai-
Benb (Buildings) i gepes (Trees), ane Bce we
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MaB 3HayHi MOMWUIIKM Npwu Knacudikauii gopir
(69487 nikcenis).

Onsa metogy Maximum Likelihood (puc. 6r)
CrnoCTepiraeTbCA BULLA TOYHICTb NpU Knacudikauii
popir (37849 nikceniB) y NOpPiBHAHHI 3 MeTogamM
IsoData, K-means, SVM Tta Minimum Distance,
ane Bce Le 3anulaeTbCs 3HayHa KiNbKiCTb



Information Technology: Computer Science, Software Engineering and Cyber Security, Bun. 3, 2024

Confusicn Matnx - 13oData

A RaTan 15583 alh nIT ATUNCED yiaan

s

L TR )
Tl

Cortfussnn Matra - K-means

s2el

Confuiien Matrix - 5¥YM

2004 [ ArveaiCrop +

T labed

huidage 1] " T Buldags i 8y [ Pabdings - i 10
o m - m o - -
AusiCrmg  Tiees IikEngs Roads Mg Tress Duddags ads EENUKCEE  Tees P Ay
Predicted kit Fraderied kb Fredicted label
a) 0) B)
Coanbusion Matrix - Minimain Distancs Contusion Matrix - Maximien Ll hood Lonfulion Malrx - Parafielepiped
Arustrae 5ITS =T a75 dnrgiCiop 4 12457 1429 B Ennualting o 1 L2 A58
bl Feas 1 I L
T £
& =
' - L
[ o L}
§ ] "
& F P ick 1y 166 13
Duddngs 138 (1] 108 Buildings 1 281 i ' a .
Aadi Iesd TP
o - o - ' - - | '
P T i . = N L) 7 At g Trrm s ks LR
ARPURCres e i Mo dnnalCiog Tiees P s e Praelictnd bt
Proentos lase] Pawdhched Ikl
r) r) )

[

F
0

20000 40000 60000 80000 100000 120000 140000

160000

Puc. 6. MaTtpuus HeBianoBigHocTen Ans: a) IsoData; 6) K-means; B) SVM;
r) Minimum Distance; r) Maximum Likelihod; a) Parallelepiped

NOMUIOK Mpu Knacudikauil iHwux knacis. Metopg
Parallelepiped (puc. 64) nokasye HanripLli pesyrb-
TaTn cepeq Knacu4HMX MeToaiB, 3 HanbinbLWMMn
noMunkamm AOnsi BCiX Knacie, 3okpema ansa gopir
(19609 nikcenis). 3anponoHoBaHa TEXHOMOriA Ha
OCHOBi HENPOHHOT Mepexi (puc. 7a) NPoAEMOH-
CTpyBarna Havkpalli pesynsratm 3 MiHiManbHUMK
nomunkamm anga Bcix knacis. Bci nikceni 6ynu
npaBunbHO knacucdikosaHi (AnnualCrop: 25831,
Trees: 1, Buildings: 314, Roads: 172964), wo Bka-
3y€ Ha BUCOKY TOYHICTb TEXHONOTII.

AHania matpuub NOMUITOK JO3BOSISIE BUSIBUTU, SKi
Knacw 6ynm HenpaBuIbHO KrnacudikoBaHi i B siKi iHLLi
Knacu BOHWM Oynu NOMWMNKOBO BigHeceHi (puc. 8).
MeTtog IsoData (puc. 8a) nokasae 3Ha4Hi MOMUIIKK,
30KpeMa angd knacy gopir (74223 nikcenis), ki 6ynm
HenpaBunbHO knacudikosaHi sk AnnualCrop. Metoa
K-means (puc. 86) OEMOHCTpyE MOMMIIKWN, CXOXi
Ha Ti, WO cnocTepiratoTbca y Metoai IsoData, ane
3 JeLo MOKPAaLEHOK TOYHICTIO; KiflbKiCTb MOMUMOK
ansa knacudikauil gopir ctaHosuna 70145 nikceni..
Metoa SVM (puc. 88) mae HanbinbLUi NOMWUIKK A4S
knacy popir (130450 nikcenis), ane 3Ha4HO MoOKpa-
LWMB TOYHICTb AN iHWMX KNnaciB.
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Minimum Distance (puc. 8r) geMOHCTpye KpaLLi
pesynbratn ansa knacudikadii 6yaisenes (68 nikce-
nis) i gepes (0 nikceniB), ane 36epiraloTbCa 3Ha-
YHi MOMWUNKM NS Knacy gopir (69487 nikcenis).
Metoa Maximum Likelihood (puc. 8r') mae kpaLwi
pesynbratu angd knacudikadii gopir nopiBHSAHO
3 iHLUMMK MeTOaaMuU, ane BCe LLie CnocTepiraeTbcs
3Ha4yHa KinbKiCTb MOMWIIOK, 30KpeMa Ansa knacy
nepes (Trees). Mertog Parallelepiped (puc. 8a)
BiA3HAYMBCA HaMGINbWMMKM MOMUIKaMU cepeq
yCix meToAiB, 30KkpeMa Ana knacudikauii gopir,
ae 6yno susiBneHo 19609 noMunkoBuMx mikcenis.
3anponoHoBaHa TEXHOMOrA HA OCHOBI HEMPOHHOI
Mepexi (puc. 76) npogeMoHCTpyBana Harkpalli
pesynbTati 3 MiHiManbHUMK NOMUIKaMu OnS BCiX
knacis. Lle Bkasye Ha BUCOKY TOYHICTb i ecbekTus-
HICTb Y MOPIBHAHHI 3 KNAaCUYHUMN MEeTO4AMMN.

BucHoBkn. Po3pobneHo reoiHopmauiiHy
TEXHOIOrit0  HeMpoMepeXXeBol cerMeHTauil ans
KapTorpadyBaHHs 3eMHOro nokpuey. B pobori
OOCNIMKEHO KNacu 3eMHOro MOoKpuMBY, 30Kpema
cinbcbkorocnogapceki - Kynstypu  (AnnualCrop),
nepeBa (Trees), 6yagieni (Buildings) Ta poporu
(Roads). [Ons peanisaudii TexHonorii  Gyno
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Puc. 8. MaTpuusa nomunok ans: a) IsoData; 6) K-means; B) SVM; r) Minimum Distance;

r) Maximum Likelihod; n) Parallelepiped

BMKoOpuUcTaHo mogenb ResNet, sika Oyna HaB4eHa
Ha AaHux cynyTHuka Sentinel-2 gna [Oninpone-
TPOBLUMHK, WO BKIOYalOTb Ui Kracu, 3 METO
3abe3neyeHHst TOYHOCTI iX Knacudikadii.
[JocnigkeHHs nokasano, Lo
r9 Ha OCHOBI HEWPOHHOI Mepexi

TEeXHOoJ0-
ResNet

3Ha4YHO nepeBULLYE TpaauuiiHi mMeToan cer-
MEHTaUii 3a TOYHICTIO Ta SsKiCTO Knacudi-
Kauii. TpaguuinHi metoam, Taki ak IsoData,
K-means, SVM, Minimum Distance, Maximum
Likelihood Ta Parallelepiped malwTb CyTTEBI
obMexXeHHs, 30Kpema npu cerMeHTauii gopir,
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CiNbCbKOrocnogapcbknx KyneTyp, WO nNiaTBep-
[)KEHO aHanisom maTpuub HeBignoBigHOCTEN
i MOMUIIOK.

AKiCTb Ta TOYHICTb cerMeHTalii 3Ha4YHO 3ane-
XaTb §K Big NepBUHHMX JaHUX, TakK i Big ix none-
peaHboi o6pobku. MNMonepedHa obGpobka gaHuX,
BKIMtOYaro4m atMocdepHy KOpekKLLito, reomeTpuyHe
Ta pagioMeTpudHe KanibpyBaHHsi, a TakoX HoOp-
Manisauiss macwTabiB, Mae BaXNMBe 3HAYEHHSs
ONs OOCArHEHHs1 BMCOKOI TOYHOCTI cermMeHTaLlil.
3anponoHoBaHa TEXHOMOriss OEeMOHCTPYE BMUCO-
KA piBeHb TOYHOCTI Ta €(PEeKTUBHOCTI Y CErmMmeH-
Tauji BCiX KnaciB 3eMHOro MOKPUBY: CiNlbCbKOroc-
nogapcbki kKynbtypu (25831 nikcenb), aepesa (1
nikcens), 6yaisni (314 nikcenis), goporun (172964

nikceni). Lle cBig4MTb NPO BUCOKY TOYHICTb i edhek-
TUBHICTb CermeHTalLiii.

Takmm 4mMHOM, BUKOpUCTaHHA mogerni ResNet
B NOEAHAHHI 3 BMKOHAHOW NonepeaHbor 06pob-
KO MEPBMHHUX [AHUX OMNTMYHOrO CyMyTHUKA
Sentinel-2 [geMoOHCTpye cCyTTeBE MOKpPaLLEHHS
pesynbTaTtiB  cerMeHTauii 300paeHb, nigTBep-
DPKYIOUN MepeBarn Cy4acHUX HEWPOHHUX Mepex
Y NOPIBHSAHHI 3 TpagMUInHUMK MeToaamu.

JocnigpkeHHa cTaTTi BUKOHaAHI B pamMKax Hay-
KoBO-gocnigHoi Temn «Po3BUTOK MNporpamHo-
anapaTtHoro  3abe3neyeHHs  iHTenekTyanbHUX
TEXHOIOri Ans CTanoro BUPOLLYBaHHA CifNlbCbKO-
rocnodapCbKux KynbTyp Y BOEHHMI Ta MOBOEHHWN
yacy (Homep gepxpeectpauii 0124U000289).
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AHANI3 ICHYIOYUX MOOENEN NMUBUHHOIO HABYAHHA
B 3A0AYAX OBPOBKU NMPUPOOHOI MOBU

O6pobka npupodHoi mosu (NLP) € 0dHieto 3 HaliakmyarnbHiluX 2any3el Wmy4yHOo20 iHmesiekmy, ujo OXOMmoe
wupokul cnekmp 3a80aHb, Makux siK aHasi3 eMou,it, MawuHHUl rnepeknad, po3rni3HagaHHs MOBIEHHS ma iHuWi.

Mema po6omu: Memotw ub020 00CniOxXeHHsT € ecebiyHuli aHania npodykmusHocmi modenel 2nubuHHO20
Hae4YaHHs1, eKknYarodu pekypeHmHi HelpoHHi mepexi (RNN), mepexi doszompusanoi KopomkodacHoOI nam’ami
(LSTM) ma kepoeaHi pekypeHmHi 6roku (GRU), y 3adayax NLP. Ocobnuea ysaza npudinsgemscsi echeKmugHocmi
uux modenell y 3ag0aHHsIX aHasi3y eMmouill.

Memodonozis: [ocnioxeHHs eKno4Yae Kinbka emarie. 36ip ma nonepedHo 06pobky OaHux, pearnizauiro
ma Has4aHHsA modesieli RNN, LSTM i GRU Ha subpaHux Habopax GaHux, OUiHKY iXHbOI npodykmugHocmi 3a Aoro-
MO20K0 maKuX rnoKa3HUKig, Ik movHicmb, rpuaadysaHHs ma F1-score, a makox aHania pecypcHuUx sumoe mooderned,
0cobrnueo 8 ymosax obmexeHux obyucnsansHux pecypcis. Kpim moeo, y pobomi npogodumbcs rMopigHsMbHUU
aHarniz modenel 3a rokasHuKamu ixHboi macwmabosaHocmi pu pobomi 3 eenukumu obcsizamu 0aHuUX.

Haykoea Hoeu3sHa: [JaHe 0ocrniOxeHHs nporoHye OemarnbHUll ropieHsnbHUU aHania echekmusHocmi RNN,
LSTM ma GRU s pisHux 3ada4ax NLP, 3 akueHmom Ha ixHili 30amHocmi 06pobnsgmu nocnidoeHi daHi ma epaxoey-
eamu 0oszompusearni 3anexHocmi. [TposedeHull aHarni3 susiensie, ika 3 modesel € Halibinlbw egheKkmuBHOK 8 KOH-
KpemHux ymosax, 3anexHo 6id docmyrnHux pecypcig i cneyucpiku daHux.

BucHoeku: B pe3syrnbmami docnidxeHHs 6yrno ecmaroeneHo, wjo GRU nokasana Hatsuwly rnpodyKmueHicmeb
8 aHanisi emouiti, nepesepuwyrodu RNN i LSTM 3a mo4Hicmio, npuzadysaHHsm i F1-score. LSTM susisunacs onmu-
MarnbHo 0511 pobomu 3 gesiukumu obcsizamu daHux, OeMOHCMPYIOYU 8UCOKY ehekmugHicmb i moyHicmb. RNN,
xoya i 3abesrnevye WeudKe Hag4aHHs Ha HeB8erUKUX Habopax 0aHux, MocmynaemeCs iHWUM MOOESISIM y MOYHOCMI,
wo pobums ii MeHw npudamHoro O cknadHux 3aday NLP. OmpumaHi pe3ynsmamu micmsams UYiHHY iHgbopmau,ito
0ns GocriOHUKI8 | Mpakmukis, siKi 3aliMarombCs 3acmocysaHHsaM Modened anubuHHo20 Has4yaHHs y 3a0adax NLP.

Knro4oei cnoea: 2nubuHHe Hag4aHHs!, pekypeHmHi HelipoHHI mepexi, LSTM, GRU, 0bpobka rpupodHoi mosu,
ararnis emouid.
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ANALYSIS OF EXISTING DEEP LEARNING MODELS
IN NATURAL LANGUAGE PROCESSING TASKS

Natural language processing (NLP) is one of the most relevant branches of artificial intelligence, covering a wide
range of tasks such as emotion analysis, machine translation, speech recognition and others.

Purpose of work: The purpose of this study is to comprehensively analyze the performance of deep learning
models, including recurrent neural networks (RNN), long-short-term memory (LSTM) networks, and quided recurrent
units (GRU), in NLP tasks. Special attention is paid to the effectiveness of these models in emotion analysis tasks.

Methodology: The study includes several steps: data collection and pre-processing, implementation and training
of RNN, LSTM and GRU models on selected data sets, evaluation of their performance using indicators such as
precision, recall and F1-score, and analysis of the resource requirements of the models, especially in conditions
of limited computing resources. In addition, the paper provides a comparative analysis of models based on their
scalability when working with large volumes of data.

Scientific novelty: This study offers a detailed comparative analysis of the performance of RNNs, LSTMs,
and GRUs in various NLP tasks, with an emphasis on their ability to process sequential data and account for long-
term dependencies. The conducted analysis reveals which of the models is the most effective in specific conditions,
depending on the available resources and the specifics of the data.

Conclusions: As a result of the study, it was found that GRU showed the highest performance in emotion
analysis, outperforming RNN and LSTM in terms of precision, recall and F1-score. LSTM proved to be optimal for
working with large volumes of data, demonstrating high efficiency and accuracy. RNN, although it provides fast
training on small data sets, is inferior to other models in accuracy, which makes it less suitable for complex NLP
tasks. The obtained results contain valuable information for researchers and practitioners who are engaged in
the application of deep learning models in NLP tasks.

Key words: deep learning, recurrent neural networks, LSTM, GRU, natural language processing, sentiment
analysis.

AxTyanbHicTb npobnemu. O6pobka npupoa-  Ginblu gockoHanumu, a mogeni, sk GPT-3, Bpaxa-
Hoi moBu (NLP) ctana kno4oBOK ranyssio WTy4-  H0Tb 30aTHICTIO reHepyBaTh 3B’A3HMI TekcT. Google
HOro iHTENeKTy, fKka KapAuHanbHO 3MiHMNa B3a-  BukopuctoBye NLP ans nokpalleHHs MnoLlykoBoi
€MOJil0 KOMM'IOTEPIB 3 NIOACLKOI MOBOK. Bubyx  Bmaadi, a couianbHi Mepexi — Ans BUSIBEHHSA Ta
HOBMX 3aCTOCYBaHb, TAKMUX AK TEKCTOBI reHepaTopy  QinkTpaLii MoBM BopoxxHedi (James et al., 2013).
Ta iHTenekTyanbHi 4aT-00TK, AEMOHCTPYE 3HAYHMI Mogeni  mumbuHHOrO  HaBYaHHA  3000ynu
BnnvB NLP Ha pi3Hi cpepun. 3HadHi ycnixm B Wi NONyNSApHiCTb 3aBASKWM 30aTHOCTI  po3mni3HaBaTu
ranysi ctanu MOXIMBUMMK 3aBOSKA MOAENSM [MU-  CKNagHi 3aKOHOMIPHOCTI B MIHMBICTUMHMX OaHuX
OMHHOro HaB4YaHHSA, ki edekTMBHO BupiwyTb  (Afanasieva et al., 2019). Lle pocnimkeHHs aHa-
cknagHi niHreicTuyHi 3aBgaHHA (Deeplearning.  nisye edektusHicTe mogenen RNN, LSTM i GRU
Al, H.4.). Le pocnigxeHHs 3ocepemkeHe Ha aHa- Yy BUPpIWEHHi pisHMx 3agad NLP, Takmx sk aHani3
ni3i KN4YOBMX MoAernen rMUOMHHOIMO HaBYaHHA,  €MOLiN, MalMHHUK Nepeknag, po3ni3HaBaHHS

3okpema RNN, LSTM ta GRU, ski LUMPOKO 3aCTO-  iIMEHOBaHUX CYTHOCTEW, BUSIBIIEHHSA cnamy, reHe-
coBytoTbcs B NLP. pauist TEeKCTY Ta iHLui.
AHani3 ocTaHHiXx gocnimxeHb i nybnikauin. HesBaxatoun Ha 3HaudHi gocarHeHHA, NLP we

3pocTaHHs 3HayeHHa NLP y noBCAKAEHHOMY XUTTIi  CTUKAETbCA 3 Takumu npobrnemamu, siK ynepeg-
BigOOpaxaeTbCA B MOro0 BUKOPWUCTAHHI B TakMX  XKEHICTb MoAenen, He3B'A3HIiCTb Bignosigen Ta
ranyssx, sk posgpibHa Topriens, MeguMumHa Ta Bip-  nepiognyHa HectabinbHicTb nosegiHku. Lle gocni-
TyanbHi acucteHTu. MNMporpamu, Taki gk 4aT-60TH,  DKEHHsI NparHe OUiHUTK CUNbHI Ta cnabki CTOPoHU
iHCTPYMEHTW nepeknagy Ta cucteMu adanisy  mogenewn rmubrHHOro HaByYaHHs B 3aBaaHHsX NLP,
HacTpoiB, AEMOHCTPYIOTb YHiBepcanbHicTb NLP. Hagawouu UiHHY iHdopmaLito ans [ocnigHuKiB
PoamoBHi areHTn Ha kwTtanT Alexa i Siri ctatotb i npakTtukis (DeepLearning.Al, H.4.).
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MeTa gocnigxeHHA. MeTa Lboro AoCnigkKeHHs
nondarae y BcebiyHoOMy Ta cucTeMaTU4YHOMY aHanisi
mMogenen rmubMHHOro HaBYaHHSA B ranysi 06pobkm
npupoaHoi MoBu. [locnigXyroTbca Taki mogeni, gk
peKkypeHTHi HEMPOHHI Mepexi, Mepexi AOBroTpu-
Basfioi KOPOTKOYACHOI NamMm’dATi Ta KepoBaHi peky-
peHTHi 6rnokn. OcHoBHa MeTa nonsrae B OLiHLUi
NPOAYKTUBHOCTI LMX MoAenen y pisHMX 3agadax
NLP, BUSIBNEHHI iXHiIX CUNbHKX i cnabKnx CTOpIH,
a TaKoX aHanisi HaHCIB y IXHi NPOAYKTUBHOCTI.

Llini pocnigxeHHA BkNio4valoTb OUIHKY edoek-
TMBHOCTI KOXHOT mogeni B 3agadax NLP, sokpema
B aHanisi emoLill, a TaKoX BWBYEHHA BUMOr
00 obuncrnioBanbHUX PecypciB  KOXHOI  Mogeni
3 aKkUeHTOM Ha MacliTaboBaHiCTb Ta edeKTuB-
HicTb. Lle [o3BONMTbL OTpMMAaTK YSIBNEHHSA Mpo
MOXIMBICTb X NPaKTUYHOI peanisauii Ta BUSBUTU
noTeHuinHi obmexeHHsa (Golian et al., 2022).

MeTtogornoria gocnigXeHHs cKknagaeTbest  3i
360py Ta nonepenHbOi 06pobkM gaHux, peanisauii
Ta HaBYaHHA MOAENEN, BUKOPUCTAHHS MOKA3HUKIB
€(EeKTUBHOCTI ANA aHanisy oTpuMaHux pesynbra-
TiB Ta POPMYrtoBaHHSA BUCHOBKIB.

Buknap oOcHOBHOro martepiany Agocni-
DXKEeHHS.

PekypeHTHi HenpoHHi mepexi (RNN) 3gatHi
edeKkTMBHO 006pobnsATM NOCNIAOBHOCTI  Pi3HOI
OOBXMHM Ta MOAENtoBaTU 4YacoBi 3aneXHOCTI
3aBASKM CNiMbHUM MNapamMeTpaM, Lo [03BONSAE
3MeHWunTn poamip mogeni. OgHak BOHM MalOTb
Hedonikn, Taki $fK IHTEHCUBHICTb OOYUCNEHD,
CKMafHoLLi 3 HaB4YaHHAM Yepe3 nNpobrnemy 3HuKa-
KOYOro rpajieHTa Ta TPYAHOLLi 3 06pOobKOI JOBIUX
nocnigoBHOCTEMN.

Mepexi [OBrorpMBanoi KOPOTKOYacCHOI
nam’aTi (LSTM) — ue Tmn apxiTEKTYpu PEKYPEHTHOI
HEeNPOHHOI MepeXi, po3pobneHun Ansa NogonaHHs
npobrnem BMBYEHHA SOBroOTPMBaNUX 3anexHoCTeNn
y nocnigoBHUx ganHux. Y cdepi o6pobkn npupoa-
Hoi moBun LSTM gosena cBot eekTUBHICTb AN
TakMx 3aB4aHb, SIK aHarnia HacTpoiB, nepeknag
MOBW Ta po3nisHaBaHHsa emouin (Nama, 2020).

LSTM pobpe nigxogsaTb Ans 3agad, Takux
sIK aHania HacTpoiB, nepeknag MOBM Ta poO3-
nisHaBaHHA ewmouin. Mepexi LSTM edeKTMBHO

MOZENOTL AOBroTpuBarni 3anexHocTi, OeMOH-
CTPYIOTb CTIMKICTb 40 3aLlyMMEHUX OAHUX | MalOTb
BMCOKY THYYKICTb Yy 3acTtocyBaHHi. [MpoTe BOHM
XapakTepuayTbcs  0obuyMcrniioBanbHOW  cKnaa-
HICTHO, CXMMBHICTIO 0O NEpPEeHaBYaHHS, CKNagHiCTHo
HanawTyBaHHS rinepnapamMeTpiB i BUCOKMMMU
BMMOramm o obcary aaHumx.

KepoBaHum pekypeHTHUn 6nok (GRU). Kepo-
BaHUN PEKYPEHTHUI ONOK — Le TUM apXiTekTypu
PEKYPEHTHOI HENPOHHOI Mepexi, MpU3HaYeHUn
Ansa nocnigoeHoi 06pobkn gaHux (Nama, 2020).
GRU € cnpoweHoto Bepcieto LSTM 3 meHLwoto
KiNbKICTIO napameTpiB, WO pobutb ix obuucnio-
BanbHO e(PEeKTUBHILLMMK Ta NErmMMmn y HaBYaHHi.
GRU BMKOPUCTOBYIOTb BEHTUMbLHI MeXaHi3Mu Ans
BUBIPKOBOro OHOBMEHHS MPUXOBAHOIO CTaHy, Lo
[J03BOSIi€ M MOAEenNtoBaTH 3anNeXHOCTi B NOCNigoB-
HUX OaHuX, ane BOHW MOXYTb ByTn MeHLW edek-
TUBHUMUW ANS Oy>Xe OOBroTpUBanmx 3anexHocTen.

Mepexi GRU maoTb MeHwy obumcnioBasnbHy
CKNagHicTb, edeKTUBHO MOLENTh LOBroTpU-
Bani 3anexHocTi Ta weugle HaByaTbed. OgHak
BOHM MOXYTb OYyTU MeHLL e(PEKTUBHUMW ANS OyXKe
AOBroTpUBanux 3anexHoCcTen, CXWUrbHi 40 nepe-
HaBYaHHA Ta NOTPebyloTb peTenbHOro HanawTy-
BaHHS rinepnapameTpis.

OTpumaHi pe3ynbraTtu (excnepumeH-
TanbHe nigTBepAXeHHsA). [ns ekcnepumeHTiB
Oyno obpaHo Habip gaHuMX po3ni3HaBaHHA eMo-
uim «Emotion Dataset for Emotion Recognition
Tasks» 3 Bigkputux gxepen (Pandey, H.4.). Llen
Habip AaHWX MICTUTb aHrMOMOBHI MOBIAOMIIEHHS
3 Twitter Ta BUKOpPUCTOBYETLCA ANSA 3aBOaHb PO3-
nisHaBaHHA emoli. BiH Bkntoyae nNoBidOMIIEHHS,
LLIO BUp@XatoTb YOTUPWY Pi3HUX eMOLLIR: THiB, CTpax,
paaicTb, Ta cym. Ha tabniui 1 HaBeaeHi atpubyTtu
Habopy AaHuXx.

Ha pucyHky 1 3o006pakeHa 4acTuUHa [aHux
(Bcboro 3142) Habopy aaHnx «Emotion Dataset for
Emotion Recognition Tasks».

EkcnepumeHT 1 — AHania emouin. Meta
€eKCrepMMEHTY: aHania emouin 3abesnedyye Mox-
NUBICTb BUSIBNEHHSI Ta pO3Mi3HaBaHHA €eMoLin,
BUPaXEHNX Yy TEKCTOBUX MOBIAOMMEHHSX, WO Mae
3HaveHHs B padi cgep.

Tabnuus 1

ATpunbyTH Habopy AaHUX

ATpubyTt

Onuc

text (TekcT)

TekcToBa 03Haka, WO MICTUTb NoBigOMMAEHHS 3 Twitter. Lle OCHOBHWIA TEKCT, KU MICTUTb
iHdbopmaUito 4ns aHanisy emMoLin.

label (miTka)
NNBUX 3HAYEHD:
— 0: rHiB;

— 1:cTpax;

— 2:pajicTb;
— 3:cym.

KnacudikauiiHa MiTka, Lo BKa3ye Ha eMOUiNHUIA CTaH NoBigoOMNEeHHs. Mae 4yoTupu Mox-
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Puc. 1. ®parmeHT Habopy AaHnx «kEmotion Dataset for Emotion Recognition Tasks»

MeTtogmMka  ekCnepuMeHTy:  BMKOPWUCTaHHSA
anropMTMiB MalMHHOIO HaBYaHHA Ana nobynoswm
Mogernen, ski MOXyTb aBTOMaTMYHO Knacugiky-
BaTW TEKCT 3a EMOLIHUMW KaTeropisimu.

MeTpukn: accuracy (TOYHICTb) BM3HaA4ae,
HacKifnbkn TOYHO Mogernb Kracudikye emouii;
precision BUMIpIOE, sIKy 4acTKy eMoLUilnl Moaenb
knacudikye npaBuibHO BIAHOCHO 3arasibHOI Kinb-
KOCTi BM3Ha4YeHux mogennto emouin; recall (npu-
ragyBaHHS) Nokasye, sIKy 4acTKy eMoUin mMogenb
BUSABMSIE BiAHOCHO 3arasibHOI KiflbKOCTi iCHYHUMX
emouin; F1-score (F1-ouiHka) — KOMOGiHaLiA TOY-
HOCTi Ta MpuragyBaHHs, WO HaZa€ KOMMMEKCHY
OLHKY NPOAYKTUBHOCTI Mogeni.

EkcnepumeHT 3 aHanisy eMoLin [03BOMSIE CTBO-
puUTK Ta BOOCKOHaNBaTK Mogeni Ans BUSIBIEHHS
€MOLiN y TEKCTi, WO Mae LUMPOKMIA CMEKTP 3acTo-
CyBaHb BiJ couianbHUX Mepex A0 Pi3HUX ranysen
pocnigpkeHb (Afanasieva et al., 2023).

Ona HanucaHHA Kody [Ans eKCNepUMEHTIB
Oyno BukopmucTaHo MoOBY nporpamysaHHs Python,
6ibniotekn Ta Jupyter Notebook ans Bizyanizauii
pes3ynbrariB.

PekypeHTHi HemnpoHHi Mmepexi (RNN). Ha
nepLioMy etani ekcnepumeHTy Oyno 3aBaHTa-
XeHo Habip gaHwux i3 danny ‘emotion-labels-test.
csv' 3a pgonomoroto Oibniotekn Pandas. BxigHi
AaHi Oyno posgineHo Ha TekctoBi onucu (X) Ta
BignoBsigHi MiTkn knacis (y). [Ina nepeTBopeHHs
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KaTeropianbHMX EMOLIMHMX MITOK Yy Y1CrioBun chop-
mat 6yno 3actocoBaHo metog Label Encoding.
Micns uyboro gaxi 6yno nogineHo Ha TpeHysarb-
HWUI | TecToBMIA Habopu ans 3abe3nedYeHHst Kopek-
THOI OLiHKM NPOAYKTUBHOCTI MoAeni.

Hani 6yno 3gifCHEHO TOKeHi3aLito TEKCTOBUX
AaHnx Ta gogaHo «padding», wob yci nocnigos-
HOCTi Manu OfHakoBy OOBXWHY. [na nobynosu
mogeni RNN 6yno sukopuctaHo Embedding-wap,
SimpleRNN-wap Ta Dense-wap. Ak  dyHKLUil0
BTpaT 6yno obpaHo GiHapHy Kpoc-eHTponito, a Ans
OLIHKM TOYHOCTI Mofeni — BiANOBIAHY METPUKY.

Micns TpeHyBaHHA mogens RNN BukopucToBy-
Banacs Anisi NPorHo3yBaHHA eMoLii Ha TECTOBOMY
Habopi gaHux. [na ouiHkM edekTUBHOCTI Mogeni
Oyno pospaxoBaHO Taki MOKa3HMKWU, SIK TOYHICTb
(accuracy), TouHiCTb knacudpikauil (precision),
npuragyBaHHa (recall) Ta F1-ouiHka (F1-score),
WO [ano 3Mory 34iMCHUTUM KOMMSIEKCHMI aHani3
NPoOAYKTUBHOCTI MOAeri 3a4adi B aHarisy eMoLiin.

Pesynbratu BUKOHAHHS €KCMePUMEHTY
(puc. 2-4) ceigyaTtb npo Te, wo moaens RNN Hee-
PEKTUBHO CMNPaBMSETbCA i3 3aBAaHHAM aHanisy
emMoLin.

lMpoaHanisayemo OCHOBHi MeTpuKu. TO4YHICTb
Moderni € Haa3BMYamHO HU3bKOK, CTaHOBMNAYM
npnbnuaHo 22%, Wo BKasdye Ha HeedeKTUBHICTb
Mogeri y po3pi3HeHHi pisHUX kaTeropin emouin. Lie
MOX€e CBigYMTW MPO ynepemXeHiCTb mMogeni, sika
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Puc. 2. Pe3synbstatu npoayktuBHocTi mogeni RNN Ha TectoBomy Habopi aaHux

Puc. 3. MaTtpuusa nnytauuHu ansa moaeni RNN Ha TectoBomy Habopi aaHux

Confusion Matrix

anger

True
fear

Joy

sadness

I
anger fear

Predicted

200

0 0 175
150
0 0 125
- 100
0 0 - 75
- 50
0 0 - 25
| | -0
joy sadness

Puc. 4. 'padchik 3miHm BTpaT i TouHOCTi Moaeni RNN nig yac HaB4YaHHA

CXurbHa BigHOCUTK BiNbLIICTL NpUKNadiB 4o Ne.-
HOro Knacy.

TouHicTb, NpuragyBaHHs Ta ouiHka F1 onsa kox-
Hoi kaTeropii emouin (0, 1, 2, 3) TakoX BUABUNUCS
OyXXe HU3bKMMK, YacTo Gnusbkumu o Hyns. Lle
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CBiAYUTb NpO Te, WO MoAenb He 34aTHa KOPEKTHO
iAEeHTUMIKYBaTU €K3eMNsipU KOXXHOIo Kracy emo-
Uin, WO niaTBEPMKYETHCA HU3bKMM MOKa3HUKOM
npuragyBaHHs, SIKMA BKa3ye Ha 3HA4YHY KiNbKiCTb
NPOMYLLEHNX iICTUHHO NO3UTUBHUX MPUKNaAiB.
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Matpuua nnyTaHuHN NigTBEPAXYE HU3bKY NPO-
OYKTUBHICTb MoAeni, AEMOHCTpytuMn, wWo 6Ginb-
LWiCTb NpUKNaaiB NporHo3yTbCA AK Taki, WO Hane-
xaTb go knacy 0. Takun gucbanaHc y nporHosax
Npu13BOAUTbL A0 HU3bKUX NOKA3HMKIB TOYHOCTI, MpU-
ragyBaHHs Ta F1-ouiHKM Ang iHWKX Knacis.

30kpema, HM3bKa TOYHICTb BKa3ye Ha Te, Lo
KONM MoAenb MPOrHo3ye ek3emnnsp sk No3nTuB-
HUKW, Ue 4YacTo BUSABNHAETLCS HEBIpHMM. Hu3bke
npuragyBaHHs CBig4YMTb NPO Te, WO MoAenb npo-
Nnyckae 3HayHy KinbKiCTb peanbHUX MO3UTUBHUX
npuknagie.

Mepexi AoBroTpmeanoi KOpoTKo4ac-
Hoi nam’aTi (LSTM). lpouec peanisauii gns
mogeni LSTM 6yB aHanoriyHui 0o npouecy Ans
RNN. lMicna 3aBaHTaXXeHHA Ta MiAroToBKM AaHUX
Oyno crtBopeHo mogenb LSTM, ska Bkntoyana
Embedding-wap, LSTM-wap ta Dense-wap ans
BaraToknacoBoi knacudikauii. Ak yHKuilo BTpaT
BMKOPMCTOBYBaNu KaTeropianbHy KpOC-eHTpOonito,
a TOYHICTb CnyryBania OCHOBHOK METPUKOK AN
ouiHkM npoaykTmeHocTi. Mogenb LSTM 6yna Buko-
puyucTaHa Anst OTPMMaHHSA NPOrHo3iB Ha TECTOBOMY
Habopi gaHuX.

Pesynbratu
(pnc.  5-7)

BUKOHaAHHA
NnoKkaszasim  3Ha4dHe

EKCNEePUMEHTY
MOKpaLLeHHs

NOPIBHSAHO 3 MONEPEaHBOK MOAENI0, JOCATHYBLUM
TOYHOCTI NpnbnunaHo 73,77%.

lMpoaHanizayemo OCHOBHI MeTpukn. Mopgenb
npoaeMOoHCTpyBana 3aranbHy TOuYHICTb 73,77%,
LLIO BKa3ye Ha ii 30aTHICTb KOPEKTHO nepeabayatu
€MOLiNHI kaTeropii.

TouHicTb, NpuragyBaHHs Ta ouiHka F1. Mogenb
LSTM gocsirna BUCOKMX MOKa3HWUKIB TOMHOCTI, Npu-
ragyBaHHa Ta F1-ouiHku onsa knacis 1i 2, wo csig-
YnTb NPO ii ePekTUBHICTb Yy Knacudikauil TBITiB,
AKi HanexaTb 40 UMX eMoLiiHMX kaTeropin. OgHak
knac 0 (emouiriHa kaTteropia 0) 4EMOHCTPYE HMXU
NMOKa3HWKU TOYHOCTI, NpuragyBaHHa Ta F1-ouiHku
MOPIBHAHO 3 IHLUIMMW KflacaMu, Lo BKA3y€E Ha MNeBHi
TpyaHOLi Moaeni y posnisHaBaHHI uiel kaTeropii.
Knac 3 (emouivHa kaTeropis 3) nokasaB MOMipHi
pesynbratu 3a BCiMa MeTpuUKaMu.

MaTtpuuss nnyTaHuHu. Matpuua nnyTaHuHK
Hadae getanbHy po3bMBKY NPOrHoO3iB modeni ans
KOXHOTO Kracy, NoKasyto4m KiflbKiCTb iCTUHHO-NO3N-
TUBHUX, ICTUHHO-HEraTUBHUX, XUOHO-MO3UTUBHMUX
i XnbHO-HeraTMBHMX NporHosis. Knac 1 (emouiiHa
kateropia 1) maB HamnbinbLly KiNbKiCTb ICTUHHO-
NO3NTUBHUX NPOrHO3IB, LLO CBigYNTb NPO ehbekTns-
HiCTb Moaeni B igeHTudikauii Liei eMouinHol KaTe-
ropii. BogHouac knac 0 (emouinHa kaTteropis 0)

Puc. 5. Pesynkratu npoayktuBHocTti moaeni LSTM Ha TecTtoBoMy Habopi AaHUX

Puc. 6. Matpuusa nnytaHmHm ana mogeni LSTM Ha TecToBOMy Habopi AaHux
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Confusion Matrix
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Puc. 7. Npachik 3miHn BTpaT i TO4HOCTIi Mogeni LSTM nig yac HaB4YaHHA

MaB BiJHOCHO BWCOKY KifbKiCTb XMGHOHEraTuBHUX
pes3ynesTaTiB, WO CBiAYMTbL NPO TeHAEeHLUilo moaeni
nponyckaTn BUNagKku Liei eMOUINHOI KaTeropii.
KepoBaHun pekypeHTHun 6nok (GRU).
Y UbOMy eKCnepuMMeHTi Oyno BMKOPUCTaHO Tow
caMuin Habip JaHuXx, WO 1 Yy nonepenHix Moagensx.
CnoyaTtky BM3HaA4YeHO pO3Mip CcnoBHMKa (vocab
size), po3mip BekTopa BbygoByBaHHS (embedding_
dim) Ta MakcMmanbHy OOBXWHY MOCAIAOBHOCTI
(max_length). TekctoBi AaHi Byno TokeHizoBaHO,
a MocnigoBHOCTI AOMOBHEHO OO0 MaKCcMMarbHOI
aosxuHu. Ina nodynosu moaeni GRU BukopuctaHo
Embedding-wap, GRU-wap 3 noBepHeHHAM nochi-
aoBHocTi, GlobalMaxPooling1D Ta Dense-wap
ana 6aratoknacoBoi knacudikauii. Ak dyHKUitO
BTpaT 6yno o6paHo KaTeropianbHy KpOC-eHTPOMItO,
a TOYHICTb CryryBana OCHOBHOK METPUKOO OLLiHKM

mogeni (Turuta et al., 2024). Mogenb HaB4yanacs
Ha TpeHyBanbHWUX gaHux npotarom 10 enox 3 BUKO-
pUCTaHHsIM BarnigauinHoro Habopy.

Pesyneratn BUKOHaHHS €KCNEPUMEHTY
(puc. 8-10) nokasytoTb, wWo mogens GRU npoge-
MOHCTpYBaria BMCOKY TOYHICTb, MpuUragyBaHHA Ta
F1-ouiHky.

[MpoaHanisayemMo OCHOBHi MeTpUKU. TOYHICTb.
3aranbHa TOYHICTb Moaesni crtaHoBUTb 82,22%,
LLIO CBiA4YMTb NPO NpaBuiibHE NepeadavyeHHs eMo-
LinHnx kateropin gns 82,22% TBIiTiB Y TECTOBOMY
Habopi. CepeaHbO3BaXXeHa TOYHICTb [OOPIBHIOE
82,88%, a TO4YHiCTb NSl OKpeMMX Knacis Bapito-
eTbesl BiA 73% Ao 89%. OcobnmBo BUCOKI nokas-
HWKM cnocTepiratoTbes and knacie 0 i 2.

MpuragyBaHHA. CepeaHbO3BaXEHU MOKA3HUK
npuragyBaHHsi ctTaHoBuUTb 82,22%, npuyomy ons

Puc. 8. Peaynbratn npoayktuBHocTti mogeni GRU Ha TectoBomy Habopi gaHux
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Puc. 9. MaTtpuusa nnytaHuHu ana mogeni GRU Ha TectoBomMy Habopi gaHux

Confusion Matrix

True
fear anger

By

SarinEss

anger fear

Pradicted

= 40

aon

20

10

|y sadness

Puc. 10. 'padhik 3miHu BTpaT i TouHOCTI Mogeni GRU nig yac HaB4YaHHA

OKpPEMUX KraciB Len MOoKasHUK KONMBAETbCS Bif
69% po 88%. Haveuwun piseHb npuragyBaHHs
3adikcoBaHO AN knacy 2.

Ouinka F1. CepegHbo3BaxkeHMN nokasHuk F1
nopiBHIOE 82,24%, WO € rapMOHINHUM cepegHim
MK TOYHICTIO Ta npuragyBaHHAM, i 3abesnevye
30anaHcoBaHy OLiHKY ebekTUBHOCTI Mogeni.

Matpuvua nnytaHuHu. Matpuus nnyTaHWHK
Hagae getanbHy po30OMBKY MPOrHO3iB Mogeni ans
KOXXHOro kracy. BoHa nokasye, o mogenb npa-
utoe nobpe ons knacis 0 i 2, npoTe mae TpyaHOLLi
3 knacamu 1 i 3, 3okpema, nnytae knac 1 3 kna-
comMm 3. Knac 2 (emouinHa kaTeropisi 2) 4eMOHCTpye
BMCOKY TOYHICTb, npuragyBaHHsa Ta F1-ouiHky.
BogHouac knac 1 (emouinHa kateropis 1) mae
HWXKYi MOKA3HMKN Yy NOPIBHAHHI 3 IHLLMMW Knacamu,
WO BKa3dye Ha noTpeby y BOOCKOHAnNeHHi mogeni
ONa  NoKpaweHHa knacudikauii  Lboro knacy.
Matpuusa nnyTaHuHKM gornomMarae BU3HaYUTM KOH-
KpeTHi obnacTi, ge mogenb moxe noTpebyBaTtu
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BOOCKOHANEHHS, Hanpuknag, 3MEHLUEHHS Kiflb-
KOCTi MOMMITKOBMX Knacudikauii MK MNeBHUMM
knacamu(James et al., 2013).

EkcnepumeHT 2 — TecT MacwuTaboBaHOCTI.
Tect macwTaboBaHOCTI € BaXMMBUM iHCTPY-
MEHTOM ANsi OUiHKM edEeKTUBHOCTI Modeni npwu
30inbLUEHHI po3Mmipy aaHux. BiH go3Bonsie 3po3y-
MIiTW, SK 3MIHIOIOTbCA Yac TPeHyBaHHA Ta BMKO-
pUCTaHHA pecypciB, WO O0COBNMBO akTyanbHO
y Bunagkax, Konu po3mip Habopy AaHux mMoxe
BapitoBaTucs.

MeTa Tecty macwtaboBaHOCTi BKMtoyae gocni-
[XXEHHS BNnmBY 30iNbLUEHHSA PO3MipY OAaHWNX Ha Yac
TPEHYBaHHA Mogeni, WO gonomMarae BU3HAYUTW,
4K icHye niHinHa abo HemiHiiHa 3anexXHICTb MK
PO3MIpOM AaHMX Ta 4YacoM TPEHyBaHHS, a TaKOX
OLLiHKY TOro, SIK 30inbLUEHHS PO3Mipy AaHMX BMMu-
Ba€ Ha TOYHICTb Mogeni, WO A03BOMSE 3PO3YMiTH,
YK NOMINLWYETLCA TOYHICTb NpW 36iNbLUEHHI obcary
AaHnX.
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PeKkypeHTHI HeMpOHHi mMepexi. Pesynsratn
BUKOHaHHA ekcnepumeHTy (puc. 11) nokasyoTb,
Wo i3 30iNbLEeHHAM po3mipy Habopy OaHuWX 4ac
HaBYaHHS TaKOX 3pOCTaE, LLO € OYiKyBaHOI Nnose-
AiHkoto. Lle nosicHoeTbea TUM, Wwo BinbLui Habopwu
AaHux BumarawTb Oinblle oB4YMcnoBanNbHUX
pecypciB Ta yacy gns o6pobku.

36inblIEHHsT Yacy HaB4aHHA He € NiHINHUM
i MOXe 3anexaTu Big Takux daktopis, sIK Cknag-
HiCTb Moaeni Ta e(pekTMBHICTb anapaTHoro 3abes-
nedeHHs. ToYHICTb MOgeni NokpaLyeTbes 3i 36inb-
LWEHHAM po3Mipy Habopy OaHux, WO CBigYUTb
npo Te, WO Binblmnin 0bcAr AaHMX CNpUsie KpaLwini
po6oTi mogeni. [poTe nokpalleHHs TOYHOCTI He
€ CTPOro MiHiMHMM, WO BKa3ye Ha MOXNNBE 3MeH-
LWeHHs NpubyTKOBOCTI Big 30inblUeHHA po3Mipy
Habopy gaHux. Lle aBuie € NoWMpPEHNM Y MaLLIMH-
HOMY HaBYaHHI, Je MoYaTKOBi NPUPOCTMN TOYHOCTI
BinbLU 3HaYYLLi, HK HACTYMHi.

3aranom, pesynstatv eKCnepumeHTy OeMOH-
CTPYHOTh, WO 36iNblIEHHA pO3Mipy Habopy AaHuX
NMO3MTUBHO BMNNMBAE Ha TOYHICTbL Mopeni, ogHak
AN NpakTUYHUX 3aCTOCYBaHb BaXXMMBO 3HAWTU
BanaHc Mixk po3mipom Habopy AaHNX Ta HABHUMM
obumMcnoBansHUMKN pecypcamu.

Mepexi poBrorpuMBanoi KOpPOTKOYacHOI
nam’aTti. LSTM nokasanu ouikyBaHi pesynsratu
B eKcrnepumeHTi 3i 36inblUeHHs1 po3mipy Habopy
AaHux (puc. 12). Yac HaB4YaHHSA 3pocTaB i3 36inb-
WEeHHAM obcary AaHux, WO LifKOM MpPOrHo30-
BaHO, OCKiNbkK BinbLui Habopu AaHWX BMMarawTb
Binbwe obumcnioBanbHMX pecypciB. 36inbLUEHHS
Yyacy HaB4YaHHs He Byno CTporo MiHiNHWM, ane cno-
cTepiranocs NoMiTHe 3POCTaHHS.

Lo crtocyeTbca TOYHOCTI, MoZenb nokasana
NMOKpaLLEHHSA pe3yrbTaTiB Ha TecToBOMY Habopi

~ mienshykova_experiment2_RNN.ipynb X

a_E

+ Markdown

Run All 'O Restart

Training Tim
A 821

AaHuWX 3i 30iNbLIEHHAM 06CcAry HaBYanbHUX JaHUX.
MeHwi Habopu gaHux, Taki gk 100 abo 500 3pas-
KiB, L€MOHCTPYBanM HWXXYY TOYHICTb, LLIO Byno ovi-
KyBaHO 4yepe3 0OMEXEHICTb JaHUX OS1S HAaBYaHHS.
3HauyHe nOKpalleHHA TOYHOCTI crocTepiranocs
npwv BUKOPUCTaHHI Binblumx HabopiB AaHUX, Takux
ak 10 000 abo 20 000 3paskiB. Lle Bkasye Ha Te,
LLIO AN HEeBENMKMX HAbopiB OaHUX MOAENb MOXe
He MaTu [OCTaTHbO iHdopMmauil ana edekTus-
HOrO y3aranbHEeHHS, WO NPU3BOANTb A0 3HMKEHHS
TOYHOCTI. Y TOM Xe Yac, 3i 30iNbLUEHHAM PO3Mipy
Habopy AaHux moaenb oTpumye binblle npukna-
OiB OnNs HAaBYaAHHS, WO NO3UTMBHO BMNMBAaE Ha i
NPOAYKTUBHICTb.

PantoBe nigBULLEHHS TOYHOCTI ANSA BENUKUX
HabopiB OaHWX MOXe CBiQUMTW NPO 34aTHICTb
mMogeni Hae4atucs Ginbll CKnagHUM 3aKOHOMIpP-
HOCTAM 3i 36inbLueHHsaM 0bcary gaHnx. OgHak npu
BnbOpi po3mipy Habopy OaHux cnig BpaxoByBaTh
AOCTYMHi pecypcu i HeobXxigHicTb 3HanTn 6anaHc
Mi>XK YacOM HaBYaHHSA i TOYHICTIO Moaeni.

3aranom, pesynbratM ceigyatb npo Te, WO
B LUbOMY EKCMepUMEHTI Binbwmnin po3mip Habopy
AaHNX MpM3BOAUTb A0 Kpalloi MPOAYKTUBHOCTI
mogeni LSTM, npoTe npu NpUAHATTI pilLeHb oo
onTUManbHOro po3mipy Habopy paHux Heob-
XiAHO BpaxoByBaTW CMiBBIOHOLWIEHHS MDK 4Yacom
HaBYaHHSI | TOYHICTIO.

KepoBaHuin pekypeHTHMI 6nok. GRU y upomy
€KCMEPUMEHTI MOKasaB OJikyBaHi pe3ynsrat  3i
36inbLweHHAM po3mipy Habopy gaHux (puc. 13). Yac
HaB4YaHHA Mogeni 3pocTaB i3 36inbLUeHHsaM obcsry
AaHuX, WO € MPOrHO30BaHWM, OCKiNbKM OBinbLui
Habopn paHux BumaraloTb Oinble ob4McneHb
AN TpeHyBaHHA Mofeni. Ha yacoBy cknagHicTb
HaB4YaHHS BMNIMBAE KiNbKICTb 3paskiB y Habopi aHuX.

ar All Qutputs [ variables

Puc. 11. Bnnue po3mipy Habopy AaHUX Ha Yac HaBYaHHA Ta ToOuHicTb mogeni RNN
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Puc. 13. Bnnue po3mipy Habopy AaHMX Ha Yac HaBYaHHA Ta TOYHicTb mopaeni GRU

TouHicTb Mofeni Ha TecToBoMmy Habopi gaHUX
BapitoBanacs 3anexHo Bif po3Mipy HaB4yasnbHOro
Habopy. Mogenb gocsrana BiAHOCHO HU3bKOi TOY-
HOCTi Onsi HEBENUKMX HabopiB AaHNX, Hanpuknag,
npu BukopuctaHHi 100 3paskiB. OgHak i3 36inb-
LWEHHAM PO3Mipy Habopy AaHMX TOYHICTb MOKpa-
wyBanacs, gocsiratodm niky npubnusHo npu 20
000 3paskax. lNicna gOCsArHeHHs NeBHOro pPo3mipy
Habopy AaHUX NOKpaLLeHHS TOYHOCTI MOoXe 3ynu-
HUTUCA abo HaBiTb MoYaTW 3MeHLlyBaTUCH, LWO
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CBiAYUTb NPO MOTeHLiHe 3MeHLIeHHs NpubyTKo-
BOCTI Bi noganbLioro 36inbLueHHst ob6cary AaHux.

3aranom, mogens GRU npogemoHcTpyBana
TMMNOBY MOBEAiIHKY Y BiANOBIAb Ha 3MiHY PO3Mipy
Habopy AaHuX, i3 36iMNbLUEHHAM Yacy HaB4aHHSA Ta
BapiauisiMn y TOMHOCTI. Pesynbrati nigkpecnionTb
HeobXigHicTb 36anaHcoBaHOro niaxoay 4o BUGopy
po3Mipy Habopy OaHWX, BPaxOBYHOUMN SIK MOXIUBI
nepesaru Big NigBULLEHHSI TOYHOCTI, TaK i NOB’A3aHi
3 UMM obumncnoBarnbHi BUTpaTw.
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AHani3 otpumaHux pesynesratiB. Pesynsratu
eKcrnepuMeHTiB (Tabn. 2) NokasyoTb, WO 3 TPbOX
aocnigxysaHux mogenei GRU gemMoHCTpye Haw-
BULLYY TOMHICTb, 3a Heto rMae LSTM, Ttoai sk RNN
Ma€ HanHWX4y ToYHicTb. Mogene GRU Takox Mae
HamBuLLi 3Ha4eHHsa Precision, Recall Ta F1-Score,
O CBigYUTb MPO 1 BUCOKY SIKICTb pO3ni3HaBaHHS
emouin. LSTM nokasye xopowi pe3ynbrary,
npote noctynaetbca GRU 3a uumun nokasHMkamum.
Mogenb RNN, HaBnaku, AeMOHCTPYE HaMHWXUi
pesynbTatn cepen TPbOX MOAENEN, WO BKa3ye Ha
1T MEeHLW edbekTBHE po3ni3HaBaHHA eMoLi nopis-
HAHO 3 LSTM ta GRU.

Mogenb RNN mae HanHmX4y TOYHICTb Ta edhek-
TUBHICTb cepea ycix Mmogenen, ane BiasHavdaeTbcA
HaNMEHLWNM 4YacoM HaB4vaHHA. Lle moxe OyTtu
KOPUCHUM, SIKLIO LUBUAKICTb HaBYaHHA € npiopu-
TETOM, X04a 3a Le AO0BOAUTLCHA NAaTUTU TOYHICTIO
pesynbratie. Mogenb LSTM fob6pe cnpaenseTbcs
i3 3aBOaHHAM eMOLiMHOro aHanidy, gocsaratoyu
3HaYHO Kpalmx pesynbraTiB y nopiBHAHHI 3 RNN,

ane Tpoxm noctynaetbca GRU. Mogens GRU
3abe3neyye Hamkpalli pesynbstatm 3 TOYKU 30pYy
TOYHOCTI, precision, recall Ta F1-Score, o pobutb
1T HaMNpMAATHILWOW AN 3aBAaHb EMOLIMHOIO aHa-
nigy, xo4a BOHa MOXe BuMMaratu GinbLunx ob4umc-
noBanbHUX pecypcis.

Omxe, GRU € Hankpalumm BapiaHTOM Anst eMo-
LiHOro aHanisy 3aBgsikv BACOKMM 3HAYEHHAM TOY-
HOCTi Ta iHWKX mMeTpuKk. LSTM Takox moxe Bytu
edeKkTMBHMM BMOOPOM, 0COBNNBO SKLLO pecypcu
obmexeHi, Toai sk RNN, He3Ba)kaloum Ha LBUaKe
HaBYaHHHA, He € onTumanoHUM BUBOPOM 4epes
HWN3bKY TOYHICTb.

Tect macwrtaboBaHocTi (Tabn. 3) nokasas, WO
BCi TpPM MoAeni AeMOHCTPYTb 30iMblUIEHHS Yacy
HaBYaHHS 3i 36irbLUIEHHAM pO3Mipy HAabopy OaHUX.
Mogenb RNN mae HanMmeHLWwnn Yyac HaBYaHHA ans
HanMeHWwmnx HabopiB OaHuX, ane BUABMSETLCS
HeedeKkTMBHOW And Ginbwunx obesrie. LSTM noka-
3y€e HanKpalli pe3ynbsrat TOMHOCTI ANng BCiX po3-
MipiB Habopy gaHux, ane notpebye Ginblie yacy

Tabnuus 2
EkcnepumeHT 1 — AHani3 emouin
Mogene (Acouracy) (Precision) " Recal F1-score
RNN 0.22099 0.04883 0.22099 0.07999
LSTM 0.73768 0.75949 0.73768 0.73326
GRU 0.82222 0.82882 0.82222 0.82245
Tabnuusa 3
ExcnepumeHT 2 — TecT macwutaboBaHOCTI
Mopaenb Po3mip Habopy gaHux Yac HaB4YaHHA (c) To4HicTb
100 3.68 0.2
500 1.47 0.33
1000 3.01 0.285
RNN 2000 4.76 0.375
5000 11.32 0.52
10000 22.19 0.9295
20000 44.19 0.955
100 3.68 0.2
500 1.47 0.33
1000 3.01 0.285
LSTM 2000 4.76 0.375
5000 11.32 0.52
10000 22.19 0.9295
20000 44 .19 0.955
100 3.54 0.25
500 1.29 0.33
1000 1.79 0.285
GRU 2000 3.39 0.36
5000 8.13 0.332
10000 16.01 0.3215
20000 32.01 0.7185
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ansa HaeyaHHA. Mogenb GRU Takox geMoHCTpye
XOpoLi pesynbratv, ocobnuBo Npu cepegHix Ta
BEMUKUX PO3Mipax AaHuX, Xo4da ii TOYHICTb MOXe
ctabinisysatnca abo HaBiTb 3MeHLLyBaTUCA Mpu
Oy>Xe BENUKMX Habopax OaHuX.

Mogenb RNN nokasye wBugke HaBYaHHS Ans
HeBenuKnx obcariB gaHux, ane ii TOYHICTb 3Ha4YHO
noctynaetbcst LSTM Ta GRU, wWwo pobuTk ii MeHL
npyvaaTHO Ans 3aBAaHb 3 BENWKMMMKM obcsaramu
AaHux. LSTM sanuwaetbcs Hankpawmm BuOO-
pom ans poboTn 3 BENMKMMM Habopamu AaHux,
OCKiIbKM BOHa NoKasye BMCOKY TOYHICTb, Xo4a 4ac
HaB4YaHHA Takox 36inbwyetbesa. GRU € npuiiHaT-
HUM BapiaHTOM ANdA cepefHix Ta BeNuKnx Habopis
OaHUX, OEeMOHCTpyl4n Oinblwl edeKkTMBHUIA Yac
HaBYaHHs MopiBHAHO 3 LSTM npu NpuMAHATHUX
pesynsratax TOYHOCTI.

Takum ynHowm, BMbip mixk LSTM ta GRU moxe
3anexartu Big KOHKPETHOro 3aBAaHHsA, obcsris
OaHuxX Ta JocTynHux pecypcis. LSTM Busasns-
€TbCA BinbLU YHiBEpCanbHOK MOAENIIH 3 BUCOKOH
TOYHICTIO 4Ns pi3HMX 06CAriB JaHUX, ane BaXIMBO
BpaxoByBaTW 4ac HaBYaHHA Ta pecypcu npu i
BM1bOPiI.

Ha obmexeHux pecypcax mMogeni AeMOHCTpY-
toTb pi3Hi pesynstatn. RNN gocsirae gocutb BMco-
KOI TOMHOCTI Ha HU3bKMX pecypcax i Mae HaluMeH-
LMK Yac HaBYaHHS, WO MoXe ByTun nepesaroto Ha
obmexeHnx npuctposx. LSTM nokasye Bucoky
TOYHICTb Ha oBMexeHMx pecypcax, xoda 1 4yac
HaBYaHHsA € BuULWMM nopiBHAHO 3 RNN, ane BoHa
3anuwaeTbCcsa npauesgaTtHo Ha HU3bKUX pecyp-
cax. GRU, xoua i wemawa 3a LSTM, gemoHcTpye
HaMHWXYY TOYHICTb cepeq TPbOX Mogenem Ha
oOMeXeHUX pecypcax, Lo BKasye Ha BTpaTy TOY-
HOCTIi Mpu LWBMAKOMY HaBYaHHI.

Omxe, LSTM € HaneeKTMBHIWOW Mogenno
ONA BUKOPUCTAHHA Ha OBMEXeHUX NPUCTPOsX,
30epiratodun BUCOKYy ToudHiCTb. RNN moxe OyTu
BMOOPOM y BMMNaAKax, KO OCHOBHUWN KpUTEPIN —
Le WBUAKUA Yyac HaeYaHHA. GRU, xod i wBuawunn
3a LSTM, ane BTpayae B TOYHOCTi Ha HU3bKMX
pecypcax, wo pobute LSTM 6Ginbw npuaaTHoo
ANna ePeKTMBHOro BMKOPUCTAHHA Ha OBMeXeHuX
NPUCTPOSX.

BucHoBKMWU. Y xoai ekcnepnMmeHTansHoro gocni-
KeHHa Oyno npoBegeHO aHania mogenemn rmwu-
OuHHoro Hae4yaHHA — RNN, LSTM ta GRU - B koH-
TeKcTi 06pobku npupogHoi moeu (NLP) 3a pisHumm
KpUTEpPIAMK: EMOLINHUIA aHani3, MacwTaboBaHiICTb
Ta e(peKkTUBHICTb Ha OOMEXEHMX pecypcax.

Mepwunn ekcnepuMeHT, NPUCBAYEHUIN eMOLiRn-
HOMY aHani3y, nokasas, wo mogens GRU gocarna
HaMBULLMX MOKAa3HWKIB accuracy, precision, recall
Ta F1-Score. LSTM TakoX npogemoHcTpyBana
edeKkTnBHICTb, ane Tpoxm noctynunaca GRU 3a
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ummn metpukamu. Mogenb RNN BusiBuna Hau-
HWXYY TOYHICTb Ta 3aranbHy eeKkTUBHICTb cepef
TPbOX AOCNIAXYBaHNX MOAENEN.

Y Opyromy ekcrnepuMeHTi, LWo TecTyBaB MacLu-
TaboBaHicTb Mogenen, 6yno BussneHo, wo RNN
€ WBMAKOK Ana poboTu 3 HEBENUKMMKU Habopamu
AaHnx, ane HeedekTUBHO Ans Ginblmnx obcsri..
LSTM npogemoHCcTpyBana HamBuLly TOYHICTb Ha
BEMUKMX Habopax [OaHuX, 3anuliakyncb ONnTu-
ManbHOW Mogennto gns ix obpobkn. GRU noka-
3ana xopouli pesynsratv, ocobnueo 3 cepeaHimm
Ta BEMVKMMW pO3MipaMu AaHUX.

Y TpeTboMy eKCnepuMeHTi, KU nepeBipsaB
edeKkTUBHICTb Moenen Ha obmexXeHnx pecypcax,
LSTM 36eperna BUCOKY TOYHICTb, MiATBEPAMBLLM
CBOI edbekTuBHICTL Yy Takmx ymoBax. RNN noka-
3ana BiAHOCHO HernoraHy TOYHICTb | Mana HanmeH-
LUMA Yac HaB4YaHHSA, WO MOXe OyTM nepesaroto
Ha nNpuUcTposax 3 obmexeHmmu pecypcamn. GRU,
XO04 i npautoBana LwBuglle, ane BTpatuna Tod-
HicTb y nopiBHAHHI 3 LSTM 1a RNN Ha obmexeHux
pecypcax.

AHanis pesynesraTis NigTBEPAXYE BIANOBIOHICTb
mMogenen ixHim nepesaram i Hegornikam. RNN Busi-
Bunacsa edhekTMBHOK B 00OpobUi pi3HOT AOBXUHU
nocnigoBHOCTEN Ta MOAENOBaHHI YaCoOBUX 3anex-
HOCTEW, npoTe Mmana npobnemu i3 3HWKaK4YMM
rpagieHTOM Ta iHTEHCMBHUMM OOYUCHIEHHAMM.
LSTM nigTBepanna cBoi nepesarn y MOLENO-
BaHHi [JOBFOCTPOKOBMX 3aNnexHOCTEN Ta CTINKOCTI
0O 3allyMrieHMX JaHux, ane noTpedye Benukux
obuncrnitoBanbHmx pecypcis. GRU, y cBoto yepry,
nokasana BWUCOKY €(EKTMBHICTb B OBYMCIIEHHSIX
i 30aTHICTb 0OpObNATU AOBrOoCTPOKOBI 3aNEXHOCTI,
Xo4a n Moxe OyTU MeHLW e(EeKTMBHOK B OESKUX
3aBAaHHAX nopiBHAHO 3 LSTM Ta Mae CXUnbHICTb
A0 NepeHaB4YaHHs.

Bubip Mixk Mogensamm 3anexuTb Big KOHKPETHOMO
3aBAaHHs, OOCTYMHUX PecypciB Ta 0bCcAry JaHuX.
LSTM € noTy>xHO An1s MOgentoBaHHS OBrOCTPO-
koBux 3anexHocten, RNN moxe 6yTu WBUAKUM
BapiaHTOM 4519 HeBenuknx Habopie gaHux, a GRU
€ ePEKTUBHOI AN 0OMEXEHUX pecypcCiB.

[Ona emouinHoro aHanisy pekomMeHOoBaHO
BuKkopucToByBaTM GRU, ockinbku BoHa nokasarna
HaMBULLY TOYHICTb i iHWI METpUKK. AKLWO pecypcu
obmexeHi, LSTM moxe OyTu xopowum BapiaH-
TOM, OCKiNbkM 3abe3nevye BMCOKY TOYHICTb npwu
MEHLUNX BUTpaTax Ha obuMcneHHs. Y 3aBOaHHSX,
MoB’sA3aHMX 3 BENUKUMU obcsaAramun gaHux, LSTM
€ onTumanbHUM BMOOPOM 3aBASKM CBOIW 34aT-
HOCTi 0O MacwTabyBaHHA Ta BUCOKI TOYHOCTI.
GRU Takox € xopoLimm BapiaHTOM Ans pobotu
i3 cepegHiMn Ta BENUKMMK Habopamn gaHux, ane
Cnig BpaxoByBaTU MOXIIMBI BTpaTW TOYHOCTI Npu
Ayxe Benvkux Habopax. Akwo pecypcis HebaraTo,
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LSTM 3abesneyye BUCOKY TOHHICTb HA OOMEXEHMUX
npuctposx, Togi sk GRU moxe 6yTn BukopuctaHa
Ans 6inbLU WBWAKOro HaBYaHHS Ha cepeaHix Habo-
pax gaHux.

Onsa noganblumx AoCniAXeHb PEKOMEHOYETHCA
NpoBeAEHHSA EKCMEPUMEHTIB 3 iHLIMMKN MOgEeNAMU
IMUOMHHOIO HaBYaHHS Ta TECTYBaHHS LMX Mope-
newn Ha pisHMx 3aBgaHHsax NLP, Taknx gk malumH-
HUA nepeknag abo TemaTU4yHE MOLENOBAHHS.
IHTerpauia 3 iHWKMMW TEXHONOriAMU, SAK-OT aBTO-
MaTuyHe 36upaHHA faHux abo BMCOKOMPOOYK-
TUBHi obYMcroBanbHi cUcTeEMU, MOXe NigBULLUTA
edeKkTUBHICTb Mogenen. [JocnimkeHHs BANUBY
CKMagHMX [OaHWX Ha NPOAYKTUBHICTb, a TaKOX
onTuMi3auis moaenen ans poboTn Ha oOMeEXeHMX
NPUCTPOSAX MOXYTb CTaT BaXKITMBUMMW HanpsiMmamu
ONs noganbLlunx eKCnepuMeHTIB.

Takum 4mHom, LSTM € HanbinbLw yHiBepcanb-
HOK Moaennto Anga poboTn 3 BENNKMMN obcsiramm
AaHMX Ta obMexeHumun pecypcamu, 3abesnedy-
touM BUCOKY TouHicTb. GRU moxe 6yt edektus-
HOKW Ans 3aBOaHb 3 OOMEXeHWMW pecypcamu,
npoTe crnig BpaxoByBaTU MOXNUBY BTpaTy TOu-
HocTi. RNN moxe OyTv WBUOKMM pilleHHAM Ans
HeBEeNnuKnX obcArie gaHuX, ane He € ONTUMarbHOK
mogennto ansa senukux 3agadvy NLP.

Lle pocnigXeHHs € BaXfMBOK TOYKOW Ans
nodanbLIOro BUMBYEHHA Ta ONTUMI3auil mMoge-
nem rnubuHHoro Hae4yaHHA ana NLP-3aBaaHb.
HacTynHi Kpoku BKNOYaloTb PO3LUMPEHHSA 0bcsry
AaHnX, onTUMI3auilo rinepnapamMeTpis Ta BUMpoO-
OyBaHHA MoAenen Ha iHWKX 3aBOaHHAX 0OpoOKM
NPUPOAHOT MOBU AN JOCATHEHHA BinbLuoi edek-
TMBHOCTI B peanbHMX yMOBaXx.
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ALGORITHMS FOR PROCEDURAL GENERATION
OF GAME CONTENT USING GRAPHS

Developing unique gaming environments using algorithms based on graph data structures and procedural
content generation can significantly reduce costs while increasing overall team productivity and eliminating the risk
of stagnation in the development process.

The purpose of this research is to analyze, develop and visualize the operation of procedural content generation
algorithms, as well as to study the prospects for their further use in the practical development of game projects.

The scientific novelty is to use graphs for procedural generation of game content. This topic was chosen
due to the fact that creating a game environment can be one of the main and most resource-intensive costs in
the game production process. Procedural content generation can reduce these costs and speed up the development
process. In fact, it is almost impossible to calculate what specific part of the team’s productivity and business benefits
procedural generation brings, since most discoveries in this area are a trade secret of most game studios, however,
this only speaks of the opportunities and benefits that this approach brings.

The methodology is based on The Python programming language as the main tool for studying algorithms,
which was used to develop algorithms, create visualizations and examples of web servers for processing data
generated by graphs.

Conclusion: during development, differences and commonalities in the details of the implementation
of algorithms, as well as the results of content generation, were studied. Differences in the generated graphs were
also demonstrated. Examples of web servers illustrate the potential for further practical application of the developed
algorithms. The results of the study can be used by developers of gaming environments and algorithms researchers
to improve the efficiency of production processes.

Key words: procedural generation, game development, development efficiency, development optimization.
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ANrOPUTMU NPOLEEAYPHOI FEHEPALII IFTPOBOIO KOHTEHTY
3 BUKOPUCTAHHAM PA®IB

Pospobka yHikanbHux ieposux cepedosuly 3 8UKOPUCMAaHHSM ansopummie Ha OCHO8I epaghosux Cmpykmyp
OGaHux ma npouedypHoi eeHepauii KoHmeHmMy 00380719€ Cymmego cKopomumu saumpamu npu 00HOYacHoMYy rideu-
WeHHi 3a2abHoi podyKmMusHoCmi KoMaHOu ma yCyHeHHi pu3uKy crmazHauii mpoyecy po3pobku.

Memoro po6omu € aHani3, po3pobka ma ei3yarnizauis pobomu anzopummie npouedypHoi 2eHepauii KOHMeHmy,
a MaKoX 8UBYEHHS MepcreKkmus ix nodasbuio2o 8UKOPUCMAaHHS y NPakmuyHit po3pobyi izposux npoekmis.

Haykoea Hosu3Ha rorisizae y sukopucmaHHi epacbie drisi npouedypHoi 2eHepauji izpogo2o KoHmeHmy. Lis mema 6yna
obpaHa y 38’43Ky 3 MUM, WO CIMBOPEHHS i2p08020 OMOYEHHsT Moxe Bymu OOHIer0 3 OCHOBHUX i Halbinbw pecypCoeMHUX
gumpam y ripoueci supobHuumea apu. lNpouedypHa seHepalisi KOHMEHMY MOXe 3MeHWUMU Ui aumpamu ma npuweuo-
wumu npouec po3pobku. [pakmu4HO HEMOXIIUBO nidpaxysamu, Ky KOHKDEMHO YacmuHy npodyKmueHOCMi KoMaHOU
ma 6i3Hec-8u200u npuHocUMb rpouedypHa eeHepauis, OCKinbKu bifbLuicmb iHHo8auil y uiti cghepi € KOMEPUIUHOK Maem-
Huueto izposux cmydil, 0OHaK ye 2080pUMb JTULWE PO MOXJIIUBOCMI ma repeesaau, ki Hece 8 cobi ueli nioxio.

Memodonozia 6asyembcs Ha Mosi npozpamysaHHsi The Python sk ocHogHOMY iHCMpyMeHmi 0711 8UBYEHHS
anesopummis, kUl eukopucmosysascsi 01151 po3pobKU an2opummis, cmeopeHHs 8isyanisauyili ma npuknadie eeb-
cepsepis 0151 06pobKuU OaHUX, 32eHeposaHuXx epaghamu.

BucHoeok: ri0 Yac po3pobku bynu susyeHi 8iOMIHHOCMI ma chifnbHi pucu 8 demarnsx peanizauii anzopummis,
a makox pesysibmamu eeHepauii KoHmeHmy. Takox 6yrno npodemMoHcmposaHo 8iOMIHHOCMI y 32eHepoBaHUX epa-
¢hax. Ha npuknadax eeb-cepaepis npoinocmposaHo nomerujas nodanbwo20 npakmu4YHo20 3acmocy8aHHs PO3po-
bneHux anzopummie. Pe3ynbmamu AocniOKeHHs MOXymb 6ymu sukopucmani po3pobHuUKamu ieposux cepedosuly
ma docniGHuUKkamu anzopummie 0515 NiG8UWEHHST echekmugHocmi 8UPOBHUYUX Npoyecie.

Knro4oei cnoea: rpouedypHa eeHepauisi, po3pobka i2op, echekmusHiCmb po3pobKuU, onmumizauis po3pobKu.

Introduction. Procedural content generation of game maps, dialogues and events (Togelius et
(PGC) is considered one of the tools for creating  al., 2011). Thus, the content of the game world,
a unique player experience in projects of various the environment of the character is enriched and
scales. Minimizing the cost of game design devel-  opportunities for dynamic adaptation to the user’s
opment, it allows you to automate the generation  actions are created. The effective application of
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PCC can compensate for shortcomings in design,
gameplay mechanics, etc., and make such a gam-
ing experience a special feature of the product
(Van Der Linden et al., 2013).

Previously, the limited computing power of sys-
tems forced developers to save on memory and
processor time, which prevented the use of this
tool. However, with the development of technol-
ogy, procedural generation has become not only
possible, but also desirable for creating large and
varied game universes.

In the context of traditional game design, where
game environments are hand-crafted by teams of
specialists, PGK offers an alternative approach
that allows for the generation of infinitely diverse
game scenarios and worlds. Using this approach
not only reduces the dependence on the creative
resources of the team and the efficiency of manual
labor, but also opens new horizons for innovation
in the industry. As a result, game implementation
becomes more accessible to developers of various
levels, while players gain access to inexhaustible
content.

This study attracts special attention because
it provides a unique opportunity to explore com-
plex algorithmic and mathematical principles in the
context of their practical application for creating
dynamic and exciting game content. Using graphs
as a basis for procedural generation allows mode-
ling complex structures and relationships, opening
new horizons for automating the creation of game
worlds, levels, storylines, and dynamic game
events. In addition, the PGK direction promotes
the development of new methods of optimization
and data analysis, as well as the application of
graph theory in non-standard fields, such as data
visualization and machine learning. This makes
the researched technology very promising from
both an academic and a practical point of view. In
light of the constant development of the industry,
its numerous innovations and the improvement of
the quality of the gaming experience, the effective
application of such algorithms can significantly
expand the boundaries of what is possible in the
development of game design

Statement of the problem. During the review
of the literature, several works were studied to
research issues related to procedural generation,
its features, characteristics and opportunities for
process optimization. To study procedural genera-
tion in general, its goals, capabilities and features,
the following works were considered. In fact, there
are not many scientific papers from which you can
get the latest and most relevant information, since
most technical open-source work takes place in
game studios where most do not share the source
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code for analyzing algorithms. The first work that
gives a general understanding of algorithms is
«Procedural content generation for games: A sur-
vey», this material gave a general idea of the fea-
tures of algorithms and their possible impact on
development processes (Hendrikx et al., 2013).
Another work, «Procedural content generation:
Goals, challenges and actionable steps» allowed
us to delve deeper not only into the technical
details and challenges that a team that decides to
use generative approaches in development may
encounter, but also without the value that, with the
right approach, gives a tangible increase in the pro-
ductivity of the development team (Togelius et al.,
2013). «What is procedural content generation?
Mario on the borderline» gave a more thorough
technical overview of the use of procedural gen-
eration in conditions of limited resources, which
also gave insight into the possibilities of generating
game landscapes of relatively large sizes, which
is not possible in standard game design (Togelius
et al.,, 2011). The remaining works mentioned in
the work served as the technical and theoretical
basis for the development and demonstration of
algorithms. With their help, a strong and reliable
basis was obtained for the practical implementa-
tion of algorithms using the graph data structure.
Thereby, the purpose of this research is to ana-
lyze, develop and visualize the operation of pro-
cedural content generation algorithms, as well as
to study the prospects for their further use in the
practical development of game projects.

Methodology. For practical implementation,
the general purpose programming language
Python is used. It is chosen as one of the most
popular languages, which has a convenient infra-
structure with a large number of useful packages
that simplify the solution of tasks. However, any
application programming language can be used to
implement these algorithms.

The development of all algorithms within this
work will take place in several stages:
Demonstration of pseudocode.
Demonstration of working code in the cho-
sen programming language.

¢ Visualization of the algorithm.

This will give understanding which algorithm is
better to use for the needs of game designers.

To begin with, before the implementation of
more complex algorithms, it is possible to show an
easy version of the work of the library algorithm to
demonstrate the practical possibilities of genera-
tion and visualization. The program code is shown
in Figure 1, the results of the work on Figure 2.
Having a basic understanding of the operation of
some algorithms, as well as a visual demonstration
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(num_nodes, num_edges):

3 (num_nodes) :
je (i)

s() < num_edges:
.randint(0, num_nodes
.randint(

node_b:
je(node_a, node_b)

node_a =
node_b =
if node_a !=

def visualize_graph(6):
pos = nx. ing_layout(6) # Location of
X w(6, pos, with_labels=Tr

# Graph c
num_node of nodes
num_edges = 15 # number of edges
5 = n t 3ph(num_nodes, num_edges)

zation

1)

, num_nodes - 1)

ati nodes
, node_color="1lightblu

using the Fruchterman-R
', edge_color='g

Fig. 1. Program code for implementing the library algorithm
for graph generation and visualization

a) 5

b)

3

Fig. 2. The first result (a) and second result (b) of the work of the library algorithm

of the generated graph, that can help implement-
ing algorithms.

Results. In order to generate a pseudocode
(Figure 3) of the algorithm, we will generate the
main steps of its operation:

Graph initialization: We start with an empty
graph and an initial node located at the origin of
coordinates (0,0).

Setting Directions: Define possible move-
ments in the graph, which include movement to the
left, right, down and up.

Cycle for Random Wandering:

o Direction and Weight: At each iteration, we
randomly select one of the specified directions and
generate a random weight that affects the distance
of the next step.

o Calculation of the Position of the Next Node:
We determine the position of the next node using
the position of the current node, to which we add
the selected direction multiplied by the weight.

When the main steps are formed, we proceed
to the formation of the pseudocode for the imple-
mentation of the algorithm.
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This is one of the simplest variants of the algo-
rithm, while the algorithm itself is quite simple.
However, it should be borne in mind that without
additional configuration, the result will be quite
simple for the structure of the game environment.

Next step is the implementation the algorithm
using the selected programming language Fig-
ure 4.

We will test the described algorithm and create
the generation results. For clarity, we will perform
two generation of Figure 5. According to the results
shown in the corresponding figures, it can be con-
cluded that the algorithm is suitable for non-de-
terministic game environments. That is, it can be
used as a basis for other algorithms, or as an addi-
tional step in the graph processing chain.

Now we practically implement the algorithm of
binary division of space. First, let's form the main
steps of the algorithm:

Initialization: the initial area to be divided is
selected.

Recursive division: the selected area is
divided into two parts using a straight line (or plane
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Function random_walk(num_steps):
Initialize an empty graph G
Set the initial node as (0, 8) and add it to 6

Set directions as [(-1, @), (1, 8), (8, -1), (8, 1)] # Four possible moves: Left, Right, Down, Up

Loop from 1 to num_steps:
Choose a random direction from directions
Generate a random weight between 1 and 5

Compute next_node:
next_node_x = current_node_x + direction_x * weight
next_node_y = current_node_y + direction_y * weight
next_node = (next_node_x, next_node_y)

Add next_node to the araph G
Connect current_node to next_node with an edge with the computed weight

Update current_node to next_node

Return graph 6

Fig. 3. Drunkard’s Walk algorithm pseudocode

def random_walk(num_steps):
6 = nx.6raph()

current_node = (8, 8)
6.add_node (current_node)

directions = [(-1, @), (1, ©), (B, -1), (B, 1)] # Left, Right, Down, Up

for _ in range(num_steps):
move = random.choice(directions)
weight = random.randint(1, 5)
next_node = (current_node[8] + move{B] * weight, current_node[1] + move[1] * weight)
node (next_node)
dge(current_node, next_node, weight=weight)
_node = next_node

return 6

# Number of steps
num_steps = 20
6 = random_walk(num_steps)

# Visualization

plt.figure(figsize=(12, 8))

pos = {node: (node[®], node{1]) for node in 6.nodes()}

edges = G.edges(data=True)

nx.draw(6, pos, with_labels=False, node_color='lightblue', node_size=500, font_size=16, font_color='darkred')

plt.title("Algorithm result")
plt.show()

Fig. 4. Implementation of the algorithm in Python

A iE
- BT =1

a) ‘ b)

Fig. 5. The first result (a) and second result (b) of the Drunkard’s Walk algorithm
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in 3D), which can pass vertically, horizontally or at
any angle, depending on the task and the selection
algorithm. This process continues recursively for
each of the newly created parts until given criteria
such as minimum part size are met.

Stopping the algorithm: the recursion stops
when each part reaches a certain minimum size or
when the number of recursive divisions reaches a
maximum limit.

We will describe the formed steps with the help
of pseudocode Figure 6.

The main steps have been formed, let's move on
to the software implementation using the selected
programming language. Since the implementation
turns out to be very voluminous — we will take it to
the applications. Here we will describe exactly how
the developed software part works:

e Room class — this class represents a room
with given coordinates (x, y), width and height. It

also calculates the center of the room, which is
used for further calculations.

e The «_init_» method initializes the room with
the given parameters and determines its center
(Fig. 7).

e The «split» method divides a room into two
smaller rooms (vertically or horizontally) based
on which is greater: width or height. The choice
of partitioning method depends on the aspect ratio
of the room and the number of allowed partitions
(max_splits) (Fig. 7).

e The «vertical_split» and «horizontal_split»
methods perform their own splitting. They choose
a position to break (not too close to the edges),
create new rooms and return them (Fig. 7).

e «create_roomsy function — this function recur-
sively divides the initial room into smaller ones
until the maximum number of rooms is reached or
until the possibility of division is exhausted. This

initinl_spece = dofine L_spac
BEF[initinl space, yiven oumber_af split

Fig. 6. Pseudocode for implementing the Binary Space Partitioning algorithm

Fig. 7. Functions from BSP implementation: --init--, split, vertical_split, horizontal_split
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provides control over the number of rooms in the
final structure (Fig. 8).

e «build_graph» function — this function creates
a graph where each room is a node. Nodes are con-
nected by edges based on the distance between
room centers, but only until the number of connec-
tions per room exceeds the specified limit (max_
connections_per_room). This limits the degree of
connectivity between rooms, which can be useful
for creating more realistic room layouts (Fig. 9).

e «draw_graph» function — this function renders
a graph using the NetworkX graph drawing library.
It uses room positions to place nodes and shows
the connections between them (Fig. 10).

Figure 11 shows running and visualization of
the algorithm.

General execution flow: an initial room is cre-
ated, it is divided into smaller rooms using the

(start_room, min_size,

s _to_split = [(start_room,
s_to_split:
splits_le

s left >

ft =

room,

i¥ result:
left, right result
nodes_to_split.a

s_to_split.a

f current_room.width >=
rooms. 31 current

i{current _room)

AX_Sp

nodes

= current_room.split(splits

((left,

«create_rooms» function, After the division of
rooms is complete, a graph is created from these
rooms, the graph is visualized using the «draw_
graph» function. The results of the algorithm can
be seen in Figure 12.

From the obtained results, we can see that this
particular algorithm is more suitable for practical
problems, because it has the ability to fine-tune
parameters that allow you to obtain different, but
predictable results.

The practical application of graph generation
algorithms consists in the use of generated struc-
tures — as a basic representation of game envi-
ronments. However, simple visualization of the
generated graph is of no practical value for fur-
ther use. To obtain usable results, it is advisable
to implement a program interface (APl — Applica-
tion Programming Interface) that provides output

pax_splits):

1its))

to_split.pop()

left

splits_left
ght, splits_left
min_size and

room)

current_room.height >= min

Fig. 9. Functions from BSP implementation: build_graph
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def draw_graph(G,

pos):
draw(B, pos, with_labels=False, node_size=3RA, node_color='lightblue’, edge_color='gray')

elworkx_edyes(6, pos, edge_color='gray’)

Fig. 10. The draw_graph function

initial_room = Room(®, B, 168, 108)
max_splits =
max_connections per_room

L
b |

rooms = create_rooms(initial_room, 10, max_splits)
G, pos = build_graph(rooms, max_connections_per_room)
draw_graph(G, pos)

Fig. 11. Running and visualization of the algorithm

a) b)

Fig. 12. The first result (a) and second result (b) of the BSP algorithm

data of the algorithm in a standardized format — for
example, JSON.

API defines a set of interaction rules between
software components, ensuring their compatibility
and efficient data exchange. To create it, without
complicating the basic code of the project, you
can use the Flask web framework. It is designed
for building simple web applications using the
Python language. This tool is minimalistic, modu-
lar and scalable. The structure of the Flask pro-
gram includes routing of URL requests, processing
of HTTP methods (GET, POST, PUT, DELETE). It
allows you to efficiently create RESTful APIs with
CRUD functionality (create, read, update, delete
data).

To begin with, let’'s create a simple server with
the GET method to retrieve data from the graph.
The implementation of the web server is shown in
Figure 13. Here we import the necessary modules
and then create a Flask instance. We leave the
Generate_graph function unchanged.

Next, we define the route /graph/<int:num_
nodes>/<int:num_edges> with the HTTP GET
method. In this function, we will generate a graph
using generate_graph. Then we convert it into
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node-link format using nx.node_link_data and
return the result in JSON format using jsonify.

To run the program, execute the command
python simple_graph.py in the terminal. As a trace,
we get the JSON object of the graph by sending
a GET request to «http://localhost:5000/graph/<-
num_nodes>/<num_edges>», where <num_
nodes> and <num_edges> are replaced with the
desired numbers.

For example, a query for «http://localhost:5000/
graph/3/3» will return a graph JSON object with 3
nodes and 3 edges. The result of executing such a
request is shown in Figure 14.

In this implementation, the placement of objects
is not detailed, which opens perspectives for the
development of a web server adapted to the spe-
cific requirements of users.

Similar to this implementation of the algorithm,
other algorithms can be created to obtain similar
graph structures. The next example of the imple-
mentation of the API for receiving data will create
a server with a GET request to receive the results
of generation according to the BSP (Binary Space
Partitioning) algorithm. The implementation is
described Figure 15.
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Fig. 13. Web server route to receive BSP generation results
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Fig. 14. The result of the request to receive graph data
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Fig. 15. Web server route to receive BSP generation results

In this example, we create a Flask server with  graph using the create_rooms and build_graph
a single route /generate_graph. When executing  functions. It then converts the graph to JSON
a request with this route, the server generates a  format using list inclusions. Graph nodes are
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represented as dictionaries with id, x, and y keys,
and edges are represented as dictionaries with
source, target, and weight keys. The result of the
generation is the edge and nodes arrays. «Edge»
array has objects of type { «source»: string, tar-
get: string, weight: number}. The «Node» array
has objects of type {«id»: string, x: float, y: float}.
We return the received graph data in JSON format
using the jsonify function from Flask.

Conclusions. In conclusion, among the main
vectors for further development of the project, opti-
mization for more complex and branched graph
structures for the purpose of detailed modeling of
the game world should be highlighted. Achieving
this goal will require improving algorithmic solu-
tions that provide greater flexibility in settings and
optimization for working with large and complex
graph data structures. In addition, the issue of
integration with game engines is critical, which will
optimize the development process for the specific
context of game engines and speed up overall
development cycles.

To successfully complete these tasks, it is
necessary to consider various optimization meth-
ods, such as the use of more efficient search and
data processing algorithms, as well as the use of

modern technologies that reduce computational
costs. Integration with game engines requires
close collaboration with the engine development
teams and a deep understanding of their archi-
tecture and capabilities. It is also important to pay
attention to user experience, developing intuitive
interfaces and tools, improving documentation and
providing training materials.

The support of the developer community plays a
key role in the successful development of the pro-
ject. An active and engaged community can signif-
icantly speed up the development process by facil-
itating the sharing of experiences, suggestions for
improvements, and collaborative problem solving.
Regular meetings, webinars and conferences dedi-
cated to discussing the current status of the project
and plans for the future will facilitate this process.

Thus, the successful development of the pro-
ject requires an integrated approach, including
optimization of graph structures, integration with
game engines, improvement of user experience
and active support of the developer community.
This is the only way to achieve your goals and
create an innovative product that can change the
approach to game development and modeling of
game worlds.
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OVERVIEW OF MODERN METHODS AND MEANS
OF DETECTING OF SOCIOTECHNICAL ATTACKS

Relevance. The rapid development of information technology and intensive data exchange are significantly
changing the modern cybersecurity environment, creating new threats in the form of cyberattacks and fraud.
Socio-technical attacks that use psychological manipulation to obtain confidential information or access to secure
systems are particularly dangerous. Objective. Given this, the purpose of this paper is to provide a comprehensive
review of existing solutions, technologies, and methods that can help organizations and private users combat
sociotechnical threats. Methodology. The article studies modern methods of detecting sociotechnical attacks that
use manipulative techniques. Various approaches to detecting such attacks are considered, including signature,
behavioral, machine learning, metadata analysis, as well as social and psychological approaches. Particular
attention is paid to interactive and simulation methods that allow organizations to test their preparedness for attacks
by simulating real-world conditions. Scientific novelty. Hardware and software tools are described according to
nine criteria (high level of protection, centralized management, ease of use, integration with other platforms, artificial
intelligence, adaptability, offline capabilities, high cost, complexity of configuration) to detect and block sociotechnical
attacks, which provide multi-level protection against sociotechnical threats. Conclusions. The findings show that
educational and organizational measures remain key to raising user awareness and reducing the risk of successful
aftacks, and modern approaches to protecting against sociotechnical threats should be comprehensive and include
both technical solutions and staff training. It is also important to continuously improve existing security measures
and introduce the latest technologies to increase the effectiveness of protecting information systems from
sociotechnical attacks.

Key words: cyber security, information security, social engineering, sociotechnical attacks, sociotechnical attack
methods, classification of sociotechnical attacks.

Y cy4vacHomy kibepnpocTopi COUIOTEXHiYHIi  yBary Ha HeoOXigHOCTi iHTerpauii HOBITHIX Tex-
aTaku CTaHOBMATb OA4HY 3 HANBINbLUMX 3arpo3 AN HOMOTiA, TakMX SK LUTYYHUIA iHTENEKT i MallnHHe
iHbopMaUinHOT Ge3nekn opraHis3auiv i NpMBaTHUX  HaBYaHHA, ANA MNOKPaLLEeHHA edEeKTUBHOCTI CuUC-
oci6. CouioTexHi4YHi ataku, WO BKIHOYAOTb IUNHL,  Tem Ge3neku. IHWi mKepena TakoX 3as3HaqaroThb,
nigpobKky 0CcoOMCTUX OaHUX i iHWI MaHINyNsaTMBHI WO iCHYOYi MeToau noTpebytoTb NOCTIMHOro BOO-
TEXHIKM, HamaralTbCs eKcnnyaTyBaTu MIACbKY — CKOHArNeHHs Ta aganTtauil 40 HOBUX TaKTUK, BUKO-
NCUXOIOrito ANs OTPMMaHHS HECaHKLiOHOBAHOrO  PUCTOBYBAHMX KiGep3novmMHUSMN.

JO0CTyny A0 KOH(igeHUiNHOI iHhopMaUii Ta iHWNX MeToan Ta 3acobu BUSABMNEHHS COLLIOTEXHIYHUX
pecypciB. 3 orngagy Ha CTPIMKUIA PO3BUTOK TEXHO-  aTak € KIYOBMMW eneMeHTaMm 3axucTy iHdop-
norin i 3poctaHHA kibep3arpos, eeKkTUBHI METOON  MaUiHUX CMCTEM Ta OpraHi3auin Big MaHinynsuin,
OETEKTYBAHHA LUMX aTak CTanu KPUTMYHO BaXKnu- O CNPSAMOBAaHI Ha NIOACHKUA YMHHUK.

BUMK Ans 3abe3neyeHHs 6e3nekun iHdhopMauinHnx BuaBneHHA COUIOTEXHIYHUX aTak € CKnaaHuMm
cucTeMm. 3aBOaHHAM 4yepes iX OpieHTauito Ha MaHinyno-

AKTyanbHiCTb JOCIIIKEHHA Cy4aCHMX METOAIB  BaHHSA JIIOACLKOKO MOBEAIHKOK, a He Ha NpsaMuii
OETEKTYBAHHA COLOTEXHIYHMX aTak MNigTBEpAXY-  TexHidyHunm BnnNuB. MeToan BMSBMEHHSA 3as3Ha-
€TbCA YMCMEHHUMK NybnikauisMy Ta OOCNIMXKEH-  YEHMX aTak MOAINAITbCHA Ha Kinbka KaTeropin,
HAMM, LLO MiAKPECNIOTb iX BaXNMBICTb y 60pOoTbOi  30Kpema: TEXHi4YHi, NOoBeAiHKOBI, aHaniTU4YHI Ta
3 kibep3arpo3amu. 30Kpema, BYEHI AKLEHTYHTb  OCBITHI.
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MeToto cTaTTi € KOMMMEKCHWI OMMSAA ICHYUYNX
pilleHb, TEXHONOTIN i MeToAiB, SKi MOXYTb AOMO-
MOITM OpraHizauigsm Ta npuMBaTHUM KOPUCTYyBa-
Yyam y 60poTbbi 3 COUIOTEXHIYHUMMK 3arpo3amu.
PosymiHHA cy4acHuUX MeTofiB [AeTeKTyBaHHS
[03BONMUTb 3HM3WUTK PU3MKK, MOB’sI3aHi 3 Kibeps-
NOYMHHICTIO, Ta MNOKpaLMTK 3aranbHUin piBEHb
iHdopMmauinHoi 6esneku.

3apgava poboTu nonsrae B OrmMsAdi CyyYacHuX
MeTOAiB Ta 3aco6iB AeTEKTYBaHHS COLiOTEXHIYHNX
aTak, a TakoxX y aHanisi ix edpekTMBHOCTI Ta 0bme-
XeHb. [MpOonoHyeTbCA PO3rMSAHYTU PiBHOMaHITHI
nigxoan, 3oKpema TEXHONOrii Ha OCHOBI LUTYYHOro
iHTENeKTY, CUCTEMN MOHITOPUHIY Ta pearyBaHHS,
a TaKoX iIHTePaKTMBHI Ta CUMYIALINHI MeToaN.

[ani po3rnsiHeMo OCHOBHI MeTOAM, SIKi BUKOpUC-
TOBYIOTbCA AMs1 BUSIBNIEHHS COLIOTEXHIYHUX aTak.

CurHatypHi metogm 6a3yoTbCs Ha CTBOPEHHI
6a3 gaHux curHatyp (LabnoHiB) Bi4OMMX aTak, sKi
MOPIBHIOIOTLCS 3 BXiQHOH iHGOpMaLien, Hanpu-
Knag, aHTMBIpyCHi nporpamm abo cuctemu BUSIB-
neHHs1 BToprHeHb (IDS), ski wykatoTb cneundivHi
Mopeni noeediHkX. Taki MeTogn LWBUOKO BUSIBNSA-
IOTb BiAOMI 3arpo3u, ane € HeeEKTUBHUMM LLLOO0
HoBMX abo mogucbikoBaHux atak (A. KopyeHko,
2019; Scarfone K., 2007).

MNoBeaiHkoBi meToAM (aHania nosediHkK
KOpMUCTyBayiB) HanpasneHi Ha BUSIBMIEHHSA BigXu-
neHb y NOBeAiHUi KopucTyBadiB abo cuctem, ski
MOXYTb CBIgUMTU NPO COLIOTEXHIYHY aTaky. Lle
CUCTEMU, IO BIACTEXYIOTb HETUNOBY aKTUBHICTb
Yy Mepexi, Hanpuknag, HeOodikyBaHi 3anuMTu Ha
3MiHy naporns, cnpobu gocTyny A0 KOHQIAEHLin-
HUX OaHuX, panToBi 3MiHM B wWabnoHax poboTu
KopucTyBadiB abo He3BMYaWMHi 3anuTn 4O cepBe-
piB. Taki METOAM MOXYTb BUSIBUTM HEBIQOMI aTaku
abo artaku, WO 3MiHIOKTb MOBEAiHKY, ane BOHU
MalTb BUCOKUA PiBEHb XMOHO MO3WMTMBHUX Crpa-
upoByBaHb (Hee-Yong Kwon, 2022).

MeTtoaM MalIMHHOrO HaBYaHHA Ta LWITY4-
HOro iHTENeKTy BMKOPUCTOBYHOTb KnacugikaLinHi
mMogeni abo HEMPOHHI Mepexi Ansi MPOrHO3yBaHHS
MOXIMBKX aTtaK Ha OCHOBI aHani3y MWHYNUX iHUK-
AeHTiB. 3acTocyBylOTb anropuTMu MalUMHHOIO
HaBYaHHSA ONA aHanidy Benukux obcAriB gaHux
Ta MNowyky aHomanin abo HebesneyHmx narep-
HiB. TakoX, MaloTb 30aTHICTb A0 CaMOHaBYaHHS
i BUSBMNEHHA CKNagHWx arak, Wwo moxe 6ytu
HeJoCTYMHUM Ans iHWuMxX MmeTodis. Ane 3asHa-
YeHi meToam NoTpebytoTb BENUKY KifTbKOCTI AaHuX
ONS HABYAHHS, WO CMPUYMHAE MOXIMBICTE NOSIBYI
XnbHUX cnpauboByBaHb (Hee-Yong Kwon, 2022;
Moustafa N., 2019).

KoHTekcTyanbHi metoan 6asyoTbca Ha aHa-
ni3i KOHTEKCTY B3aEMOAIN i KOMYHIKaLi, Taknux sk
aHani3 3MicTy noBigOMMEHb €NEKTPOHHOI MOLUTH,
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coujianbHUX Mepex, TernedOHHUX PO3MOB TOLLO.
BignosigHi MeToam BKMOYaKOTh aHaNITUYHI iHCTPY-
MEHTU ANs NePEBIPKN JOCTOBIPHOCTI NOBIOOMIEHb
i BUSIBNEHHS Migo3pininx abo waxpamcbKux Komy-
Hikauin. BoHM MOXyTb igeHTUikyBaTK couioTex-
HiYHi aTaku, Taki Sk diwnHr abo waxpancTtseo, ane
noTpebyoTb CKMagHUX anropuTMmiB AN TOYHOrO
aHani3y KOHTEHTY i 4acTo 3anexarb Bif KOHTEKCTY
3actocyBaHH4 (Kisiel J., 2018).

Metoau aHaniszy metapaHux 0asyloTbCA Ha
aHanisi agpec enekTpoHHoI nowTn, |P-agpec,
LWabnoHiB A3BiHKIB Ta iHWWX CUrHANIB, siKi MOXYTb
BKadyBaTW Ha MiJo3piny akTUBHICTb, TAKOX OpPi€eH-
TOBaHi Ha BUSIBIEHHA NiApOOneHMx eneKkTpoHHMX
NNCTIB LWNAXOM aHarnisy MeTtagaHux noBigoMIIEHb.
BoHn ponomaraioTb Y WBWMAKOMY  BUSIBIEHHI
HecaHKUioHOoBaHUX abo NigpobneHnx KOMyHikaLin,
ane He 3aBXau MOXyTb OyTM TOYHMMW, Hanpu-
Knag, sKkwo metagaHi nigpobnstoTtbes (Kysema K.,
2017).

CouianbHi Ta ncuxonoriyHi meroan 6asy-
IOTbCA HAa OLUiHLi MCUXOMOriYHMUX Ta coLuianbHUX
acnekTiB NOBeAiHKN NPaLiBHUKIB, LLO MOXYTb OyTH
BMKOPUCTaHi 3NOBMUCHMKaMKM 4S8 peanisauil
aTtak. TakoX, BOHU BMKOPUCTOBYIOTb OMUTYBaHHS
Ta couianbHy iHXeHepito 4Nns BUSIBNEHHA CiBpo-
BiTHUKIB, AKi MOXYTb OyTK Ginbl BpasnMBUMKU OO
MaHinynauin. [Jo3BonsawTb po3ni3HaT NOTEHUiNHI
YypasnuBoOCTi, NoB’dA3aHi 3 mMACLBKUM YUHHUKOM
ane MalTb TPYOHOLUi Y BUMIPIOBAHHI MCUXONO-
rYHMX MOKa3HMKIB Ta MOTPebylTb HEeOobXigHOCTI
y perynsipHomy oHoBrieHHi 3HaHb (Kevin D., 2003;
Rahman T., 2021).

Metoan Ha OCHOBI aHanisy couianbHUX
Mepex HanpaefeHi Ha BUSBNEHHS LUaxXpanCbKUx
obnikoBux 3anucie abo nigo3pinmMx NosigOMIEHD,
WO cnpsiMoBaHi Ha 36ip nepcoHanbHUX AaHMX.
Takox, BKMHOYATb aHani3 noBegiHkn KopucTyea-
YiB y coLianbHUX Mepexax A58 BUABMEHHS coLlio-
TEXHIYHMX aTak, Takux fK giwmHr abo couianbHi
MaHinynsauii. BoHn gossonsatoTb epekTMBHO aHa-
nisyBaty LUMPOKI MNOTOKM iHGopMaUii y BiOKPpUTMX
Xepenax ane npauioloTb 3 BEUKOK KiNbKICTHO
AaHNX i MaloTb TPYAHOL Y BiACMiOKOBYBAHHI BCiX
Moxnmeux axepen (Bontosuy O.11., 2023).

OcBiTHI Ta opraHi3auinHi MeToan opieHTo-
BaHi Ha HaB4YaHHS CNiBPOOITHUKIB | KOPMCTYyBadiB
LOAO BUSABMNEHHS COLLIOTEXHIYHMX aTak Ta Ccno-
cobiB iX YHUKHEHHs. [1poOBOAATBLCS HaBYaHHSA
cniBpoObiTHMKIB, LWOAO poO3ni3HaBaHHA O3HakK
dilMHroBmx atak abo iHWKMX TUNIB LWaxpancTea.
B pesynbraTi iX BMKOPWUCTAHHS 3MEHLLYIOTbCSA
puU3nKM peanisauii atak 4yepes nigBULLEHHS 06i-
3HAHOCTI KOpPUCTyBa4iB arne BOHM 3anexaTb
Bid MNOCTIMHOI NIOTPUMKN Ta OHOBIIEHHSI 3HaHb
(Cyber.academy, 2024).
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IHCTPYMEHTU MOHITOPUHIry Ta pearyBaHHS
CKNagatTbCs 3 TEXHIYHUX pilleHb, AKi 3abesne-
4yyloTb 0e3nepepBHUN MOHITOPUHT cucTeM Ans
BUSABIEHHSA MiQ03Pinoi akTMBHOCTI Ta HeramHoro
pearyBaHHs. [JO HMX BigHOCATbCA cuctemn SIEM
(Security Information and Event Management), ski
aHanisyloTb XypHarnu nogin y pexumi pearbHoro
yacy. BoHn maloTb BMCOKy onepaTtuMBHICTb BUSIB-
NEeHHs aTtak, ane noTpebyrTb 3HAYHMX pecypcis
ana obpobkm 3HavHMx obcsriB gaHux (Gonzalez-
Granadillo G., 2021).

IHTepakTUBHI Ta cumynsAudinHi meToagm (coui-
anbHa iHXeHepisa Yepe3 cUMynAUilo atak) BUKO-
PUCTOBYIOTb CUMYNSUIT ONs1 CTBOPEHHSA LOBKINNs,
e NpoBOAATLCA TPEHYBaHHA Ta TECTU ANS BUSB-
NIEHHs1 COLIOTEXHIYHMX aTaK, Hanpuknag, npose-
OEHHA «iLUMHIOBUX TecTiB» Ans ChiBpobIiTHUKIB
KomnaHii abo HagcumnaHHa danblmMBUMX ILUNH-
roBMX NUCTIB AK OLHKM TOro, CKiNbKW NpauiBHU-
KiB NepexoasaTb 3a NOCWIaHHAM 4M BBOAATb CBOI
o06nikoBi AaHi. MaloTb MOXNUBICTb OLHKK pearb-
HOI FOTOBHOCTI OpraHisauii 4o npoTuail atakam,
a TaKoX 3HAYHUN PU3UK XMOHMX BUCHOBKIB, SIKLLO
cumynsaudii He BigoOpaxalTb peanbHUX YMOB
(Bamanga Ahmad M., 2023; Forbes Advisor,
2024).

Lli meTogn 4acto BMKOPUCTOBYIOTLCA B KOM-
OiHauii ana nigBuLeHHs edeKTUBHOCTI Ta CTBO-
peHHs 6araTopiBHEBOI CUCTEMU 3aXMCTY Bif, COLLiO-
TEXHIYHMX aTaK, OCKiNbKM BOHM CMPSMOBaHi Ha
BUABMNEHHS AK TEXHIYHUX, TaK i NIOOCLKUX acrnekTiB
LMX 3arpoas.

IcCHye HuM3Ka nporpamMHuX i anapaTHUX 3aco-
0iB AnA BMABNEHHS Ta ONOKYBaHHA COLIOTEXHIY-
HUX aTakK, siKi BUKOPUCTOBYIOTLCA ANsi 3aXUCTY Bid
Kibep3arpos, Takux sik gilnHI, cnydiHr, MaHinyns-
Lii Ta iHWi BMOW aTak, WO BPaxOBYHOTb MOACBKUN
UMHHMK.

Hani, nopsegemo ornsg nporpaMmHUX Ta ana-
paTHMx 3acobiB ansd BuSABMEHHA Ta GrNokyBaHHSA
COLIOTEXHIYHNX aTaK.

MporpamHi 3acobu

1. Proofpoint — uUe KoMnnekcHe pieHHs
ONA  3aXUCTy €eneKkTPOHHOI nowTn Ta 3anobi-
raHHs ilUMHrOBMM aTakam, cnamy Ta KOMMpo-
MeTaLii enekTpoHHOI nowTn. Busiensae ta Gnokye
QILLIMHIOBI aTaku, cnydiHr, LWKIANMBI BKNaOeHHs
Ta URL-agpecu, a Takox 3abesneyvye HaB4YaHHSA
KopucTyBayiB ans nigBuweHHs 06i3HaHOCTI npo
Kibepaarposu (Proofpoint, 2024).

NMepeBaramu 3a3Ha4YEHOro pillEHHS € BUCO-
KWA piBEHb 3aXMCTY, LLO BKIOYAE BUKOPUCTAHHSA
MaLUMHHOIO HaBYaHHA ANS BUABMNEHHS QOiLLUMHIO-
BUX aTak Ta cnpob koMnpomeTauii eneKkTpoHHOI
nowTn. Mae ueHTpanizoBaHe ynpaBniHHA i Npo-
NOHye €OuHY NaHenb NS ynpaseniHHA Ge3nekoro
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€INeKTPOHHOI NOLUTK Ta iHWKUMKM 3arpo3amun. 3abes-
neyye rmMuboKnin aHani3 3arpo3 3 AeTanbHUMK 3Bi-
Tamum.

Mpn posrnagi HeponikiB proofpoint Heo6-
XiQHO 3ayBaXuTW, WO pilleHHA noTpedye 3Ha-
YHUX 3yCuUnb ANs NOYaTKOBOro HamnaliTyBaHHS Ta
iHTerpauii 3 iCHyl4YMMN CUCTEMaMW, a TakoX Mae
BMCOKY BapTiCTb, WO Moxe OyTn npobnemoto ans
HEeBENMKNX opraHisauin.

2. Mimecast — ue xmapHa nnatdgopma, sika
3abe3neyye GaraTopiBHEBMI 3aXMUCT EMNEKTPOHHOI
MOLUTK, BKIHOYAKYM 3axXUCT Big ilMHTY, crnamy,
WKIANUMBUX NporpaM, COLIOTEXHIYHMX aTak Ta
BKIOMAE BUSABMEHHS KOMMNpoOMeETaLii eNeKTpoHHOI
nowTun (Mimecast, 2024).

i nepeBaramu € iHTYITUBHO 3pO3yMinuM iHTEp-
denc Ta nerka iHTerpauia 3 iHWuMKM nnartdop-
mamn. La nnatcdopma goctynHa 3 Oyab-Akoro
Mmicus, o 3abesnedye i rHy4KicTb (Mae xmapHe
piweHHs). Takox, Aobpe 3apekomeHayBana cebe
y BUSABMEHHi Ta ONoKyBaHHi 3arpos, MoB’a3aHuX
3 eNEeKTPOHHOIO MOLLTOH.

[lo HeponikiB MOXHa BiOHECTU — 3aneXHiCTb
BiO, iHTepHeT 3’egHaHHA. Ockinbkn Mimecast ue
XMapHa nnatdopma, gna ii pobotm notpibeH cra-
GinbHMI iHTEpHET. TakoX, BOHA Mae OOMEXeHi
MOXIMBOCTI B OdnaviH-pexumi, To0TO He Mae
MOXINUBOCTI 3a6e3neynTn MOBHUI 3axXUCT, SKLIO
NiOKMOYEHHS 40 IHTEPHETY BiACYTHE.

3. PhishMe (Cofense) — ue nnatdopma ans
HaBYaHHs Ta CMMYNSALIn iluMHroBux atak. Hasvae
cniBpoGITHUKIB po3ni3HaBaTu (PiLUMHIOBI aTakn 3a
AOMOMOroK  peaniCTUYHUX CUMYMALA, a TakoxX
gornomMarae BUSIBMATW Ta pearyBaTu Ha pearbHi
sarposu (Cofense, 2024).

MepeBarn nnatopmm MOB’SA3aHI 3 MOXNK-
BICTIO HaBYaHHSA NepcoHany, Lo niasuLye obisHa-
HiCTb CcMNiBPOBITHWMKIB NPO ilLMHIOBI aTakn 4epes
perynsipHi cumynsuii. CTBoptoe (iLLIMHIOBI CLieHa-
pii, SKi BiANOBIAAOTL pearnbHNUM 3arpo3am. Takox,
Hagae geTanbHi 3BiTU NPO peakLito cniBpobiTHUKIB
Ha CMMyInAuii, WO gonomarae BU3HAYMTK cnaoki
Mmicus.

[o HegonikiB MOXHi BigHECTW, TOM (pakKT, LU0
nnatcopma OGinblle OpiEHTOBAHA Ha HaBYaHHS,
a He Ha 6esnocepeHin 3axmucT, a TaKkoX 3aHaaTo
YyacTi cumynsauii MOXyTb NPU3BECTM 4O «BTOMU Bif
HaBYaHHSA», KONMW CNiBPOGITHUKM MOYHYTb iIrHOPY-
BaTV MOMNEPEIKEHHS.

4. KnowBe4 ue xmapHa nnatdopma
ONA HaByaHHA kibepbesneui. BoHa nponoHye
HaB4YasbHi NporpamMmm Ta CUMYnsLii COLIOTEXHIYHNX
aTak, BKo4aun ilvHr, cnygiHr Ta iHwWi metoam
couianbHoi ilxeHepil (KnowBe4, 2024).

Cepen nepeBar MOXHa BUOINUTA HasiBHUN
LUMPOKUIN CNEKTp TPEHIHMB Ta CUMYnAUIA, WO
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OXOMMKKTb  PIi3HI  TUAM  COLOTEXHIYHUX aTak.
€ aHania eEeKTUBHOCTI, AKWA BKIOYAE MOXIN-
BiCTb BiJCTEXEHHS NPOrpecy CniBpOOITHUKIB i IXHIO
3g0aTHiCTb poanisHaBatu 3arposu. [Mnatdopma
[03BONSE aganTtyBaTM HaByanbHi nporpamu Big-
noBsigHo 0o notped opraHisauii.

[o HeponikiB MOXHa BiHECTM BUCOKY BapTiCTb
ONA BENUKMX OpraHisauin 3 3HA4YHOK KiNbKiCTHO
CniBpobITHUKIB. A TakoX, e(PeKTUBHICTb 3anexnTb
Bl aKTUBHOI y4acTi cniBpOBITHMKIB Y HAaBYaHHI.

5. Barracuda Sentinel — ue piweHHa ans
3aXMUCTY ENEeKTPOHHOI NOLITK, SKE BMKOPMCTOBYE
WTYYHUA HTENEeKT AN BUABMEHHS (iLMHIOBUX
aTak, cnydiHry Ta KomnpomeTtauil eneKkTpOHHOI
nowTn y peanbHOMYy pexumi 4dacy (Barracuda,
2024).

Cepen, nepeBar MOXHa BUAINWUTU NeErky iHTe-
rpauito 3 xmapHumm cepsicamm Microsoft, wWwo
pobuTb MOro 3pyvyHUM ANsi OpraHisauii, siki BUKO-
PUCTOBYIOTb Lit0 Nnatdopmy. BukopnctaHHA WwTyY-
HOrO iHTENEeKTY, LO3BONSIE aBTOMATUYHO BUSABNATH
i BnokyBaTtn 3arpo3n B peanibHOMYy peXumi 4vacy.
TakoX, € MOXNUBICTb BUSIBNIEHHSA aTak Ha paHHiX
cTagisax, 3anobiratoym ix NOLUNPEHHIO.

[lo HeponikiB MOXHa BiAHECTW 3aNEXHICTb Big,
Microsoft 365, To6T0 BignoBigHe pilleHHA onTu-
ManbHO Npautoe TifbkM B 3a3Ha4eHOMY AOBKiNAi,
a KOpMCTyBaui iHWMX NraTopM MOXYTb HE OTpU-
MaTu BCi NepeBaru LbOro piLleHHs.

6. Microsoft Defender for Office 365 — ue
nnarcopma ansa 3axucty Big MinHIY, WKIANNBUX
nporpam, wkignuenx URL-agpec Ta komnpome-
Tauil enekTPoHHOT NOLWTK, iHTerpoBaHa B eKocuc-
Temy Microsoft (Microsoft, 2024).

[o nepeBar MOXHa BigHECTU MUOOKY iHTe-
rpauito 3 npogyktamm Microsoft, wo apossonse
3abe3neunTn BcebiyHMM 3axucT. [natdopma
BUKOPUCTOBYE Pi3Hi MEXaHI3MN BUSIBMEHHS 3arpos,
BKMtOYalo4M 3axucT Big iluMHry Ta LWKignmMemux
nporpam. NponoHye aBToMaTn30BaHi 3acobu ans
BUSIBMIEHHS Ta pearyBaHHs Ha 3arposu.

[lo HeponikiB MOXHa BigHECTW 3Ha4yHy Bap-
TiCTb, @ MOBHWUM 3axucT, Oyge AOCTYMHMI nuLe
y BULLMX NnaHax nignuckm Microsoft 365, wo moxe
OyTn AOpOoro Ans HEBENMUKMX NigNpUeMcTB. Takox
€ 3anexHicTb Big ekocuctemn Microsoft, To6TO
onTumarnbHe (YHKLiIOHYBaHHA MOXHa OTpuMaTu
Tinbkn B Mexax Microsoft, Lo Moxe obmexuTn
MNOro BUKOPUCTAHHSA iHLLUMMW KOPUCTYBaYaMMm.

7. Mandiant ATP (advanced threat
protection) — Ue nporpamHe pilleHHs ONnsi BUSB-
NIeHHs1, aHani3y Ta pearyBaHHSA Ha cknagHi kidep-
3arpo3u, 34aTHe [eTekTyBaTu [esKi acnekTu
COLOTEXHIYHMX aTak, ane 3 NeBHUMU OBMEXEeH-
HAMU. Lle pilleHHs BUKOPUCTOBYE MOTYXKHI iIHCTPY-
MEHTM ON18 aHani3y 3arpos, BKNo4Yar4m TEXHONO |
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MaLLMHHOIO HaBYaHHS, PO3BidKY 3arpo3, Ta aHa-
ni3 nofin 6e3nekn, a TakoX MoOXe Jonomaratu
BUSIBMSATU O3HAKM COLIOTEXHIYHUX aTak, Takux SK
QilnH, 4Yepe3 aHani3 noBefiHKU KOpUCTyBadiB
i MOHITOpUHr MepexeBoro Tpadiky (Mandiant,
2024).

Mandiant ATP npaute €k xmapHe abo
nokanbHe nporpamHe 3abe3nedeHHs], Ske MOXHa
iHTerpyBaTtun B iCHylYi cuctemu Gesneku nignpu-
emcTBa. BoHo Hagae komnnekcHnn Habip dyHKLi
AN BUSIBMEHHA Ta pearyBaHHA Ha KibepaTaku,
BKIOYAKOUM  aHania noBeAdiHKWM, po3cnigyBaHHS
iHUWAeHTIB, Ta 3abe3ne4yeHHs BignoBiAHOCTi cTaH-
aaptam 6esneku.

Cepen nepear Mandiant ATP BuainstoTtb ner-
KiCTb iHTErpyBaTucsa 3 iHWuMK npogyktamun Ges-
nekun, Takummn Ak SIEM abo iHwi 3acobn ynpas-
NiHHA iHUMOEHTaMK, Wo pobuTb MOro YacTUHOM
3aranbHoi cTparterii kibepbesneku. Mae rno-
GanbHy 6a3y gaHux 3arpos, gka NocCTiMHO OHOBIO-
€TbCS, L0 JO03BONAE BUABMNATU HOBI Ta 3MiHIOBaHi
3arpo3n B pexuMi peanbHoro 4acy. lNporpamHe
pilleHHA BMKOPUCTOBYE MepenoBi TEXHONOrII, Taki
K MalUMHHEe HaB4YaHHSA | noBediHKOBUM aHanis,
W06 iaeHTUikyBaTV CKNaaHi 3arposu, siKi MoXyTb
3anuwaTtnca HernoMiYeHMMN HWMMKN CUCTEMaMM.
Mandiant Hagae goctyn 0o KOMaHOM eKchnepTis,
AKi MOXYTb OOMOMOITU Yy BUNAAKY BENUKUX iHUM-
OEHTIB, @ TakoX npoBoauTn ayaut 6Ge3nekn Ta
HaB4YaHHSA NepcoHany.

[Jo HeponikiB MOXHa BiOHECTM AOOCTaTHbO
BMCOKY BapTiCTb, CKMaAHICTb HanawTyBaHHA Ta
BMKOPUCTaHHS, WO BMMarae BUCOKOrO PiBHSA Tex-
HiYyHOT 0Gi3HaHOCTI (paxiBuiB, 3anexHicTb Big
30BHILLHBOI iHPPaCTPYyKTypH, a TakoX noTpedye
3HaA4YHMX OBYMCNIOBaNbHMX PEecypciB Ans aHanisy
AaHWX, WO MOXe BMAMHYTU Ha MNPOAYKTUBHICTb
iHLUMX CMCTEM B OpraHisaduii.

MporpamHi 3acobu, Taki gk Proofpoint,
Mimecast, PhishMe (Cofense), KnowBe4,
Barracuda Sentinel, i Microsoft Defender for
Office 365, Mandiant, NponoHyOTb KOMMNEKCHUI
3aXUCT BiJ COLIOTEXHIYHMX aTaK, BKIOYa4yn
GilwmHr, cnam, WKignMei nporpamyM Ta KOMMNPO-
MeTauilo eneKkTpoHHOI nowTn. BoHU BMKOpUCTO-
BYIOTb Pi3Hi nigxogu, Bi4 MalUMHHOIMO HaB4YaHHSA
i LUTYYHOrO iHTENEeKTY A0 HaBYaHHA Ta CUMYIIALIN,
ANa BUSIBNEHHSA Ta 3anobiraHHsa 3arposam. Xouya
Ui pilLleHHsA MatoTb CBOI NepeBaru, Taki 9K BUCOKUN
piBEHb 3axXMCTy Ta IHTYITUBHO 3pPO3yMifi iHTEp-
dencum, ix BapTICTb i 3aNeXHICTb Big cneumdivHnx
nnatpopm MoXxyTb ByTM oBMExXeHHAM anda ges-
KMX opraHisavin.

AnapartHi Ta anapaTHo-nporpamHi 3acoou

1. Cisco Secure Email Gateway (paHiwe
IronPort) — Ue anapaTHuMK W3 ana 3axucty
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€NEKTPOHHOI NowTK. 3axuwae KopnopaTusBHY
nowTy Big PilLMHrOBMX aTak, cnamy, LKigIMBUX
nporpam Ta iHWnx 3arpo3. Bukopuctosye Garato-
PiBHEBWI 3axXMUCT ANs ginbTpauii BXigHOI Ta BUXia-
Hoi nowTm (Cisco, 2024).

Cepen nepeBar MOXHa BULINUTU BUCOKUN
piBEHb 3axuCTy, AKMA edEeKTUMBHO 3axullae Bif
CKnagHMx dilUMHIOBUX aTak i LLKIANNMBOro Nporpam-
HOro 3abes3neveHHs, a TakoX Moxe inbTpyBaTh
BMIiCT 3a pi3HMMW napameTpamu, Lo nigaBuLLye
3aranbHUi piBeHb Gesnekn. 3acid € iHTerpoBaHun
3 iHWnMmK npogyktamm Cisco Ta 3abeanevye rHyy-
KiICTb | e(EeKTUBHICTb Y KOMMMEKCHUX PileHHAX
Beaneku.

[o HeponikiB MOXHa BiOHECTU CKNagHIiCTb
Hanaro>KeHHs Ta cynposogy, Lo BMMarae cnedi-
anbHUX 3HaHb ONS HanawTyBaHHA Ta NiATPUMKMN.
Takox, Mae BUCOKY BapTiCTb, WO Moxe ByTn gopo-
MM pilleHHsIM, 0COBNMBO ANs Manux i cepegHix
KOMMNaHiMn.

2. Palo Alto Networks WildFire — ue ana-
paTHO-NpPOrpaMHMN KOMMMNEKC ANns 3axucTy Bid
LUKIANMBOrO NPOrpaMHoOro 3abesnevyeHHs. Buaensie
Ta Gnokye wWkignuee nporpamHe 3abe3nedyeHHs.
BukopucTtoBye TexHonorii rmmnbokoro aHanidy Tpa-
iky Ta MaLMHHOIMO HaBYaHHSA AN BUSIBNEHHSA
3arpos (Paloaltonetworks, 2024).

Cepen nepeBar € BUMKOPUCTaAHHSA MaLUMHHOMO
HaBYaHHS, LIO A03BONSAE LWBWUAKO iAeHTUMIKyBaTU
HOBi 3arpo3n. Mae iHTerpauito 3 iHWWUMK NPOAYK-
Tamn Palo Alto Networks, o B CBOIO 4epry npwu
KOMMIIEKCHOMY BUKOPUCTaHHI 3abes3nevye UinicHy
CMCTeMy 3axucTy. 3gaTeH MoCTiNHO BAOCKOHAIo-
BaTUCHA 3aBOsikM BOyOJOBaHOMY MeXxaHi3amy camo-
HaBYaHHS.

Cepen HeponikiB MOXHa BUOINUTU BUCOKY
BapTiCTb, TOGTO € OAHMM 3 HANOOPOXYNX PilLEHb
Ha PUHKY, @ TaKoX Mae BUCOKY PECYPCOEMHICTb,
Lo noTpebye 3Ha4YHMX OBYMCOBaNbHUX pecypcis
ansa pobotu.

3. SonicWall Email Security — ue anapatHe
(abo nporpamHe) pileHHa ons 3axucTy Ta inb-
Tpauii eneKTPOHHOI MOLITK, SIKe BCTaHOBIOOTHCH
B Mepexi i 3abesneyvye 3axuct Big ilLUMHrOBUX
aTak, cnamy, LWKignMBMX Nporpam Ta iHWKnX 3arpos,
NnoB’d3aHnX 3 efneKkTPoHHOoW nowTot (SonicWall,
2024). 3aranom, SonicWall Email Security npo-
MOHYE pILLEHHA NS 3aXUCTY €NEKTPOHHOI MOoLWTK
AK Y BUrMa4i isyHUX NPUCTPOIB, Tak i y BUrMaai
NPOrpamMHMX pilleHb, WO AAE MOXIUBICTb OpraHi-
3auigm BMOpaTu Hanmbinbl BiANOBIAHWMIA BapiaHT
Ans ixHix notpeo.

[lo nepeBar LbOro pilEHHA MOXHa BigHECTU
iHTYITUBHO 3pO3yMinui iHTepdenc Ta npocToTy
HanawTyBaHHSA, BUCOKY MNPOAYKTUBHICTb | TOu-
HICTb oinbTpauii enekTpoHHOI NoLwTH, iHTerpadito
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3 iHWKUMK piweHHaMK SonicWall gna komnnek-
CHOrO 3aXMUCTY.

Cepepn HeponikiB BUOiNs0Te 0OMeXeHy pyHK-
LiOHaNbHICTb Yy MOPIBHAHHI 3 KOHKypeHTamu,
a TakoX BMMarae (isu4Horo npoctopy i obnag-
HaHHA ONs po3ropTaHHa i Moxe noTpebysaTtu
obcnyroByBaHHS.

4. FortiGate nponoHyeTbCsa y BUrNSAi cneuiani-
30BaHUX MNPUCTPOIB (anapaTHux OpaHamayepis),
AKi MOXHa BCTaHOBMTW B Mepexi ans 3abesne-
YeHHdA 3axucTy Big 3arpos. Lli npuctpoi BUKOHY-
toTb QyHKuii 6paHamayepa, VPN, IPS/IDS, Beb-
ginbTpauii Ta Garato iHWKMX 3aBAaHb Yy PEXUMI
peanbHOro 4acy.

Fortinet FortiMail — ue anapatHui wn3 ans
3axXUCTY eNneKTpoHHOI nowTn. 3abesnevye 3axmcT
Bif pilUMHry, cnamy Ta iHLWKMX 3arpo3, NoB’A3aHnX
i3 enekTpoHHo nowTol. Bukopuctosye Garato-
LapoBi MexaHiamun BusieneHHs (Fortinet, 2024).

[lo nepeBar MoXxxHa BigHeCTM e(peKkTMBHY ifb-
Tpauilo Ta BUCOKY edEeKTUBHICTb Yy BUSABMNEHHI Ta
GnokyBaHHi HebaxxaHux noBigoOMNeHb. HaaBHMN
LUMPOKMI HABIp (OYHKLIN, BKITHOYAKOYM aHTUBIPYCHY
nepeBipKy, KOHTPOSb crnamy Ta iHwWi 3acobun 6e3-
nekn. € MOXNMBICTb iHTerpadii 3 Fortinet Security
Fabric, W0 B KOMNMEKCHOMY 3aCTOCYBaHHi NiaBu-
Lye 3aranbHU piBeHb Ge3neku, iIHTerpyrYmch i3
iHWu1MK npogykTamm Fortinet.

Heponiku nosssaHi 3i cknagHIiCcTIo ynpasBniHHSA,
Wwo notpebye HanexHoro HanawTyBaHHA Ta nig-
TPMMKM BMCOKOKBanidpikoBaHUMKU crieLianicramu.
Mae obmexeHy macluTaboBaHICTb, LLO MOXe ByTu
MEHW edeKTUBHMM ANS BENVKUX opraHisauin i3
3HAYHOHO KifbKIiCTIO KOPUCTYBauiB.

5. Sophos XG Firewall — ue wmepexesui
OpaHgmayep, Sk 3axulllae Mepexy Big PisHUX
TUNIB aTak, BKIYaruM IWMHE | COLIOTEXHIYHI
3arpo3n. BukopuctoBye rmubokuin aHania Tpa-
iky Ta MOXNUBOCTI 3aXUCTY Bif 3arpo3 B pexXunmi
peanbHoro Yacy (News.sophos, 2024).

Cepen nepeBar BWAINsAOTb MNPOCTOTY BUKO-
PUCTaHHA Ta [HTYITMBHO 3po3yminun iHTepdenc
i 3pYYHICTb HamnawTyBaHHA. € iHTerpoBaHa cuc-
Tema 6e3nekn sika o6’egHye pisHi 3acobu 3axucty
B €QWHOMY pilLeHHi. TakoX, € MOXIMBICTb OTPU-
MaHHs AdeTanbHUX 3BiTIB MPO 3arpo3v Ta aKTuB-
HICTb B Mepexi.

Jlo HasiIBHMX HegonikiB MOXHa BigHecCTn obme-
XKEHHS B HanawTyBaHHi, TOBTO 3acib € MeHLU rHyy-
KA Y NOPIBHSAHHI 3 AEAKMMM iHLWMMWN PilLEHHAMM
Ha PWHKY, a ONs OTPUMaHHS MOBHOIO CMEKTpa
dyHKUiIN HEeODXiOQHO perynapHO OHOBMOBATW Nig-
MUCKMN.

AnapaTtHi 3acobu, Taki sk Cisco Secure Email
Gateway, Palo Alto Networks WildFire, SonicWall
Email Security, Fortinet FortiMail Ta Sophos XG
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Tabnuus 1
MopiBHANBLHaA Tabnuus 3aco6iB BUSABNEHHA Ta 6/TOKyBaHHSA COLIOTeXHIYHMX aTak
Kpurepii
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1 | Proofpoint + + - + + - - + +
2 |Mimecast + - + + - - - - -
3 |PhishMe (Cofense) - - - - - + + _ -
4 |KnowBe4 - - - - - + + + R
5 |Barracuda Sentinel + - - + + - - - -
6 |Microsoft Defender for Office 365 + + + + + + - + -
7 |Mandiant ATP + + - + + + - + +
8 |Cisco Secure Email Gateway + + - + - - + + +
9 |Palo Alto Networks WildFire + - - + + + + + -
10 | SonicWall Email Security + + + + - - + - +
11 | Fortinet FortiMail + + - + - - + + +
12 | Sophos XG Firewall + + + + + - + - +

Firewall, € noTy>xHMMK iIHCTpyMeHTaMn ans 3abes-  WTYYHUA  iHTENeKT, afanTMBHICTb, MOXITMBOCTI

nedyeHHs 6e3nekun, HagaTb KOMMMEKCHUI 3axnUcT
Bifl Pi3HUX 3arpos, BKMOYaK4YM ILLMHT, LUKINUBI
nporpamu, atakm couianbHol iHXeHepii Ta Mepe-
XeBi aTakn. BOHM BMKOPMCTOBYHOTb NEpeaoBi Tex-
Homnorii, Taki K MaluHHe HaB4aHHA Ta OaraTto-
LWapoBUI aHani3, ans BuABMNEHHs i GrokyBaHHSA
3arpo3 B pexuMi peanbHoro vacy. Hessaxarouu
Ha BMCOKY e(PEeKTUBHICTb Ta iHTerpauito 3 iHWnmu
piLleHHAMKN 6e3neku, Ui 3acobu noTpebyoTb 3Ha-
YHUX iHBECTUUiIN i crneuianisoBaHMX 3HaHb AN
HanawTyBaHHA Ta MiATPUMKKU, WO MOxe OyTu
BMKITMKOM AN Manux Ta cepeHix nianpuemMcTs.
BignosigHo [0 npoBegeHoro aHanisy B 1abn. 1
3a AeB’siTbMa KpUTepPisiMK (BUCOKMI piBEHb 3aXUCTY,
LeHTpani3oBaHe YMNpaeriHHS, MNpPOCTOTa  BUKO-
PUCTaHHS, iHTerpauia 3 iHWMMKM nnartdgopmamu,

poboTu B ochnaniH-pexkmmi, BUCOKa BapTiCTb, CKNaa-
HICTb HanawTyBaHHS) iIHTErPOBAHO XapaKTepUCTUKA
PO3rnsHyTMX 3acobiB Ae BijoOpaaeTbCsi HAsiBHICTb
abo BiACyTHICTb NepeBar Ta HeAONMIKIB Y BiANOBIAHMX
pilleHHsAX («+» 03HaYae HasABHICTb NEBHOTO acMeKTy
B MPOAYKTI, @ «-» — NOro BiACYTHICTb).

BucHoBkn. Crnig 3asHauuTn, WO MNpOrpamHi
3acobun BuSBMNEHHA Ta ONOKyBaHHS CoOLjiOTEX-
HiYHMX aTak, 4acTo MpPOMOHYITb OBiNbluy FHy4-
KiCTb i NErkictb BUKOPUCTaHHS, ane MoxyTb OyTu
obmexeHMn B odnanH-pexnmi Ta 3anexaru Big
iHTepHeT-3'egHaHHA. AnapaTtHi 3acobu, 3 iHWoro
OoKy, HagatTb Binbl HAZIMHWIA 3aXMCT | MOXYTb
OyTn iHTerpoBaHi 3 iHWMMN MEPEXEBUMU pilLieH-
HAMMW, ane BUMaralTb 3Ha4yHMX (PiHAHCOBUX BKNa-
AEHb i CKnagHi B HanawTyBaHHi.
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NMOPIBHAHHA HENPOHHUX MEPEX TUMY RNN TA LSTM

LocnidxeHHs cripsimosaHe Ha susisrieHHs1 nepesaz i Hedonikie pi3Hux nidxodie Ao 06pobku nocidosHUX OaHuXx,
W0 € 8ax/usuUM acrieKmom y 3adadax 0bpobKu MpupoOHOI MOBU, MakKuXx SiK aHaslia Hacmpoig, MawuHHUU nepeknad
ma 2eHepavu,isi mekcmy.

Mema po6omu. Mema pobomu nonsizae 8 0ocnioxeHHi egpekmusHOCMI Pi3HUX apXimeKkmyp HEUPOHHUX Mepex
0ns 3adayi knacucbikayjii Hacmpois, 3 akueHmom Ha nopieHsHHI modeneli RNN ma LSTM.

Memodosnozis. ¥ pobomi posensiHymo meopemuyHi acrnekmu (DyHKUIOHY8aHHS PEeKYPEeHMHUX HEeUPOHHUX
mepex (RNN) ma mepex doseompusarnoi kopomkodyacHoi nam’asmi (LSTM), siki € crneuyianizogaHuMmu eapiaHmamu
RNN. Byro npogedeHo ekcriepuMeHmaribHe MOPI8HIHHS YHOMUPbLOX PisHUX Modesniell HeUPOHHUX MepPex, WO BKITo-
yarome ripocmi pekypeHmHi mepexi (RNN), mepexi LSTM, a makox 32opmkosi HelipoHHi mepexi (CNN), siki 3acmo-
cosysarucs 05151 3alauvi Knacugikauii Hacmpois. [ns ekcriepumeHmy byno obpaHo Habip daHux imdb_reviews, wo
micmums oansadu Qinbmis, npudHaqeHi 0515 biHapHOT Knacugbikayii Hacmpoig (no3umugHut abo HeeamugHuUl 8id2yK).
Peanizauia ma HaguyaHHs1 Modenel 6yrno sukoHaHoO 3a dortomozoro bibniomek TensorFlow ma Keras, wo 3abearne-
yyrome iHCmpymeHmapit 0518 e¢heKmu8HO20 BUKOHaHHSI MallUHHO20 HasqaHHS. [Tpoyec Has4aHHS ma mecmyeaH-
Hs1 MoQerieli 8idbysascs i3 3acmocysaHHsIM cmaHOapmHux nidxodie 0o nonepedHboi 06pPObKU meKkcmosux daHuXx,
makux siKk moKeHi3auis ma nideomoeka rociidosHocmedl.

Haykoea Hoeu3Ha. [loka3aHo, wo 0CHOBHO nepegazoro LSTM e 30amHicmb supiwysamu ripobriemy 00820-
CMpoKoBUX 3anexHocmed, wo pobums ix binbw echekmusHUMU 051 3aday, Oe 8aXXIUBO 8paxosysamu KOHMeKcm
Ha dosaux nocnidosHocmsix OaHux. EkcriepumeHmarnbHO nidmeepAxeHo, Wo Yac Hag4yaHHs PeKypeHMHUX HelipOoH-
HUX Mepex cymmeego binbLuuli MopieHIHO 3 HEPEKYPEeHMHUMU MOOersMu, npome 80HU OeMOHCMPYomb mMpoxu
Kpalyy mo4Hicmes.

BucHoeku. Pesynbmamu 0ochidxeHHs cgidyamb rnpo me, wio sukopucmarHsi LSTM mepex € binbw egek-
mueHuM nidxodom 01151 8UpiweHHs1 CKrnadHUx 3aday, siKi nompebyromb 8paxyeaHHsI KOHMEKCMY Ha PieHi Mocidos-
Hocmed, Wo nepesuwyroms 3a 008XUHOK murnosi hpazmeHmu mekcmy. LSTM nepesaxaroms ix 3aedsku 30am-
Hocmi 36epizamu 0oezompuearni 3anexxHocmi, wo ocobnueo eaxrnueo 8 3adadyax, 0e HeobxidHO epaxosysamu
83aEM038’A30K MiX 8i00aneHuUMU eneMeHmamu OaHUXx.

Knruoei cnoea: pekypeHmHa HelpoHHa mepexa, LSTM, RNN, knacucpikauyia Hacmpoig, 00820cmpoKosi
3anexHocmi
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COMPARISON OF RNN AND LSTM NEURAL NETWORKS

The research aims to identify the advantages and disadvantages of different approaches to sequential data
processing, which is an important aspect in natural language processing tasks such as sentiment analysis, machine
translation, and text generation.

The purpose of the work. The purpose of the work is to investigate the effectiveness of different neural network
architectures for the problem of sentiment classification, with an emphasis on comparing RNN and LSTM models.

Methodology. The paper examines the theoretical aspects of the functioning of recurrent neural networks
(RNN) and long-term short-term memory (LSTM) networks, which are specialized variants of RNN. An experimental
compatrison of four different neural network models, including simple recurrent networks (RNNs), LSTM networks,
and convolutional neural networks (CNNs), applied to the sentiment classification task was conducted. For
the experiment, the imdb_reviews dataset was chosen, which contains movie reviews intended for binary sentiment
classification (positive or negative feedback). The implementation and training of the models was done using
the TensorFlow and Keras libraries, which provide a toolkit for efficient machine learning. The process of training
and testing the models took place using standard approaches to preprocessing textual data, such as tokenization
and sequence preparation.

Scientific novelty. It is shown that the main advantage of LSTM is the ability to solve the problem of long-term
dependencies, which makes them more effective for tasks where it is important to take into account the context
of long data sequences. It has been experimentally confirmed that the training time of recurrent neural networks is
significantly longer compared to non-recurrent models, but they demonstrate slightly better accuracy.

Conclusions. The results of the study indicate that the use of LSTM networks is a more effective approach for
solving complex problems that require consideration of the context at the level of sequences exceeding in length
typical fragments of text. LSTMs are superior to them due to the ability to preserve long-term dependencies, which
is especially important in tasks where it is necessary to take into account the relationship between distant data
elements.

Key words: recurrent neural network, LSTM, RNN, sentiment classification, long-term dependencies.

AKTyanbHicTb npoo6nemwu. PekypeHTHi  KOXXHOro enemeHTa NOCNiAOBHOCTI, MPMYOMY BUXig
HenpoHHi mepexi (Recurrent Neural Network, 3anexwuTtb Big nonepegHix obuncneHsb.
RNN) — B1A HENPOHHMX MEpEeX, Lo BUKOPUCTOBY- PekypeHTHi HEMPOHHI Mepexi NPOAEMOHCTPY-

toTbcs B 06pobui npupoaHoi moeu (NLP) (Isakov,  Banu Benukmi ycnix y 6aratbox 3aBgaHHsx NLP.
n.d.). PekypeHTHa Henpomepexa OUiHI0E OOBISbHI Ha ubomy etani cnig 3ragatu, wo tunom RNN, wo
nponosuii Ha OCHOBI TOrO, SIK YacTO BOHM 3yCTpi-  Han4vacTille BUKOpUCToBYeTbCS, € LSTM, aki Haba-
yanucs B TekcTax. 3 iHworo GOKy, Taki Mogeni  rarto Kpalle 3axonntotoTb (36epiratoTb) 4OBrOCTPO-
reHepyTb HOBMWIW TEKCT. HaByaHHS mopeni Ha KoBi 3anexHocTi, Hixx RNN. LSTM — ue, no cyri,
noemax Lllekcnipa go3sonuteb reHepyBaTn HoBur  Te came, wWo i RNN, ski mn po3bepemo B LibOMy

TEKCT, CXOXuin Ha LLlekcnipa. AOCIioKEHi, NPOCTO MakoTb iHWWIA crnocib. obunc-
loes RNN nondrae y nocnigoOBHOMY BUKOPUC-  JIEHHSA MPUXOBAHOMO CTaHy.
TaHHi iHdopmauii. Y TpaguuinHUX HEWNPOHHUX AHani3 ocTaHHiX gocnigXeHb i nyénikauin.

Mepexax MaeTbCA Ha yBasi, L0 Lie BXOAM i BUXoau B ocTaHHi pokn 3pocTae iHTepec 40 BUKOPUCTAHHS
HesanexHi. Ane onsa 6aratbox 3aBAaHb Le He Nia-  pekypeHTHux HenpoHHux mepex (RNN) y 3aBaaH-
XoanTb. SAKWO BKM xo4veTe nepenbayntn HacTynHe  HAX o6pobkm npupogHoi mosu (NLP), Takmx sk
CNOBO Y PEYEHHi, Kpalle BpaxoByBaTW Monepe-  aHani3 HacTpoiB, MalUMHHUI Nepeknag Ta reHepa-
OHi cnoBa. RNN HasuBaloTbCsl peKkypeHTHUMU, Ui TekcTiB. 3Ha4YHa YacTuHa AochnigXeHb 3ocepea-
TOMY LLIO BOHWM BUKOHYIOTb OAHY i Ty XX 3agayy And  XXeHa Ha nokpauwleHHi sgatHocTi RNN npautoBatu

98



Information Technology: Computer Science, Software Engineering and Cyber Security, Bun. 3, 2024

3 [OOBrOCTPOKOBMMMW 3amNeXHOCTAMU, WO € Kpu-
TUYHO BaXNMBUM Yy Takux 3aBgaHHsx. OfaHieto
3 HaMBaXNMBILIMX MOAiA CTano BBEOEHHA Mepex
OOBroTpmueanoi kopoTkodyacHoi nam’siti (LSTM),
AKi 34aTHI BMpiWYyBaTWU Npobnemy 3HWKHEHHS rpa-
JieHTiB Ta 3abe3nedyBatv eqeKkTnBHY OOpPOOKYy
OOBrMX NocnigoBHocTen gaHux. Taki mogeni Oynu
YCNILWHO 3aCTOCOBaHi B pPi3HUX ranyssax, BKIIO-
YyaluM MalMHHUKA Nepeknaj Ta po3nisHaBaHHS
MOBIeHHA. [ocnigxeHHs, Taki 9k pobotn (Glek,
n.d.; Hochreiter, 1991), 3aknann dyHoameHT ans
noaanbLUoro Po3BUTKY L€ TEXHOMOrii, @ OCTaHHi
eKCrnepuMeHTn 4EMOHCTPYIOTb IXHIO BUCOKY edhek-
TMBHICTb Y NOPIBHAHHI 3 TpaguuinHnmm RNN.

MeTta pocnigxeHHAa. MeTtoo gaHoro gocni-
[PDKEHHA € TMOPIBHAHHA edEKTUBHOCTI  Pi3HUX
apXiTeKTYp PEKYPEHTHUX HEMPOHHUX Mepex Ans
knacudikadii HactpoiB. OcobnuvBa yBara npugi-
nseTbesa nopiBHsaHHIO mogenen RNN ta LSTM Ha
OCHOBI eKcnepuMeHTanbHUX pe3ynbrarTiB i3 BUKO-
pucTaHHAM Habopy aaHux imdb_reviews. Baxnu-
BVMM acneKkToM € BMBYEHHS 34aTHOCTI UMX Mope-
nen obpobnATn LOBroCTPOKOBI 3aneXHOCTi, Lo
BM/MBAOTb Ha TOMHICTb Knacudikauii HacTpoiB
y TEKCTOBMX NOCIIiAOBHOCTSX.

Buknag ocHoBHOro wmartepiany Agocni-
AXeHHs. JTiogm He 3anyckatoTb pO3yMOBUI NpoLLEec
i3 HyNSA y KOKHUN MOMEHT Yacy. YuTatoum cTaTTio,
BY pPO3yMi€TE 3HAYEHHS KOXXHOMO CrioBa Ha OCHOBI
3HayeHb nonepegHix cnie. [ymkn marTb Bnac-
TMBICTb HaKoMMyyBaTUCA Ta BNAMBATU OAMH Ha
ofgHoro. Llen npvHLMN BUKOPUCTOBYETLCS Y Mepe-
xax LSTM (Glek, n.d.).

MpocTi HENMPOHHI MepeXi He MOXYTb LbOro 3po-
OouTK, i ue cepnosHa Baga. YaBiTb, WO BU XO4eTe
B peanbHOMYy Yaci knacudikysatu nogii y dinbmi.
Hesposymino, sk 3BM4YariHa HeWpoHHa Mepexa
MOXe BWKOPWUCTOBYBATU 3HAHHA MNpPO MonepeHi
nogaii, Wo6 BMBYNTW HACTYIHI.

PekypeHTHi HelnpoHHi mepexi (PHM) Bupi-
WyTb U0 npobnemy. Yepes HasiBHICTb LUMKMIB
PHM Burnsgatote Ginbl CKagHMMWU MOPIBHSAHO
3 MNPOCTUMU HEWPOHHUMW Mepexamu, arne Ha
crnpaegi Mk HUMWM HeMae Benukoi pisHuui. PHM
MOXHa po3rngagaTu, sK Kinbka Konin ogHiel n Tiel
XK Mepexi, KOKHa i3 SKMX nepedae noBigoMMEHHS
HaCTYMHUKY.

B ocTaHHi poku OOCArHyTO ycnixy B 3acTOCy-
BaHHi PHM go wupokoro kona npobnem: pos3nmis-
HaBaHHS MOBIEHHS, MIHrBICTUYHE MOAENIOBaHHS,
nepeknag, onuc 3obpaxeHb. Ha gonomory y Bupi-
WEeHHI nepepaxoBaHux 3agavy npunwnun LSTM
(Bengio, Simard, & Frasconi, 1994). LSTM (long
short-term memory abo dogsza KOPOMKOCMPO-
Koga mam’simb) — Murn PeKypeHMHOI HelpOHHOI
mepexi, 30amHuli Hag4amucsi 00820CMPOKO8UM
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3anexHocmsam. LSTM, sikienepuwe 6yrno npedcmas-
neHo 8 pobomi (Hochreiter & Schmidhuber, 1997)
ma romim yOOCKOHa/nleHO ma rorynspu308aHo
iHwumu docniOHUKkamu, 0G0bpo crpaesnsrmscs
3 bacambma 3a80aHHSAMU | OOCi WUPOKO 3acmo-
cosyrombces. LSTM cneuianbHO po3pobneHo ans
YCYHEHHS NpobrnemMun AOBroCTPOKOBOI 3aNEXHOCTI.
IxHs cneuianisauis — 3anam’siToByBaHHS iH(Op-
MaLuil npoTdaroMm TpuBanux nepiogiB 4acy, ToMy
X npakTu4yHo He noTpibHo Haeyatm (Hochreiter,
1991; Bengio, Simard, & Frasconi, 1994)!

MpuHumnn po6otu mepexi LSTM. LSTM 3amen-
Wwye abo 36inbLUye KiNbKiCTb iHhopMaLii Npo cTaH
KOMipKM, 3anexHo Big notped. [na uboro BUKO-
PUCTOBYHOTBLCS CTPYKTYPMU, LLIO PETENBHO HanaLTo-
BYIOTbCS, SIKi HA3UMBalOTLCS reMTamu.

lenT — Le «bpamay, ska nponyckae abo He npo-
nyckae iHgopmadito. [elTn cknagarTbCa 3 CuUr-
MOBWOHOrO LWapy HEeNMPOHHOI Mepexi Ta onepadil
MOTOYKOBOrO MHOXEHHS.

Ha Buxogi cuvrmMoBuMAHOro LWapy BuOAKTbCH
yucna Big Hyna A0 OAMHMLUI, BU3HAYaKuM CKiflbKu
BiJCOTKIB KOXXHOT ogMHMLi iHbopMaLii NponycTUTK
aani. 3HadeHHa «0» oO3Hayae «He NponycTUTH
HIYOro», 3Ha4YEHHS «1» — «MPONYCTUTU BCEY.

NMokpokoBa cxema pobotn mepexi LSTM.
LSTM mae Tpu Taki redtn Ons KOHTPOM CTaHy
KOMIipKM.

1. Wap BTpatn. Ha nepwomy etani LSTM
noTpibHO BMpIWKTK, AKY iHopMaLito My 30mpa-
€MOCS BUKMHYTU 3i CTaHy KOMipku. Lle piwleHHs
NPUUMaETLCA  CUrMOBUAHMM  LLIAPOM, 3BaHUM
LwapoMm renty BTpaTtu. BiH oTpumye Ha BXig i BUaae
yncno Big 0 go 1 ona KOXHOroO HOMepa B CTaHi
Komipkn C. 1 o3Ha4ae «MnoBHicTiO 36epertn», a 0 —
«uinkom Buganutuy (puc. 1).

2. Uap 3b6epexeHHs. Ha HacTymHomy Kpoui
noTpibHO BUPIWNTK, AKY HOBY iHdopMauito 36e-
pertu y craHi Komipku. Pogi6’emo npouec Ha ABi
yactTuHu. Cnodatky CUrMOIgHUIM Wap, 3BaHWI
«lWapoM renTy Bxody», BUpILIYE, AKi 3HAYEHHS
noTpibHO oHoBWTK. lNMOTiM Wap tanh cTBOpPIOE BEK-
TOp HOBMX 3Ha4YeHb-kaHauaaTiB C, aki gogatoTbes
Ao cTtaH. Ha HacTtynHomy eTani My 06’egHaemo Ui
ABa 3HAa4YEeHHS A4S OHOBIEHHS CTaHy (puc. 2).

3. HoBun ctaH. Tenep oHOBMMO nonepe-
OHIN CTaH KOMIpKN Ans OTPUMaHHSA HOBOrO CTaHy
C. Cnoci6 oHoBneHHs1 obpaHo, Tenep peanisyemo
camMe OHOBIIEHHS.

MomMHOXUMO cTapuii cTaH Ha f, BTpavaroum
iHbopmaLito, siky Bupiwmnm 3abyTu. MNoTtim gopa-
emo i*C. Lle HOBI 3Ha4YeHHs KaHanAaaTiB, SKi MacLu-
TabylTbCA 3anexHo Big TOro, K My BUPILLMIIM
OHOBWTW KOXXHE 3HaYeHHs cTaHy (puc. 3).

HapewwTi, noTpibHO BUPILLIMTH, LLIO XO4EMO OTpU-
MaTu Ha Buxogi. Pesynbrat 6yae BigdinstpoBaHnm
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f, :(T("I'I'E}).f_l.;l't] + [)!)

Puc. 1. LLap BTpatn

if = (7(”',"{}”_]..1'1] + h,)

(0 = tanh(We-[hi—1,2¢] + be)

Puc. 2. lLap 36epexeHHs

Co= T3 %G1 +5%C)

Puc. 3. lLlap HoBoOro cTtaHy

e A

o =0 (W, [hi—1,2¢] + bo)

h: = o4 * tanh (C})

Puc. 4. OTpumaHHA pe3ynbTaTy Ha BUXOAi 3 KOMipKK

CTaHOM Komipku. CnovaTky 3anyckaemo curmoig-
HWI LWap, SK1in BUPILLYE, SKi YaCTUHN CTaHy KOMIpKU
BuBogmTtu. [loTiM nponyckaemo CTaH KOMipKu
yepes tanh (06 po3MiCTUTK BCi 3HAYEHHS B iHTEp-
Bani [-1, 1]) i MHOXXUMO MOro Ha BUXIOHWIA CUrHan
CUrMOBUAHOrO renTy (puc. 4).
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OnucaHa B1we cxema TpaguuinHa ona LSTM. Ane
He Bci LSTM igeHTnuHi. Hacnpaegi make B KOXHIN
CTaTTi BUKOPUCTOBYIOTLCS BEPCIl, LU0 BiAPI3HAOTHCA.
BigMiHHOCTi He3Ha4Hi, ane BapTo 3ragaTty AeskKi 3 HUX.
Y nonynapHomy BapiaHTi LSTM, npegctas-
neHomy B (Gers & Schmidhuber, 2000), mn
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JO03BOMSEMO LWapaM renTiB nepernsgartu cTad
Komipkm (puc. 5).

Ha piarpami Bropi «oko» € y BCix rentis, ane
B 6araTbOX CTaTTAX BiH € NuLIe B AESKUX renTiB.

IHWKI BapiaHT — BUKOPUCTaAHHA MOB’A3aHMX
renTiB BTpaTu Ta Bxogy. 3amicTb TOro, Wwob okpemo
BMpilLYBaTK, WO 3abyTu, a 4O 4Oro Joaartn HoBY
iHbopMaUito, MU YXBaftoeEMO Li PilLeHHA OAHO-
YyacHo. Mu 3abyBaemo iHdopmaLito nuwe ToAi,
KONMM MNOTPiGHO MOMICTUTM LOCb HOBE Ha TOMY
camomy Micui. HoBi 3HaYeHHA BHOCATLCHA B CTaH
nvwe Todi, Konu mu 3abyBaeMO LWOCL CTapille
(puc. 6).

€ Garato iHwwux BapiaHTiB LSTM, Takux sk PHC
3 rentom rmubuHn (Yao et al.,, 2015). Bigomui
TaKoX 30BCiM iHLWMIA NigXig 4O BUPILLEHHSA OOBro-
CTPOKOBMX 3anexHocTen, HasegeHun y (Koutnik et
al., 2014).

MopiBHAHHA 4 Mopgenen HEWPOHHUX
Mepex Npu BuUpilleHHi 3agadi po3nisHaBaHHA
HacTpoiB. Y LbOMYy poO3Aifi MU nopiBHAeMo 4
Pi3Hi Mofdeni HEMPOHHMX MEpPEX MPU BUPILLEHHI
3apadi po3snisHaBaHHS (knacudikauii) HacTpoiB.
Mwu 6ygoemo BMKOpPUCTOBYBaTW MOBY Nporpamy-
BaHHA Python Ta naketn Keras ta TensorFlow.
TensorFlow — ue BigkpuTe nporpamHe 3abeane-
YEeHHs ONS MalWMHHOIO HaBYaHHA Ta rMUMOOKOro
HaB4YaHHsA, po3pobneHe Google. TensorFlow
3pYYHMIA ANS BUKOPUCTaAHHA B pi3HMX obnac-
TSX, BKMOYaluM Benuki ob6uncrneHHs, obpobky
NPUPOOHNUX MOB, KOMM'IOTEpHMI 3ip i ©Oarato
iHWKx. Keras — Le BUCOKOpiBHEBMI iHTepdewnc

—

ANs po3p0obKM HEMPOHHUX MepeX, AKUA npauioe
nosepx TensorFlow Ta iHWKXx GibnioTek MawwunH-
HOro HaBYaHHS.

Mu  po3rmsiHeMO NPakTU4HO  PO3rMsHEMO
po6oTy TakMx WapiB HEMPOHHUX MepeXx sk Flatten,
LSTM, GRU, Convolution. lWapn LSTM 1a GRU
CTOCYIOTbCHA PEKYPEHTHUX HENPOHHUX MEPEX,
TOGTO Mepex ANs AKUX BaKIIMBUIA NOPSOOK BXO-
AiB. BoHn BXe posrmaganvcb Hamu y posgini 2.
Wap Flatten BukopuctoBYyETHCA ANA NEpeTBO-
PEHHSA BXiAHUX OAHUX, AKi MOXYTb MaTu baratoBu-
MipHy doopMy, y ogHOMipHUI BekTop. Lle ocobnmeo
KOPUCHO, KOMW BW nMpautoeTe 3i 3ropTKOBMMU
HenpoHHMK mepexkamm (CNN), e Buxogu 3ropT-
KOBMX LLIAPIB MOXYTb OyTN TPUBMMIPHUMU (BUCOTA,
lUMpWHa, mMubuHa). B OCHOBI 3ropTkOBMX LUapiB
(Convolution layer) HEWPOHHOI Mepexi NeXxuTb
onepauist 3ropTkm (puc. 7). 3roptka — ue npouec
AOLaBaHHSA KOXHOro ernemMeHTa 300paeHHs [0
NOro cycifis, 3BaXXeHNX S4POM.

OpHa 3 3agay ge nopsgok BxodiB Mae 3Ha-
YeHHs1, TO6To BaxaHe 3aCcTOCyBaHHS PEKYPEHTHUX
HEMpPOHHNX Mepex, ue 3ajada nobynosu moaern,
sKka byae po3pisHATU NOYYTTS, HaBITb SKLLO CMOBa,
BMKOPUCTaHi B ABOX PEYEHHAX, OOHAaKOBI.

1: Moim gpy3sam nogobaeTtbca inbm, ane MeHi
Hi. --> HeraTUBHWI BiAryK

2: Moim gpy3sam He nogobaeTbcsa inibM, ane
MeHi NogobaeTbCs. --> NO3UTUBHMI BIOryK

Mwu po3rnssHeMo came Lo 3agady i NopiBHAEMO
noBefiHky 4 3asHayeHuX BULLE TUMIB Mepex npu
BUPILLIEHHI L€l 3agaui.

f,r =T (l-l"J--[C;,_l,h,s ]..I.'lf] -+ h__r')
I;f_ = {11'_,;'|C¢MIJIF |..'.F',I_I -+ f),;:]
or = o (W, [Ce, hir, 2] + bo)

Puc. 5. BapianTi LSTM, ge wapwv rentiB MOXyTb nepernaaaTv cTaH KOMipKu

fe.

Oy = fr * Cro1 + (1— ft) *ér

Puc. 6. Bapiant LSTM 3 BUKOpMCTaHHAM NOB’sAI3aHUX renTiB BTPaTu Ta BXoay
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Bxiad pam DiInNLTp Kapta o3xax
4 I'e |2 85]8 3 | 2|86
1 0 -1
1 6 2 Bl 0 3
1 0 -1
2|4 5 4|5 2
1 0 -1
5 6 5 B 7 8
PoamipHicTs Bx6x3
8 DT T RN R 1 Poamip dinstpa =3
Kpok s=1 (306p. ANA APYroro Kpoky)
S S =8 153 el (N4 [onosHenHn p=0
B .
Puc. 7. Onepauisi 3ropTku
Inl inport tenserflow_datasets as tids =
imdt, info = tfds.load('imdb_reviess', split="train', with_info=Truel

of = vfos.as_dataframe(inoh, info)
df head()

Srowex I celumes pd DutaFrame »

lapel i et

L Bl B3 e &3

1=

0 B"This was an apsoluftely terrible movie. Oon°t be Lured in by Christopher Malken or Richael Ironside. Both are great
0 B'I have been known To fall asieep during files, but this 15 usyally due to & comblnation of things incleding, reall
B'b'Mann phatographs the Alberta kocky Mountains in a superd fashion, and Jimey Stesart and @aiter Erennan give enjoya-
1 b'This 15 the kind of f11m for A snowy Sunday afternoan when the rest of the world can go anead with its own busines.

1 b'As others have mentioned, a1l the women that go nede in this fils are mostly sbsolutely gorgecus. The plot wery abe

Puc. 8. NMpuknaa 3pa3kiB gaHUX 3 LbOro garaceTty

B skocTi BXigHUX gaHux mu 6yaemo BMKOPUC-
ToByBaTM BOynosaHun y Tensorflow Habip gaHux
imdb_reviews. Lle Benukun Habip gaHux ornsaais
dinbmiB. BiH came cTBOpeHuit ans GiHapHoi kna-
cudikauii HacTpoiB, WO MICTUTb 3HAYHO OBinbLue
OaHWX, HiK nonepedHi eTtanoHHi Habopu OaHux.
Y Habip BxogaTtb 25 000 ornsagiB nonsipHMX oOrns-
4iB inbmiB Anga Hae4yaHHA Ta 25 000 gnsa tecTty-
BaHHSA. ICHYIOTb 40AAaTKOBI HEMapKOBaHi AaHi ans
BUKOpUCTaHHSA (puc. 8).

Mepepn ycim iMnNopTyeMo HeoOXigHi 3anNeXHOCTi.
3arpysumo partacer Ta BMKOHAEMO MiAroTOBKY
Aanux. [lani Ham byge noTpibHO CTBOPUTH CMIOBHUK
3 HyNns Ta creHepyBaTu AOMOBHEHI MOCNIAOBHOCTI.
Mwu ue 3pobmmo 3a gonomoroto knacy Tokenizer
i meTogy pad_sequences() (puc. 9).

OcHOBHOIO nepeBaroto nNepLuoi Mogeni € ii npo-
ctoTa. IHdopmauio Wwoao uiei mogeni 306paxxeHo
Ha puc. 10.
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Ha puc. 11 HaBegeHo pesynsrati HaBY4aHHA Ta
Banigadii (tectyBaHHs) mogeni.

Mogenb LSTM € Hanbinbw nepcnekTUBHO
npv BUPILLEHHI OaHoi 3agadi. IHpopmauito wono
uiei moaeni 306paxeHo Ha puc. 12.

Ha puc. 13 HaBegeHO pe3ynbratv HaB4aHHA Ta
Banigauii (tectyBaHHsa) mogeni LSTM.

Mogens GRU € cnpowieHnm BapiaHToOM none-
penHboi Mogeni Ta 064YNCNEeHHS NOBUHHI 3arMaTu
MeHwe 4acy. IHdopmauio woago uiei mogeni
306paxkeHo Ha puc. 14.

Ha puc. 15 HaBegeHO pe3ynbratv HaB4aHHA Ta
Banigauii (tectyBaHHs) mogeni GRU.

Mogens Convolution HaBegeHo Ha puc. 16. Lis
Modenb € CrpoLeHMM BapiaHTOM nonepeaHsLol
Mogeni Ta 0B4MCNeHHS MOBUHHI 3aMaTi MEHLLIE Yacy.
IHcbopmauito Wwoao wiel mogeni 306paxeHo Ha puc. 17.

Ha puc. 18 HaBegeHO pe3ynbratv HaB4aHHA Ta
Banigadii (tectyBaHHs) mogeni Convolution.
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vocab size = 10000
max length = 120
trunc type="post'
ocov_tok = "<OOV>"

TrifFio] 7 Fhoa Takendiser ~looco

# lnitialize = e e =

tokenizer

Cenlerate Che WoIrd 1naseX QiloTionary

Tokenizer (num words = wocab size, ocov token=oov_tok)

m
by

tokenizer.fit on texts(training sentences)

word_index = tokenizer.word index

¥ Generate and pad the training s

m

E—

sequences = tokenizer.texts_to_sequences(training_sentences}
padded = pad segquences (sequences,maxlen=max length, truncating=trunc_type)

testing padded = pad sequences (testing sequences,maxlen=max length)

Puc. 9. CTBOpeHHSA CNOBHMKA Ta reHepyBaHHA JOMOBHEHUX NOCSiAOBHOCTEN

Hodel: "seguential”

Layer (type) Output Shape Param 7
vecning (Rasesing)  (ees, 110, 200 aeeees
flatten [Flatten) (None, 19208) 5]

dense (Dense) (None, &) 11524
dense.1l (Dense) (Mone, 1) 7

Total parami: 17153353 (&79.0% KE)
Trainable params: 1715333 (&T0.05 HAE)
Mon-trainable params: @ (0.00 Byte)

Puc. 10. JetanbHa iHcpopmauis npo moaensb Flatten

Puc. 11. Peaynbrati HaBYaHHA Ta TecTyBaHHA mogeni Flatten

Omxe, Tenep, Konu MW oTpuUManu pesynb-
TaTtu ycix 4 mogenewn, nNopiBHAEMO iX. Y nepLuin
mMogeni mu BuUKOpucToByBanu crnoi embedding
Ta flatten, 3a akumm mu BukopucTOBYyBanu, sik
i B iHLWUMX mMoaensix noBHO3B'sA3HI cnoi. Mogenb
MicTuTb 171 533 napameTpamu. MapHa TOYHICTb
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nepeipkn (~80%), ane sABHe nepeHaBYaHHS.
TpeHyBaHHA 3arimae nuwe 6nM3bko 5 cekyHAa
Ha enoxy.

Mpu BukopucTtaHHi mogeni LSTM mn maemo
172941 napameTp. [pn UbOMY HaB4YaHHS 3aimae
npubnnaHo 43 cekyHOM Ha enoxy. TOuHICTb
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*sequentisl 1"

LAY R

11U

embedaing 1

Output Shage

pigirectional (Bldirection ({Kene,
al)

gense 2 (Dente) (Wene,
mense. 3 (Dense) Rong,
Total parsas: 172941 (673.353 KB)
Trainable params: 177941 (675.553 KB
Nea-tralnable params: @ (0,00 Byted

Puc.

Puc. 13. Pe3ynbraTtn HaB4YaHHA Ta TecTyBaHHA mogeni LSTM

Wodel: “sequential 2®

Layer (type)

enbedding. 2 {Embedding)

Dwtput Shape

{Rane,

pidirectionsl_1 (Bidirecti ({Wone,
anal)

dense_& ([Qense) {Wane,
dense_5 ([Dense) (Wane,

PAFEE ©
14000
(=L} FH00
al 390
1) T

Total params: 189997 (&6,

Trafnable params: 109957 (L4405 HE)
Ran-trainable params: B (8.08 Byte)

KE)

Puc. 14. fletanbHa iHdopmauia npo mogens GRU

nepesipkn kpawa (~83%), ane € we peske
nepeHaB4yaHHs. lMpyn BUKOpUCTaHHI ABOHaNpaB.-
neHoro GRU mepexa mae 169997 napamertpiB.
Yac HaB4aHHA 3MeHWwunTbes o 20 cekyHn Ha
enoxy, i TOYHICTb 3HOBY AyXe xopoLwla, fig 4ac
TPpeHyBaHb i He HAATO MoraHa nig Yac nepesipku
(~82%), ane mepexa 3HOBY X Taku OAEMOHCTPYE
Jesike nepeHaB4YaHHs. 3i 3ropTKOBOK MEPEXKEID
Mn maemo 171149 napameTpiB, i Yac HaB4YaHHS
cknagae OnmM3bKo LWIECTU CeKyHA Ha enoxy, wob
Habnuantuca go 100-BigCOTKOBOI TOYHOCTI MiA
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yac HaB4YaHHA Ta Onu3bko 83 BigcoTKIB nig 4ac
nepesipkW, ane 3HOBY X TakM MaemMo nepeHa-
BYAHHS.

BucHoBkn. PosrngHto apxitektypu RNN,
LSTM i GRU. Mogenb LSTM onucytoTbca cknag-
HiLLMM HaboPOM PiBHSAHB Y NMOPIBHSAHHI 3 NPOCTUMU
HENPOHHNMWN MEpPEXaMu i € BENMKMM KPOKOM Y pO3-
BuTky PHM. Xoya Hawi mogeni nokasanun mamxke
OOHaAKOBY TOYHICTb, MPU LbOMY Yac HaBYaHHS npu
BUKOPUCTAHHI PEKYPEHTHMUX HEWPOHHUX Mepex
BUSABMBCS 3HAYHO OGiNbLUMM, TUM HE MEHLU BOHMU
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Puc. 15. Pe3ynkTaTtn HaB4aHHA Ta TecTyBaHHSA mogeni GRU

embedding dim = 16
filters = 128

kernel size =
dense_dim = @

[4a]

model conv = tf.keras.Sequential ([

tf.keras.layers.Embedding (vocab_size, embsdding dim,

input length=max length),

tf.keras.layers.ConvliD(filters, kernsl size, activation='relu'),
tf.keras.layers.GlobalAveragePoolinglD (),
tf.keras.layers.Dense (dense dim, activation='relu'),

tf.keras.layers.Dense(l, activation=

NUM EPOCHS 10
BATCH SIZE = 128

'sigmoid')

_conv.compile {loss='binary crossentropy',optimizer='adam',metrics=['accurac

history conv = model conv.fit(padded, training labels final,
batch size=BATCH SIZE, epochs=NUM EPOCHS, validation data=(testing padded,

testing labels final))

s

plot _graphs
plot _graphs

history_conv, accuracy")
history conv, 'loss')

Puc. 16. CtBopeHHA Ta HaB4YaHHA mogeni Convolution

MOKasyloTb 3HAYHO Kpalli NPaKTUYHI pesynbratu
Hi>x 3BnYanHi PHM npu BupilleHHi BinbLu cknagHux
3aBdaHb MalWHHOIO nepeknagy, po3nisHaBaHHSA
pyXxy, reHepauji TekcTy Ta iH. [onoBHOW nepesa-
roto LSTM € ixHa 34aTHICTb YHUKHYTU npobrnemu

3HUKIIMX Ta BUOYBalo4MX rpagieHTiB, 3 AKOK CTU-
KaloTbcsa 3Bmn4anHi PHM, 3aBasiku BBegeHHO crne-
LianbHMX BOPIT (BOPIT 3abyBaHHsA, BOpPIT BXOoAy,
BOPIT BUBOAY), sIKi KOHTPONIOKOTbL NOTIK iHCpopMaLi
B MoAeni.
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Model: "sequential_3"

Layer (type) Output Shape Param #
:Z;bedding_3 (Embedding) (None, 128, 16) =::;oeeaa
convld (ConvlD) (None, 116, 128) 10368

global_average_poolingld ( (None, 128) ]

GlobalAveragePoolinglD)

dense_6 (Dense) (None, 6) 774

dense_7 (Dense) (None, 1) 7

Total params: 171149 (668.55 KB)
Trainable params: 171149 (668.55 KB)
Non-trainable params: @ (8.00 Byte)

Puc. 17. JeTtanbHa iHcpopmauisa npo mogenb Convolution

0.950
0.925
0.900
0875 [
0.850 I

0.825 ‘

08001 | G o S
val_ac

Puc. 18. Pe3ynbratn HaB4YaHHA Ta TecTyBaHHA mogeni Convolution
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RESULTS OF THE ANALYSIS OF THE EFFECTIVENESS
OF WIRELESS DATA EXCHANGE TECHNOLOGIES WHEN CREATING
INFORMATION SYSTEMS FOR AGRO-MONITORING

Relevance. The reliability of wireless networks is a critical aspect in modern infocommunication systems,
especially given their widespread use in a variety of industries, including agriculture, healthcare, transportation,
and industry. These networks must provide continuous and reliable communication, which is becoming increasingly
important in the context of the growing number of connected devices and increasing requirements for quality
of service (QoS). Reliability here includes the ability of a network to continue to function properly during and after
failures, as well as ensuring secure data transmission.

The main aim is to conduct a comparative analysis of several architectures of neural networks in order to
determine the most suitable for modeling the reliability of wireless networks. In the second part of the study, several
wireless communication standards will be simulated using the selected algorithm, which will allow for a deeper
analysis and draw conclusions about reliability.

The research object is the modern wireless communication standards and their effectiveness under
various application conditions. The research subject is methods and models of comparison of the performance
and characteristics of 5G, Wi-Fi, LTE, and Zigbee for different types of networks and applications.

Conclusions. The results emphasize that 5G is the most promising standard for applications requiring high data
transfer speeds and low latency. Wi-Fi remains a popular choice for local networks, but its performance decreases
over long distances and in environments with significant interference. LTE offers a good balance between coverage
area and performance, while Zigbee is the least performant but effective for low-speed and energy-efficient loT
applications. Overall, the research results confirm that the choice of wireless communication standard depends on
specific network requirements, including bandwidth needs, coverage area, latency, and energy efficiency.

Key words: wireless networks, reliability, neural networks, QoS, data transmission, network performance.
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Bi6niorpadiyHum onuc crarri: JlaktioHoB, |., )Kabko, O., Oa4yeHko, I. (2024). Pesynsratn aHanisy
edeKTUBHOCTI 6e34pOoTOBUX TEXHOMOriN 0OMiHY AaHMMKM nig 4Yac nobygoBu iHPOPMAUIMHUX CUCTEM
arpomoHiTopuHry. Computer Science, Software Engineering and Cyber Security, 3, 108—115, doi: https://
doi.org/10.32782/1T/2024-3-11

PE3YNbTATU AHANI3Y EGEKTUBHOCTI BE3POTOBUX TEXHONOIX OEMIHY
OAHUMU NIQ YAC NOBYAOBU IHOOPMALIMHUX CUCTEM AFPOMOHITOPUHIY

AKkmyanbHicmb. HadiliHicmb 6e30pomosux Mepex € KpUMUYHO 8aXXIUBUM acrekmom y Cy4acHUX iHGbOKoMYy-
HiKauiliHUX cucmemax, ocobnueo 3 025150y Ha iX WUPOKE 3acmocy8aHHsl 8 PISHOMaHIMHUX 2asly3siX, 8KIIHYarqu
CinbcbKe 20¢no0apcmeon, 0XOPoHy 300p08’s, mpaHcropm ma npomucriosicme. Lli mepexi maroms 3abesneqyysamu
besnepepsHull i HadilIHUl 38’A30K, W0 cmae dedari 8aXuUGIlUM 8 yMo8ax 3pOCMaHHS Yucna MioKIYeHUX npu-
cmpoie ma nidsuweHHs1 aumoe 3o sikocmi obcry2osysaHHs (QoS). HadiliHicmb eknroyae 30amHicmb Mepexi npo-
doexysamu OyHKUIOHy8amu HasexHUM YUHOM i vac i ricrisi 36oig, a makox 3abesneqyeHHs1 be3neqyHoi nepedadi
0aHux.

Memoro po6omu € rposedeHHs1 MOPieHSINIbHO20 aHani3y KinbKox apximekmyp HelpOHHUX MepeXx 3adrisi 8U3Ha-
YeHHs Halibinbw npudamHoi dns modentogaHHs1 6e30pomosux mepex uiodo oyiHku ix HadiliHocmi. Takox y cmam-
mi nposedeHo docnidkeHHss Memodamu MOOEHB8aHHS KinlbKox cmaHdapmie 6e30pomoe8020 38’53Ky 3a A0MOMO20t0
0bpaHo20 aneopummy, Wo Ao380usI0 Nposecmu anubwul aHanis i 3pobumu 8UcHO8KU W0do HaditHocmi.

06’ekmom docnidxeHHs € cy4acHi cmaHOapmu 6e30pomoeo20 38’3Ky ma ix eqhbeKmueHICMb y Pi3HUX yMo8ax
3acmocyeaHHs. lTpedmemom AocnidxeHHs1 € MemoOu i MoOesi MopPieHSIHHSI MPOOYKMUBHOCMI ma xapakmepuc-
muk 5G, Wi-Fi, LTE ma Zigbee 0ns pi3HUX muriie Mepex i 3acmocysaHb.

BucHoeku: pesynbmamu MoOern8aHHs1 nidkpecorome, wo 5G € Halbinbw nepcrnekmusHUM cmaHd0apmom
0ns 0odamkie, W0 sumazarompb 8UCOKOI weudkocmi nepedayi GaHux i HU3bKOI 3ampumku. Wi-Fi 3anuwaemscs
nonynsapHuM gubopom Orisi 1oKanbHUX Mepex, ane (io2o MpodyKmueHiCmb 3HUXYEMbLCS Ha 8efuKux eidcmaHsix
i 8 ymoeax eesnukoi Kinbkocmi nepewkod. LTE nponoHye xopouwy 36anaHco8aHicmb MiX 30HOK MOKPUMMS ma rnpo-
dykmueHicmio, a Zigbee € HaliMeHwWw rpodyKmueHUM, rpome eheKmueHUM 07151 HU3bKOWBUOKICHUX | eHepaoeghek-
museHux 0odamekig loT. 3azanom, pedynbmamu docnidxeHHs nidmeepdxyoms, wo subip cmaHdapmy 6e3dpomo-
8020 38’A3Ky 3anexums 8i0 KOHKpemHux aumoe 00 Mepexi, 8KmoYarodu nompebu 8 nponyckHili 30amHocmi, 30Hi
fnokpummsi, 3ampumui ma eHepaoeheKmueHoCcMi.

Knro4oei cnoea: 6esdpomosi mepexi, HadiliHicmb, HelipoHHI mepexi, Q0S, nepedadya daHuX, NPOAYKMUBHICMb
MEpEXi.

The relevance of the scientific and applied Various methods and algorithms are used to
research task. Reliability of wireless networks is  analyze and improve the reliability of wireless net-
a critically important aspect of modern infocom-  works, with neural networks playing a significant
munication systems, especially considering their  role. Specifically, in studies of the reliability of neu-
widespread use across various sectors, including  ral networks used in critical systems, it has been
healthcare, transportation, and industry. These found that even the best models can be prone to
networks must provide continuous and reliable  errors during deployment. In such cases, methods
connectivity, which becomes increasingly impor-  like SelfChecker and Deeplinfer are employed to
tant as the number of connected devices grows  assess model reliability based on the analysis of
and the demands for quality of service (QoS) the model’s internal layers or conditions on input
increase. Reliability here includes the network’s  data, thereby enhancing the accuracy of reliability
ability to continue functioning properly during and  predictions (Pinconschi et al., 2024).
after failures, as well as ensuring the secure trans- Aim and objectives of the article. The main
mission of data (Sharma et al., 2023). aim of the article is to analyze and synthesize
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approaches to enhancing the reliability of wireless
networks by leveraging the latest advancements in
neural network technologies, ensuring stable and
secure operations in critical communication sys-
tems. To achieve the set aim, the following objec-
tives need to be met:

— conduct a critical analysis and logical gener-
alization of existing approaches to improving the
reliability of wireless infocommunication networks;

— identify and examine the most effective archi-
tectural solutions and algorithms for enhancing
network reliability, with a focus on neural networks;

— develop and evaluate structural models and
algorithms for assessing the reliability of wireless net-
works using selected neural network architectures;

— provide recommendations for future research
directions to advance the reliability of wireless
communication systems, particularly in critical
applications.

Comparative analysis of neural networks.
For the comparative analysis, four main neural
network architectures were selected: Multilayer
Perceptron (MLP), Convolutional Neural Networks
(CNN), Recurrent Neural Networks (RNN), and
Transformers. These models were chosen based
on their popularity in solving various tasks related
to prediction and classification, as well as their
potential suitability for analyzing the reliability of
wireless networks (Mufioz-Zavala et al., 2024).

Detail Compact Column

e sort_id B date_d_m_y = B time

Fig. 1.

The main criteria for selection were:

— performance: the model’s ability to provide
high accuracy in complex conditions, which is
important for reliability;

— noise resistance: the model’s ability to main-
tain effectiveness in the presence of noise in the
input data;

— computational complexity: an evaluation of
resource requirements for running the models,
especially in the context of real-time processing.

Architectures description:

— MLP (Multilayer Perceptron): a classic model
with full connectivity between layers, capable of
solving a wide range of tasks;

— CNN (Convolutional Neural Network): used
for processing data with spatial dependencies,
particularly effective for image analysis;

— RNN (Recurrent Neural Network): specializes
in processing sequential data, such as text or time
series;

— transformers: a modern architecture that has
shown high efficiency in tasks where processing
long sequences and complex contexts is impor-
tant.

For comparing the selected neural networks,
the following metrics were used:

— accuracy: the overall proportion of correct
predictions, allowing the evaluation of the model’s
effectiveness;

@e sensor_id & sensor_ty... =

Dataset for further analysis (retrieved from kaggle.com/datasets/halimedogan/

wireless-sensor-network-data/data)
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— recall: reflects the model’s ability to identify all
actual positive cases;

— F1-score: the harmonic mean between accu-
racy and recall, allowing the assessment of bal-
ance between them.

To obtain quantitative and qualitative evalua-
tions presented in Table 1, a series of experiments
was conducted on synthetic and real data. Initially,
datasets were collected and prepared that reflected
various aspects of wireless networks, including
traffic data, signal level, latency, and errors. Syn-
thetic data were generated by simulating different
scenarios of wireless networks, allowing for con-
trolled parameters and the introduction of targeted
noise (Zhu et al., 2023). Real data were obtained
from existing datasets containing information on
real operational conditions and potential failures.

The models were trained on training datasets
with subsequent validation on test datasets that
included cases with varying levels of noise. To
increase the accuracy and stability of the results,
the k-fold cross-validation method was used. Each
model underwent several cycles of training and
testing with different data distributions, reducing
the impact of random factors (Wang et al., 2023).

Various public datasets collected from reputa-
ble sources were used for modeling and analyzing
neural networks in the context of wireless network
reliability research. The training and testing data-
sets were selected considering the specifics of
the network scenarios under study, ensuring high
modeling quality and relevance of the obtained
results. In particular, the following sources were
used to train the models:

1. Wireless Network Traffic Data (UCI Machine
Learning Repository) is a dataset containing infor-
mation about traffic in wireless networks. This
dataset allows for modeling various aspects of
network operation, including signal level analysis,
latency, and errors. Using this dataset provided the
opportunity to test the models under real wireless
network operating conditions.

2. CICIDS 2017 Dataset (Canadian Institute for
Cybersecurity) is a dataset for anomaly detection
in networks, containing detailed information about
various types of network traffic, including both
normal traffic and traffic related to attacks. This
dataset was used to evaluate the models’ ability to
detect anomalies in complex conditions.

3. IEEE Dataport Wireless Network Data is a
platform providing access to datasets collected in
real wireless networks. Choosing data from this
platform ensured modeling and testing of neural
networks under real conditions with varying lev-
els of noise and other factors affecting network
reliability.

The training data underwent preprocessing to
ensure the correctness of the modeling:

1. Data Collection and Preprocessing: real data
were collected from public sources such as UCI,
CIC, and IEEE Dataport. The data were cleaned of
potential artifacts and anomalies that could nega-
tively impact the modeling results.

2. Statistical Characteristics Analysis: for each
dataset, an assessment of the main statistical char-
acteristics, such as mean, variance, median, and
range, was conducted. This allowed for the evalu-
ation of possible correlations between parameters
and ensured high-quality model training.

3. Creation of Synthetic Data: to model various
scenarios of wireless network operation, synthetic
data were generated, including variations in noise
levels and other network characteristics. This pro-
vided the opportunity to test the models in different
conditions and evaluate their noise resistance.

The data preparation approach ensured high
accuracy, stability, and realism of the modeling
results, as confirmed in the presented results table
(Table 1).

Based on the conducted analysis, transform-
ers were chosen as the most suitable architecture
for further research on the reliability of wireless
networks. They demonstrated the highest results
across all key metrics, indicating their ability to

Table 1

Comparison of neural network architectures by basic metrics

Neural Network Noise Computational
Architecture Accuracy Recall F1-Score Resistance Complexity
ForeantronyYer 85% 82% 83% Medium Low
Nowral et 88% 85% 86.5% High High
Notwory_ront Neural 84% 80% 82% Medium Medium
Transformer 92% 89% 90.5% High High
Meroeptrom " 85% 82% 83% Medium Low
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effectively handle the tasks presented in this study
(Rafique et al., 2024).

The algorithm for using transformers in this
research consists of several key stages as shown
in Fig. 2.

Data preparation and processing

e

Sequence modeling

e

Classification and forecasting

e

Evaluation of results

e

Graphic presentation of results

J

Mechanism of self-attention

Fig. 2. The algorithm for using transformers

Thus, transformers will be used for time series
analysis and reliability prediction of wireless net-
works, enabling the early detection of potential
issues and the prevention of network failures.

Comparative modeling of wireless info-
communication standards. For this study, four
wireless communication standards were selected:
Wi-Fi, LTE, 5G, and Zigbee. These standards were
chosen based on their relevance in modern wire-
less networks and their widespread application in
various fields (Naidu et al., 2019).

— Wi-Fi: a standard for local area networks
(LAN) that provides high data transmission speeds
over relatively short distances. It is used in many
consumer and industrial applications;

— LTE: a mobile communication standard that
offers high bandwidth and serves as the founda-
tion for modern cellular networks. It provides broad
coverage and supports high mobility;

— 5G: a mobile communication standard that
promises to significantly increase data transmis-
sion speeds, reduce latency, and improve connec-
tion reliability. 5G also supports a massive number
of loT connections (Alsabah et al., 2021);

— Zigbee: a standard designed for low-speed
wireless networks with low power consumption,
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often used in IoT, smart homes, and industrial
automation.

The standards were selected considering vari-
ous aspects of their use and technological capabil-
ities, allowing for a comprehensive study of relia-
bility (Shilpa et al., 2022).

The modeling was conducted using the NS-3
simulation environment, a standard for network
modeling. The main tools were Python for script-
ing and TensorFlow for integrating the transformer
neural network, which was chosen in the previous
stage of the study.

The study used real datasets on network traf-
fic obtained from various sources, such as public
databases like Kaggle and IEEE DataPort. The
main simulation parameters included setting up
network topology, configuring communication
channels, and parameters for interference and
network load (Shuaib et al., 2006).

Experiment stages:

1. Network topology creation: separate net-
work scenarios were configured for each wireless
communication standard (Wi-Fi, LTE, 5G, Zigbee).
Network topologies reflecting real-world usage
conditions were created:

— Wi-Fi: a local network with multiple access
points (APs) and client devices, modeling an envi-
ronment similar to an office or home;

— LTE and 5G: mobile communication scenar-
ios with base stations and moving subscribers.
These models reflect typical conditions of operator
networks with varying numbers of users and traffic;

— Zigbee: a network consisting of sensor nodes,
with low bandwidth and low power consumption,
ideally suited for smart homes or loT systems.

2. Communication channel configuration: the
communication channel parameters were con-
figured, such as frequency range, channel width,
transmitter power, and interference level. Charac-
teristic parameters corresponding to the specifica-
tions of each standard were used.

3. Traffic and load modeling: according to typi-
cal usage scenarios, characteristic types of traffic
were modeled for each standard:

— Wi-Fi: high-speed internet traffic, streaming
video, file transfer;

— LTE and 5G: high levels of mobile traffic with
an emphasis on latency and bandwidth;

— Zigbee: low-speed sensor data traffic, simu-
lating smart lighting systems or temperature sen-
sors.

4. Neural network integration: a transformer
neural network implemented on TensorFlow was
used for analyzing and predicting network behav-
ior. Its integration into NS-3 enabled predictions
based on real data, significantly improving the
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accuracy of the modeling and allowing for the con-
sideration of nonlinear dependencies in network
processes.

5. Results evaluation: the key performance
parameters, such as average latency, bandwidth,
packet loss rate, and power consumption, were
assessed for each standard. These results were
visualized as graphs, allowing for a comparison of
the efficiency of different standards under various
conditions (Raza et al., 2017).

Simulation results and parameter comparison
are shown in Fig. 3 and Table 2.

Key evaluation parameters:

1. Average data transfer speed (Mbps):

— measurement: the average bandwidth was
measured for each standard based on the trans-
mission of large amounts of data under various
conditions. Network load was simulated, includ-
ing different types of traffic (e.g., streaming video,
large files, sensor data for loT);

— Wi-Fi: measured under moderate load and at
distances up to 30 meters;

— LTE: measured in a mobile environment with
multiple subscribers over a large coverage area;

— 5G: measured in densely urbanized areas
with high-speed requirements;

— Zigbee: measured under low transmission
power conditions, typical for loT sensor networks.

2. Average latency (ms):

— measurement: latency was measured for
data packets of various sizes in scenarios simu-
lating real-world technology use. The latency was
assessed based on the average time it takes for
packets to travel from the source to the receiver;

— Wi-Fi: latency was measured under normal
and increased network load;

— LTE: latency was evaluated in a mobile envi-
ronment with subscriber movement;

— 5G: latency was measured in high-density
device environments with stringent latency require-
ments (e.g., for VR/AR applications);

— Zigbee: latency was considered under low-
power consumption conditions and frequent inter-
ference.

3. Packet loss (%):

— Measurement: packet loss was measured in
each environment to assess the network’s resil-
ience to interference and overload. Scenarios with
varying traffic intensity and the number of con-
nected devices were used;

— Wi-Fi: stability was analyzed as the number of
connected devices and distance increased;

— LTE: packet loss was evaluated in conditions
of moving subscribers and high user density;

— 5G: packet loss was evaluated in high-density
data transmission environments using different
frequency bands;

— Zigbee: losses were analyzed under low
bandwidth and energy-saving operating modes.

4. Interference resilience:

— measurement: this parameter was assessed
based on simulations of the impact of different
types of interference on network performance.
Each scenario used models of radio frequency
interference, multipath effects, and interference
from other devices;

— Wi-Fi: resilience to radio frequency interfer-
ence in multi-channel environments was consid-
ered,

— LTE: the network’s ability to operate in over-
lapping base station coverage areas was ana-
lyzed;

—5G: resilience to interference in new frequency
bands, including millimeter waves, was evaluated;

— Zigbee: resilience in environments with sig-
nificant low-frequency interference was assessed.

56 Zighoe

Wirslecs Standards

Fig. 3. Comparison of latency and throughput across wireless standards
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Table 2
Main simulation parameters
Parameter Wi-Fi LTE 5G Zigbee
Bandwidth 20 MHz 1.4-20 MHz 100 MHz 2.4 GHz
Maximum Speed Up to 600 Mbps | Up to 300 Mbps Up to 10 Gbps Up to 250 kbps
Coverage Area Upto 100 m Up to 10 km Up to 20 km Upto 100 m
Latency ~1-10 ms ~20-30 ms ~1-2 ms ~30 ms
Table 3
Comparison of standard performance
Standard A"erg"gge%a("ﬁgg’)‘s'fer A"era%;'s-f‘e““y Packet Loss (%) "gggﬁ;"c‘f
Wi-Fi 150 5 2 Medium
LTE 100 25 1 High
5G 1000 1 0.5 High
Zigbee 0.2 30 5 Low

Simulation results:

— Wi-Fi demonstrated high data transfer speeds
over short distances, but its reliability decreased
with increasing distance and interference;

— LTE showed stable performance over long
distances, but its data transfer speed was lower
compared to Wi-Fi and 5G;

— 5G exhibited the highest data transfer speeds
and low latency, making it the most promising
standard for future applications requiring high reli-
ability (Al-Fugaha et al, 2015);

—Zigbee was the least performant but its energy
efficiency and ease of configuration make it attrac-
tive for low-speed loT applications.

Priority directions for further research.
Based on the analysis and formulation of key
requirements, the next steps involve addressing
three crucial tasks:

1. Investigate methods to enhance 5G network
performance in specialized environments, such
as urban areas with high interference and remote
rural areas, to ensure consistent high-speed data
transfer and low latency.

2. Explore advanced technologies and algo-
rithms to extend the effective range of Wi-Fi

networks and mitigate performance degradation in
environments with significant interference.

3. Develop strategies to optimize LTE networks,
focusing on maximizing coverage while maintain-
ing high performance, particularly in transitioning
environments between urban and rural settings.

4. Study the potential for combining different
wireless communication standards, such as 5G,
Wi-Fi, LTE, and Zigbee, to create hybrid networks
that can dynamically adapt to varying network
requirements and conditions.

Conclusions. The results emphasize that
5G is the most promising standard for applica-
tions requiring high data transfer speeds and low
latency. Wi-Fi remains a popular choice for local
networks, but its performance decreases over long
distances and in environments with significant
interference. LTE offers a good balance between
coverage area and performance, while Zigbee is
the least performant but effective for low-speed
and energy-efficient loT applications. Overall, the
research results confirm that the choice of wire-
less communication standard depends on specific
network requirements, including bandwidth needs,
coverage area, latency, and energy efficiency.

BIBLIOGRAPHY:
1. Sharma P., Khatri S. P., Kumar P. An intelligent healthcare system using loT in wireless sensor network.
Sensors. 2023. Vol. 23 (11). P. 1-14. https://doi.org/10.3390/s23115055.
2. Pinconschi E., Gopinath D., Abreu R., Pasareanu C. S. Evaluating Deep Neural Networks in Deployment:
A Comparative Study (Replicability Study). arXiv preprint arXiv: arXiv:2407.08730v2. 2024. https://doi.org/

10.48550/arXiv.2407.08730

3. Mufioz-Zavala A. E., Macias-Diaz J. E., Alba-Cuéllar D., Guerrero-Diaz-de-Ledn J. A. A Literature Review
on Some Trends in Artificial Neural Networks for Modeling and Simulation with Time Series. Algorithms. 2024.

Vol. 17 (2). P. 1-45. https://doi.org/10.3390/a17020076.

4. Zhu H., Zhang H., Lu W, Li X. Foreformer: An enhanced transformer-based framework for multivariate
time series forecasting. Neural Comp. and App. 2023. Vol. 35. P. 14467-14480. https://doi.org/10.1007/

s00521-023-08091-1.

114



Information Technology: Computer Science, Software Engineering and Cyber Security, Bun. 3, 2024

5. Wang Y.-C., Houng Y.-C., Chen H.-X,, Tseng S.-M. Network Anomaly Intrusion Detection Based on Deep
Learning Approach. Sensors. 2023. Vol. 23 (4), P. 1-21. https://doi.org/10.3390/s23042171.

6. Rafique S. H., Abdallah A., Musa N. S., Murugan T. Machine Learning and Deep Learning Techniques for
Internet of Things Network Anomaly Detection—Current Research Trends. Sensors. 2024. Vol. 24 (6). P. 1-32.
https://doi.org/10.3390/s24061968

7.Naidu G. A., Kumar J. Wireless Protocols: Wi-Fi SON, Bluetooth, ZigBee, Z-Wave, and Wi-Fi. In R. K. Singh
& G. Kumar (Eds.), Proceedings of the 5th International Conference on IT & Multimedia. 2019. P. 229-239.
https://doi.org/10.1007/978-981-13-3765-9_24.

8. Alsabah M., Naser M. A., Mahmmod B. M., Abdulhussain S. H., et al. 6G Wireless Communications
Networks: A Comprehensive Survey. IEEE Access. 2021. Vol. 99. P. 1-9. https://doi.org/10.1109/
ACCESS.2021.3124812.

9. Shilpa B., Radha R., Movva P. Comparative Analysis of Wireless Communication Technologies for loT
Applications. Artificial Intelligence and Technologies. 2022. P. 383-394. https://doi.org/10.1007/978-981-16-6
448-9 39.

10. Shuaib K., Boulmalf M., Sallabi F., Lakas A. Co-existence of ZigBee and Wi-Fi: An Experimental Study.
Wireless Communications and Mobile Computing. 2006. P. 1-6. https://doi.org/10.1109/WTS.2006.334532.

11. Raza U., Kulkarni P., Sooriyabandara M. Low Power Wide Area Networks: An Overview. I[EEE
Communications Surveys & Tutorials. 2017. Vol. 19, No. 2. P. 855-873. https://doi.org/10.1109/
COMST.2017.2652320.

12. Al-Fugaha A., Guizani M., Mohammadi M., Aledhari M., Ayyash M. Internet of Things: A Survey on
Enabling Technologies, Protocols, and Applications. IEEE Commun. Surveys & Tutorials. 2015. Vol. 17, No. 4.
P. 2347-2376. https://doi.org/10.1109/COMST.2015.2444095.

REFERENCES:

1. Sharma, P., Khatri, S. P., Kumar, P. (2023). An intelligent healthcare system using IoT in wireless sensor
network. Sensors. Vol. 23 (11). P. 1-14.

2. Pinconschi, E., Gopinath, D., Abreu, R., Pasareanu, C. S. (2024). Evaluating Deep Neural Networks in
Deployment: A Comparative Study (Replicability Study). arXiv preprint arXiv: arXiv:2407.08730v2.

3. Mufioz-Zavala, A. E., Macias-Diaz, J. E., Alba-Cuéllar, D., Guerrero-Diaz-de-Ledn, J. A. (2024). A
Literature Review on Some Trends in Artificial Neural Networks for Modeling and Simulation with Time Series.
Algorithms. Vol. 17 (2). P. 1-45.

4. Zhu, H., Zhang, H., Lu, W., Li, X. (2023). Foreformer: An enhanced transformer-based framework
for multivariate time series forecasting. Neural Comp. and App. Vol. 35. P. 14467-14480. DOI: 10.1007/
s00521-023-08091-1

5. Wang, Y.-C., Houng, Y.-C., Chen, H.-X., Tseng, S.-M. (2023). Network Anomaly Intrusion Detection Based
on Deep Learning Approach. Sensors. Vol. 23(4), 2171.

6. Rafique, S. H., Abdallah, A., Musa, N. S., Murugan, T. (2024). Machine Learning and Deep Learning
Techniques for Internet of Things Network Anomaly Detection—Current Research Trends. Sensors. Vol. 24 (6).
P. 1-32.

7. Naidu, G. A., Kumar, J. (2019). Wireless Protocols: Wi-Fi SON, Bluetooth, ZigBee, Z-Wave, and Wi-Fi. In
R. K. Singh & G. Kumar (Eds.), Proceedings of the 5th International Conference on IT & Multimedia. P. 229-2309.

8.Alsabah, M., Naser, M.A., Mahmmod, B. M., Abdulhussain, S. H., etal. (2021). 6G Wireless Communications
Networks: A Comprehensive Survey. IEEE Access. Vol. 99. P. 1-9.

9. Shilpa, B., Radha, R., Movva, P. (2022). Comparative Analysis of Wireless Communication Technologies
for 10T Applications. Artificial Intelligence and Technologies. P. 383—-394.

10. Shuaib, K., Boulmalf, M., Sallabi, F., Lakas, A. (2006). Co-existence of ZigBee and Wi-Fi: An Experimental
Study. Wireless Communications and Mobile Computing. P. 1-6.

11. Raza, U., Kulkarni, P., Sooriyabandara, M. (2017). Low Power Wide Area Networks: An Overview. [EEE
Communications Surveys & Tutorials. Vol. 19, No. 2. P. 855-873.

12. Al-Fugaha, A., Guizani, M., Mohammadi, M., Aledhari, M., Ayyash, M. (2015). Internet of Things: A
Survey on Enabling Technologies, Protocols, and Applications. IEEE Commun. Surveys & Tutorials. Vol. 17
(4). P. 2347-2376.

115



Information Technology: Computer Science, Software Engineering and Cyber Security, Bun. 3, 2024

YK 004.932:528.854
DOI https://doi.org/10.32782/1T/2024-3-12

JleoHid MELLEPSIKOB

G0KMOp MexHIYHUX Hayk, rpoghecop, npogecop Kaghedpu rnpospamHo20 3abe3rnedyeHHs KOMIMHomMepHUX
cucmeM, HauioHanbHull mexHiyHUU  yHisepcumem «[Hinpoecbka nonimexHika», npocrn. [Omumpa
SeopHuybkoeo, 19, m. [JHinpo, YkpaiHa, 49005

ORCID: 0000-0002-9579-1970

Scopus-Author ID: 57205282540

Muxatno AJIEKCEEB

G0KmMop mexHi4HUX HayK, Mpoghecop, 3agidysay kaghedpu rpoepamMHo20 3abe3redeHHs1 KOMITIMepPHUX CUCMEM,
HauioHanbHull mexHivHul yHisepcumem «/[Hinposcbka rnonimexHikay», npocn. mumpa SeopHuybkozo, 19,
M. [JHinpo, YkpaiHa, 49005

ORCID: 0000-0001-8726-7469

Scopus Author ID: 8987142500

Mukona KYBA€EB

KaHOUOam MexHIYHUX HayK, Haykosul crigpobimHuK IHcmumymy mpaHcrnopmHux cucmem i mexHonoeiti HAH
Ykpainu, eyn. lNucapxescbkozo 5, M. [JHinpo, YkpaiHa, 49000

ORCID: 0000-0002-8560-5433

Scopus Author ID: 56996087200

Muxadno NIMAXOB
bakanasp Kaghedpu mnpoepamHo20 3abe3rneqyeHHs KOMMIOMEPHUX cucmeM, HauyioHanbHUl mexHiqYHul
yHieepcumem «/[JHinposcbka nonimexHikay, npocr. mumpa SeopHuybkozo, 19, M. [Hinpo, YkpaiHa, 49005

BibniorpacpiyHnm onuc ctarTi: Mewepskos J1., Anekcees M., Kysaes M., [Nimaxos M. (2024). ArchViz
Jonatok Ha ocHoBi Unreal Engine npu Bigyanisauii BipTyansHux cepegosull. /nformation Technology:
Computer Science, Software Engineering and Cyber Security, 3, 116—123, doi: https://doi.org/10.32782/
IT/2024-3-12

ARCHVIZ AOOATOK HA OCHOBI UNREAL ENGINE
NMPU BISYANI3ALII BIPTYAIIbHUX CEPEQOBMLL

®DyHKUjOHanbHO i2poei pyuwiii, WO € OCHOBOK 8i0e0i20p, MOXIIUBO BUKOpUCMO8y8amu i Ot hopMy8aHHS 8ipmy-
anbHux cepedosuuy. Ocobnueo ue 8axirueo rMpu cmMeopeHHi ghomopeasicmuyHux 0eMoHcmpauit ma rpe3eHmauit
Pi3HUX iHbopMmauiliHux MPodyKmis, siKi MOBHICMIO 3aHyPIOMb KOpUCMyeadie 8 makull eipmyarnbHul npocmip, wo
0038607151€ 36inbWwUMU 8i04ymms nNpUCymHocmi 8 peasibHOMYy ¢hidu4HOMY npocmopi. [TpoepamHoO yi mpouedypu MOX-
J1U80 peariizysamu 8 rpoeKkmax rpyHmy4ucs Ha apximekmypHoi eisyarnizauji.

Memoro po6omu e npedcmasrieHHs pouecy npakmuyHoi peanizauji cmeopeHHsi do0amky eipmyasnbHo20 ceped-
osuua apximekmypHoi eidyanisaujii aydumopii yHisepcumemy 3a 0oromMo20r cucmemu ripozpamysaHHs Blueprint.

Memodonozis 3abe3rneueHHs pilueHHs apximekmypHOI gidyanisauii ckadaembcsi 8 3acmocyeaHHi po3pobKu
iHmepakmueHoz2o dodamky ArchViz, ujo do3eossie docnidxysamu cmeopeHy sipmyaribHy ayOumopiro i3 MoXJrugic-
M0 WUPOKOI iHMepakmueHoi 83aemodii 3 ciMa OCHOBHUMU ii ckrnadosumu eriemeHmamu. Bapmo 3asHa4yumu, uio
npu po3pobyi sukopucmaHo Juwe gi3yanbHe rpoepamysaHHs Blueprint, wio npuckoptoe ¢popmysaHHs1 nodibHo20
dodamky yepes Moxugicme 8i006paXxeHHs1 HA0YHO J102iKu 83aemMOQili CMPYKMYPHUX e1eMeHmI8, i WO MaKoX HisiK
He ernueac 8 UifIoMy Ha ornmumisauito npoexkmy.

Haykoea HoeuU3Ha 3arpOnoHO8aHUX PilUeHb 8U3HAYaEMbCS MUM, WO 3a805IKU 8UKOPUCMAaHHI0 nepedosux MOX-
nueocmel Unreal Engine, makux sik cucmema QuHaMiHHO20 Oc8imiieHHs1, ariobasibHe OC8IMIeHHS 8 pearibHOMY
yaci ma MOXJ/u8ocmi 8UCOKOMOYHO20 peHOepuHay, dodamok ArchViz docsizae H08020 nid8ULEHO20 pigHS peariic-
mu4HoOCMi ma iHmepakmugeHocmi giyanisayji eipmyanbHo20 cepedosulya.

BucHoeku. Po3pobrnieHuli iHmepakmuegHul ArchViz-0odamok, Moxe ycriluHO 8UKopUCmMo8ys8amuch rpu rnpo-
ekmysaHHi npuMiueHb, mak sk mMae rpueabnusy ghomopeasicmuyHy KOMI'lomepHy epagiky ma micmume 8 cobi
iHmepakmueHi Mmoxnueocmi 83aemodii 3 omoyeHHsM. Jarul npuknad Arch-Viz do0amky moxe ennuHymu Ha rpo-
eKmyeaHHs1 NPUMIUEHHST 8 UiToMy ma cmeopumu ronum Ha 6induHa08i KomnaHii, wo sukopucmosytomse rnodibHi
rpogpamHi pilueHHS1 Yepe3 OmpuMaHi 8paXeHHsI Kopucmyeada Ha emarii, Konu peasibHe MpUMIUEeHHS We He iCHYE.

Knrowoei cnoea: sipmyanbHull peaniam, iHmepakmueHe, ArchViz, Unreal Engine, Blueprint, Niagara, izposuti
pywit, apximekmypHa gi3yarnisauisi.
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na osnovi Unreal Engine pry vizualizatsii virtualnykh seredovyshch [ArchViz app based on Unreal Engine
when visualizing virtual environments. Magazine). Information Technology: Computer Science, Software
Engineering and Cyber Security, 3, 116-123, doi: https://doi.org/10.32782/1T/2024-3-12

ARCHVIZ APP BASED ON UNREAL ENGINE
WHEN VISUALIZING VIRTUAL ENVIRONMENTS

Functionally, game engines, which are the basis of video games, can also be used to create virtual environments.
This is especially important when creating exciting demonstrations and presentations of various information products
or physical spaces that completely immerse users in such a virtual space, which allows to increase the feeling
of presence as if in a real physical space. Programmatically, these procedures can be implemented in projects based
on architectural visualization.

The aim of the work is to present the process of practical implementation of creating a virtual environment
application for architectural visualization of the university auditorium using the Blueprint programming system.

The methodology for providing a solution to the presented task consists in the application of the development
of the interactive ArchViz application, which allows you to explore the created virtual audience with the possibility
of interactive interaction with all its main elements. It is worth noting that only Blueprint visual programming was
used in the development, which speeds up the development of such an application due to the possibility of visually
displaying the logic of interactions, and which also does not affect the optimization of the project in general.

The scientific novelty of the proposed solutions is determined by the fact that, thanks to the use of advanced
features of Unreal Engine 5, such as the dynamic lighting system, real-time global lighting and high-precision
rendering capabilities, the ArchViz application reaches a new level of realism and interactivity of virtual environment
visualization.

Conclusions. The developed interactive ArchViz application can be used in the design of premises, as it has
attractive photorealistic computer graphics and contains interactive opportunities for interacting with the environment.
This example of the Arch-Viz application can influence the perception of room design in general and create a demand
for building companies using similar software solutions due to the received user impressions at the stage when
the real room does not yet exist.

Key words: virtual realism, interactive, ArchViz, Unreal Engine, Blueprint, Niagara, game engine, architectural
visualization.

AkTyanbHicTb npobnemu. BennyesHa obumc-  komm'toTepHux irop. lNMpoueaypa CTBOpeHHS Bige-
noBanbHa MOTYXHICTb Cy4aCHUX MEPCOHanbHUX  OIrop BMMAarae BMKOPUCTaHHS irpoOBOro pyLlis i He
KOMM'IOTEPIB 3HaWLLNa 3acTOCyBaHHSA B pPIi3HMX  30BCIM BiOMO, LLO irpoBi pyLUii MOXYTb CRyrysaTtu
iHdopMaUinHnXx cepax, cepen SKUX € | MHOXMHA  BinbLU LWIMPLIXM LINSM, HiXXK NPocTo po3pobka irop.
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Tak X MOXHa BWMKOpUCTOBYBaTW i Ans copmy-
BaHHA BipTyanbHUX CepefoBuLl, AfS CTBOPEHHS
iHbopMaTUBHNX AEMOHCTpaLin Ta npe3eHTauin
NpoaykTiB abo isnyYHNX NPOCTOPIB, AKi HE nuLwe
3aXONSOKTh, ane 1 3aHyprTb KiIHLEBOIO KOpUC-
TyBaya, J03BOMSYM NOMY, I'PYHTYHOYMCL Ha Npo-
eKTax apxiTeKkTypHoi Bidyanisauii (ArchViz) 3 Buco-
KM CTyneHeMm 3aHypeHHs, Big4vyTu NpoCTip Tak,
HIOW BiH MPUCYTHI Tam hi3nyHo.

BukopucToBytouM MOXMIMBOCTI irPOBUX PYLLUIIB,
KOMMaHii Ta po3pobHMKM MOXYTb OoTpumMaTn 6es-
nivy MOXnMBOCTEN ANSA Npe3eHTauil CBOIX Mpo-
OYKTiB Ta Bidyanisauil apXxiTekTypHux cnopyg.
HesanexHo Big TOro, 4n Le AeMOHCTpauis npo-
eKTy HepyxoMOCTi, HOBOI MiHINKM NPOAYKTIB, 4n
3axonntya  BipTyanbHa nporyngHka ManbyT-
HiM 3aKkragoMm, MoTeHuian BUKOPUCTAHHS irpoBUX
pyLWiiB 4Na AeMOHCTpaLin € 4OCUTb BENNYE3HUM.
3aBoskn CBOIM 34aTHOCTI CTBOPHOBATM BidyarnbHO
NpUronioMLLNMBe IHTEpPaKTMBHE cepedoBuLle, Ui
AoA4aTKn MpOMOHyThL 06e3npeLeaeHTHU piBeHb
3any4yeHHs MOTEHUINHMX iHBECTOpIB Ta KIiEHTIB.
BUKOPUCTOBYIOUM MOXIMBOCTI irpoOBMX pYyLLIiB Ta
HaWCy4acHiLi TEXHONOrIi, KOMNaHil MOXyTb CTBO-
ptoBaTK Bi3yanbHO Bpaxawdi Ta 3axonstotoui
npoektn ArchViz, €Ki 3aHyplolOTb KOPUCTyBadiB
y BignoBigHe BipTyanbHe cepeaoBuLle. OCKinbku
3acToCyBaHHSA iHOPMALIMHMX TEXHOMOriIN Npogo-
BXYE CTPIMKUIA PO3BUTOK, MOXIUBOCTI BUKOPUC-
TaHHSA irpoBMX PYLIiB ANs1 AEMOHCTpaUii pi3HOTK-
MOBWX MPOeKTiB ByayTb 3BMYANHO TifMbKN LUBUAKO
posLwmproBaTucs,

AHani3 octaHHiX gocnigxeHb i ny6nikauin.
IrpoBi pyLii cnyryoTb OCHOBOK pPO3pobKM irop,
NPOMOHYIOUYN LUMPOKUIA CMNEKTP MOXMNUBOCTEN Ta
dYHKLiM, AKi CNPOLLYOTb NPOLEC Ta Aal0Tb MOXIN-
BiCTb PO3pOOHMKaM BTiNOBATK CBOI TBOPYi 3a4yMu
B XWTTA. IX MOXHA BU3HAYUTU SIK MPOrpamHui
dhperimBopk abo nnardopmy, sika Hagae po3pod-
Hukam Habip iHCTpymeHTIB, GibnioTek Ta cuctem
ONs1 CTBOPEHHS, pPO3p0obKM i po3ropTaHHsA Bigeo-
irop, WO cryrye MpOMIXKHOK NaHKOK MiXK KOAOM
rpy Ta anapaTHUM 3abe3neyeHHs M, JO3BOMSAYM
po3pobHMKaMm 30cepeanTncs Ha Noriku Ta An3anHi
rpu. PyHKUiIOHaANbHO irpoBi pyLUii MOXNUBO PO3ai-
NUTWN Ha: PYLWin peHaepuHry, isnyHi pyLuii, 3By-
KOBI pyLUii, BKIOYaOYM LWUTYYHUI IHTENEKT, CLeHa-
pii Ta MOBWM nMporpamyBaHHs, KOHBEEPU PECYpCiB
Ta pedakTopu rpu.

Ha gaHun vac i3 nonynsapHux irpoBux pyLuiis
MOXHa BUAINUTU neped yce Taki Ak Unity, Unreal
Engine ta CryEngine. Unity wnpoko BWKOpUC-
TOBYBaHW irpOBUIN PYLUIA, BiJOMWA CBOEI YHi-
BepcarnbHiCTI0O Ta MpPOCTOTOK BUKOPUCTaHHS.
Unreal Engine BigomMun cBOIMW [yXe LIMPO-
KMMW Bi3yanbHUMU MOXITMBOCTSIMU Ta BUCOKOIO
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TOYHICTIO KOMM'IOTEpHOI rpadikn. BiH Hagae Taki
PO3LUMPEHI MOXIMBOCTI SIK TpacyBaHHS Mpome-
HiB CBiTNa y peanbHOMY 4aci Ta AMHaMIiYHe rro-
GanbHe OCBITNEHHS, WO O03BOSISIE PO3POOHUKAM
CTBOPIOBATK BidyanbHO Bpaxatodi edektn 3aHy-
peHHs. CryEngine B OCHOBHOMY 30CepemKeHUN
Ha CTBOPEHHI HanCy4yacHiLWOi KOMM'IOTEPHOI rpa-
dikn Ta peanictTuyHmMx cepegosuw. BiH BigMiHHO
CMpaBnseTbCA 3 PEHAEPUHIOM BENUKMX BIOKPW-
TUX NPOCTOPIB, AMHAMIYHUX MOFOAHUX CUCTEM Ta
AeTtanizoBaHuX Mogenen nepcoHaxie. Cepep pos-
MMAHYTUX, HaWBINbL LIMPOKO BUKOPUCTOBYBAHWUX
OBUIYHIB, Ans po3pobku ArchViz-npoekTy Halkpa-
wnm sBuctynae Unreal Engine 5, Tak sk BiH € ONTW-
ManbHMM 3a 6araTtbMa napameTpamu 3 yCix 3anpo-
NOHOBaHMX, MICTUTb HaAWHOBITHILI TexHonorii Ta
Mae MOXIMBICTb MporpamyBaT 3a [AOMOMOroO
cuctemm Blueprint, sika € BidyanbHOK aganTtauieto
MOBU C++.

MeTtoto cTaTTi € npeacrtaeneHHs npouecy
NpakTUYHOI peanisaLil cTBOpeHHS JodaTky BipTy-
anbHOro cepefoBuLLa apXiTEKTYPHOI Bisyanisauii
OfHiel 3 ayauTopIiN YyHiBEpCUTETY 3a [0MNOMOIOH0
cuctemm nporpamyBaHHs Blueprint.

Buknag ocHoBHOro martepiany. BupiwansHe
3HavYeHHsA Ansa epeKkTUBHOI po3podkn ManbyTHLOrO
NPOEKTY ABMNSETLCA BUBYEHHSI BUMOT A0 Hei. o6
po3pobuTK NporpamHy cuctemy, Li BUMOrK NOBU-
HHi OyTM BU3Ha4YeHi, BUMIpsHi, NPOTECTOBaHi Ta
nosicHeHi. Cneumndikauii yHKLiOHaNbHMX BUMOT
NPOEKTY, WO (popMyeTbCHA — Le onuc (PyHKUIn Ta
TXHiX aTpubyTiB, AKNA HE MICTUTb XXOAHUX BUHATKIB
4 NpoTupid. Takox gogaTok mae OyTu poTopea-
nicTUYHMM Ta AeTanisoBaHUM, a TakoX MaTun 3mory
BMKOPWUCTOBYBaTN CUCTEMY Cy4aCHOro pearnicTtuy-
HOro OCBITMNEHHS.

Onuc BUKOpPUCTaAHWX B MPOEKTi €enemeHTIB
Ta nnariHiB. 3actocoBaHa B MpOEKTi cucTema
VFX-4aCcTWHOK peani3oBaHa 3a AOMNOMOroK CucC-
Temn Niagara, edpektn gns kamepu copmoBaHi
3a pgonomorot enemeHty PostProcessVolume,
noroga peanisoBaHa 3aBadaku naky Ultra Dynamic
Sky, peanicTuyHi matepianu ©6ynu  BUKOPUC-
TaHi 3 ©GeskowToBHOI Gibniotekn Quixel Bridge
Megascans, Takox Ans matepiany Bisyanisauii
ckna 6yno 3actocoBaHo nnariH Advanced Glass
Material Pack, pns imnopty 3D-mogenen npo-
€KTYy NpeacTaBneHoi ayantopil byB BUKOpUCTaHWI
nnarin Datasmith, a ana Ul-4acTuHW 3aCTOCOBaHO
enemeHT Widget, Ta B uinoMmy Bce nporpamyBsa-
nocb Ha ocHoBi cuctemu Blueprint.

OcHoBa onucy dyHkuioHany Niagara — ue cuc-
Tema BisyarbHUX edeKTiB HacTyNHOro MoKOMiHHS
B Unreal Engine 5. 3a gonomoroto Niagara tex-
HIYHUI XYOOXKHUK MaE MOXINMBICTb CTBOPHOBATU
AoaatkoBy (QYHKUiOHamnbHICTb CaMOCTIHO, 6e3
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gonomorn nporpamicta. Cuctema aganTtvMBHa Ta
rHydka. MNoyaTkiBui MOXYTb nodaty 3 mogudikauii
wabnoHiB abo npuknagie nNoBediHKM, a OOCBIA-
YeHi KopuCTyBayi MOXYTb CTBOPOBaTW CBOI BNACHi
mogyni. Y cuctemi Niagara € 4OTUPW OCHOBHI
KomnoHeHTn: Cucmemu, Emimepu, Modyni Ta
lNMapamempu. Cuctema Niagara — ue KOHTelHep
ONa BCbOro, WO MoXxe 3Hagobutucb npu noby-
OoBi edekty. BcepeauHi uiei cucteMn MOXYTb
OyTn posTawoBaHi pi3Hi 6rokuK, AKi cknagarTbes
B MOAYMb A1151 CTBOPEHHS 3aranbHOro eqoekTy.

Onuc gyHkuioHany Post Process Volume — Le
creujianbHuUiA TMN 06’eMy, AKMI MOXHa godaTtu Oo
PiBHA ONna OocTyny K pyHKUiSsM nocT-06pobku.
Oekineka 06’emiB MOXYTb OyTW po3milleHi Ans
BU3HAYEHHs1 BUrMSa4y neBHOI obnacTi abo BcTa-
HOBMeHi AN BMAAMBY Ha BCto cLueHy. MoxHa gogatu
Post Process Volume y cBin piBeHb 3a 4OMNOMOrO
naHeni Place Actors. licna po3milleHHA Ha piBHi
BUKOPUCTOBYETbCA NaHenb Details npn poctyni
00 BCiX MOXNMBMX BNACTUBOCTEN Ta (YHKLUIN.
HanawTtyBaHHa Post Process Volume € cneuu-
PiYHUMM HanawTyBaHHAMW A8 LUbOro posmille-
Horo o6’emMy Ta horo B3aemogii 3i cueHoto Ta 6yab-
AKUMM iHWKMKN o6’emammn Post Process, 3 Skummn
BOHM MOXYTb nepekpmeatuncs. Hanpuknag, MoxHa
nepemukaTu BrnactmeicTb Infinite Extent, w06 3po-
outn uen ob’em Post Process, LLO BNnvBae Ha
BCe, LLIO PO3MilLiEHO Ha CLeHi, abo 3anuwmnTn Noro
HEBCTAHOBIEHUM, LWOO BNAIMHYTK NULLE HA NEBHY
obnactb coOpMOBaHOI CLEHM.

dyHkuionan nakety Ultra-Dynamic Sky (UDS) —
ue nak ana Unreal Engine 5. UDS — ue cuctema
Heba, po3pobneHa ana Oinbw AguHaMiYHOro Ta
NPUPOOHOro BUMMSAY, HiXK OinbliCTb MonepegHix
pilleHb no Bidyanisauii Heba, MPONOHye BENUKy
FHYYKiCTb Ta MOXIMBOCTI HanawTyBaHHSA 3 iHTep-
dencom, Wo po3pobneHnn ana niaBuLLEeHHsA npo-
CTOTU Ta LWBMAKOCTI 0Opobkn. 3a A0MOMOror
Ultra-Dynamic Sky moxHa HanawTyBaTth Yac gobu
i BCi acnektn Heba OyayTb OHOBMOBATUCA pPa3oM
3 HUM. Cnctema Mae MOBHICTIO AMHAMIYHI XMapu,
Micaub Ta 3opi. BOygoBaHe OCBITNEHHA 3 COH-
LueM, Micauem Ta OCBITNEHHAM CUMHXPOHI3YyETbCA
3 Hebom. MoxHa HanawTyBaTW XMapHICTb Bif
siCHOro Heba [0 Noxmyporo. TakoX € MoBHa cuc-
Tema noroan — Ultra-Dynamic Weather, ska nonae
00 chopmMoBaHOI CUEHM OoL, CHIr, binckaBky Ta
iHWwi norogHi cytHocTi (Everett Gunther, 2022;
Unreal Sensei, 2022).

OcHoBa onucy cyHkuioHany Quixel Bridge — Le
nnarid gna Unreal Engine 5, akuii go3Bonsie otpum-
MaTu NOBHWW JocTyn o 6ibniotekn Megascans
NPSMO Y peaakTopi piBHIB. € MOXNUBICTb Neperns-
JaTn Konekuii, LWyKaTu KOHKPETHI akTMBKW Ta goaa-
BaTu akTmBm Jo npoekTiB Unreal Engine. Quixel
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Bridge pna Unreal Engine BCTaHOBNIOETbCA Ta
aKTUBYETbCS 3a 3aMoBYyBaHHAM. MoxHa BigKpuTH
MOro 3 rorloBHOI MaHeri iHCTPYMeHTIB: ANs Uuboro
noTpibHO HaTUCHYTK kKHONKy Cmeopumu, a NoTim
BignoeigHo BWBbpatn Quixel Bridge. Tlicns Bia-
KpuTTa Bridge noTpiGHO yBiNTU y CBi 00nikoBMN
3anuc Epic Games.

Onuc yHKUioHany cuctemu nporpamyBaHHS
Blueprints — ue cuctema Bi3yanbHOro CKpUNTY-
BaHHA B Unreal Engine 5, sika [O3BOMsIE CTBOPHO-
BaTu revmnnen 6e3 HanncaHHa kogy. 3a 4ONOMo-
roto Blueprint MOXNMBO CTBOPIOBATK IOMiKY rpw,
iHTepakTuBHI 06’ekTH, iHTEpdenc KopucTyBada Ta
Garato iHworo. Blueprints maoTb rpadivuHmii iHTep-
denc, Ae MOXNUBO MepeTarysaTn Ta 3'eqHyBaTu
BY3MnM ANS CTBOPEHHSA CTPYKTYPW NOTPIOHOI Noriku.
BoHK MatoTb psii OCHOBHUX KOMMOHEHTIB, TaKNX K
dyHKUiT, 3MiHHI Ta nogii. MoxHa cTBoptoBaTK CBOI
BracHi Blueprint knacn abo yHacnigysaTucsa Big
icHytoumx knacie Unreal Engine. Came TomMy BCs
nporpamHa 4acTuHa po3pobnseTbcs NOriYHMMU
Gnokamu yepes cuctemy Blueprints.

Onuc cTBOpeHHs cueHun. KepyBaHHA Big nep-
woro obnnyya. Ons cteopeHHs ArchViz popatky
Oyno cuHTe30BaHO HOBWM NpoekT Unreal Engine
5 i3 wabnoHom First Person. lMicna 4oro Bigkpw-
€TbCA NOYaTKOBMIK piBeHb Ta iHWIi naHeni. dani
HeobxigHo Bigkputn BP_FirstPersonCharacter,
o 3HaxoauTbcsi 3a wnsaxom  All->Content-
>FirstPerson->Blueprints Ta BWganutu B HbOMY
enemeHT FirstPersonMesh, wob6 B ArchViz-
NpoekTi He Byno HeaoOpeYHNX «POBOTUYHUX PYK».
TakoX HeobxigHO BCTAHOBUTM NOCTINHY LUBMAKICTb
pyxy — ansa uboro B enemeHTi Character Movement
BCTAHOBIIOETLCS 3Ha4YeHHA Max Walk Speed Ha
300. Takox gnsa Toro, Wo6 KOpUCTyBay He Mir
BMMNAOKOBO 3aCTPArT! y reOMeTPil PiBHA, NOTPIGHO
BBECTM 3abOPOHY i ANd LbOoro NoTPiGHO BUMKHYTU
napametp Can Jump.

IMnopT mMogenen Ta CTBOPEHHA Marepiani..
[na CTBOpEeHHs1 BipTyanbHOI ayauTopii noTpioHO
BiKPUTWN HOBWI piBEHb Ta iMMOPTyBaTW 3asgare-
rigb cdhopmosaHy 3D-mopens ayautopii. TyT BUKO-
puctoByeTbcs nnariH Datasmith pns Autodesk 3ds
Max ta Datasmith Importer pnsa Unreal Engine 5
(Pamir Garay, 2022; Shoun Foster, 2023).

Tak sk Datasmith — He [ocuTb AOCKOHaNUK nNna-
FiH, TO MOX€e BMHUKHYTW Npobnema 3HUKHEeHHS Tek-
CTyp 3 ycix 06’exTiB. BOoHa BUPILLYETLCS IMMIOPTOM
peanictmyHmx martepianis 3 6e3kowToBHOI 6ibrnio-
Tekn Quixel Bridge, BOynoBaHoi y aBuryH. 3 uiei
bibniotekn ©Oyno iMnopToBaHO [ABaguUATb OAMH
MaTepian, cepea SKMX: Pi3HOBUOU OepeB’siHUX
i MapmypoBuxX nignor, AepeBo, NNacTuk, TKa-
HUHM Ta MeTan. Takox Oynm ccopmMoBaHi BriacHi
MaTepianu 3aBasku cTBopeHHo Master Material’y
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(pnc. 1), wWo pos3sonsie cuHTesyBaTu 6esniy mare-
pianie, 6epyun 3a pedepeHc oguH i TOn camui,
TaKvM YYHOM MO3MTUBHO BMNIMBAKOYM Ha ONTUMI3a-
Liito BCbOrO MPOEKTY.

Master Material 6yB CTBOpPeHUI 3 ypaxyBaH-
HAM YCiX noganblumMx notpeb npoekTy, a came:
MOXTMBICTb 3MiHW TEKCTYp, KapT Hopmanen, kapt
Ambient Occlusion, kKapT LWOPCTKOCTi, MOXIUBICTb
3MeHLyBaTW Ta 36inbLlUyBaT TEKCTYPU Ta KapTw,
3MiHIOBaTU CTyMiHb METaneBoOCTi martepiany, CTy-
NiHb MOro OCBITNEHOCTI, CTYNiHb NOro LWOPCTKOCTI
Ta MOXIMBICTb 3MiHM KOMbOPOBOI NaniTpu Tek-
ctypu. lNicna ctBopeHHs uboro Master Material’y
Oyno cuHTe3oBaHO MHOXWUHY 00 ekTiB TUNY Material
Instance, KOXeH 3 AKUX Ma€ CBOI 3Ha4YEHHS.

Takox Oyno copmMoBaHO OBa OKpeEMMX maTe-
pianu, Wwo He BigHocATbCcA Ao Master Material.
Cepeq HUX nepwnin — matepian ansa »xantosi, Wwo
Mae y AesiKii Mipi TPOXM NPONycKaTu COHAYHE Npo-
MiHHS1, TOGTO 3acTOCOBaHa TEXHOIOrisi NOBEPXHE-
BOro poa3citoBaHHA Subsurface Shading, a Master
Material, cTBOpEHWI paHille, HE MaE Takoi MOXNK-
BOCTI, TOMY Len maTepian Oyrno CTBOPEHO OKPEMO.
| okpemo Byno ctBopeHo Matepian LampMaton Ta
LampMaton_Inst (Material Instance) pna namn Ha
cTeni, a Takox cTBopeHo LampMatParameter ons
dyHKuioHyBaHHA umx namn (PrismaticaDev, 2023;
Adam the Chips, 2022).

OnTnmisauis o6’ekTiB Ta 3aCTOCyBaHHA Marte-
pianig. licna 3aBaHTaXXeHHA Ta CTBOPEHHSA Brac-
HUX MaTepianiB, MoTpiGHO iX 3acTtocyBatM [0
3D-mogenen Tak, Wo6 Le He LKOAWMO 3aranb-
HiM onTumi3auii. ns uboro gocTatHbO 06’egHaTU

cknagHi o6’ekT B OOHY MoOZenb 3a JOMOMOro
onuii ConvertActors To Static Mesh.

Micns o6’egHaHHs, NOTPIOHO BUOANUTM CXOXi
ob’ektm Ta ckoniloBaTM OAWH [Aekinbka pasiB
Yy KOOpAMHATU CXOXWUX O6’ekTiB. TakMM YMHOM
Oyno ob’egHaHo petani ogHiel napTtw, getani
OAHiel HaBYarnbHOI OOLWWKK, BuAAnNeHo iHWi napTy,
Ta Apyry OOLLKY, 3anuvLleHOo nuile oauH cTineub,
OOHY Namny Ha cTeni, ABa BMAW >xantosi (fosri
i KOPOTKi) Ta MOBTOPHO CKOMiNOBAHO BCi L 00’€KTH,
nicrs Yoro 4o KOXHOI Mogeni Ha cLeHi Byno 3acTo-
coBaHo cBi Material Instance (puc. 2).

3agaHHA rnobanbHOro OCBITNEHHA Ta cne-
uedekTiB. ICHye gekinbka WwnaxiB 3agaHHsA rno-
GanbHOro OCBITNEHHA: BNacHopyy abo nnariHamw/
nakamu (Habopamu naketiB). B gaHomy npoekTi
BMKOPUCTOBYETLCA Npuabanun nak Ultra-Dynamic
SKy 3agnsa ekoHomii 4Yacy Ta OTpMMaHHA ¢OTO-
peanictnyHoro pesynetaTy. Llerl nak gopaetbes
00 MpoekTy yepes nayHyep Epic Games. Takum
yYnHoM, y Bknagui Details ana Ultra_Dynamic_Sky
Oyno 3agaHo crtaptoBui Yac [odu 09:36 paHky,
BBIMKHeHe napametp Animate Time of Day, napa-
meTpy Volumetric Cloud Rendering Mode 3apaHo
3HayeHHs1 Full Cinematic Quality, BBiMkHeHe napa-
meTpu Enable Fog Inside Clouds, Two Layers,
Use Cloud Shadows, Simulate Real Sun, Simulate
Real Moon Tta Simulate Real Stars, 3agaHo
naty 26.04.2024, 3agaHoO KoopauvHaTW LUMPOTU
i OOBroTM 3rigHO KOOpAMHAT YHiBEpCUTETY, Yy34-
Tnx 3 Google Maps, a came: ans Latitude 3agaHo
3HaveHHs 48.455312, ana Longitude 3agaHo 3Ha-
yeHHs 35.061639.

Puc. 1. Master Material
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Takox, Ons nocT-npoLeciHry, A0 cueHn Byno
ponaHo PostProcessVolume i3 Habopy cTtaH-
OapTHUX HCTPYMEHTIB, B SKOMY Oynu BBIMKHEHI
XpomaTuyHa abepauisi, BiIHbETYBaHHS, BBIMKHEHE
napametp Infinite Extend (Unbound) y po3aini
Bloom napametpy Method 3agaHe 3HaYeHHsI
Convolution, B po3gini Exposure pna Metering
Mode 3apgaHo 3Ha4veHHA Manual, BBiMKHEHe napa-
metp Apply Physical Camera Exposure, 3agaHi
3HavyeHHa Min Brightness: 20, Max Brightness:
20, Speed Up: 3, Speed Down: 1, 6yno BBIMKHEHE
Dirt Mask 3 iHTeHcumBHicTiO 2.048 Ta 3MiHEHi iHLWi
OCHOBHI MapameTpu. Ha ocHoBi cuctemun 4yactu-
Hok Niagara ona 3agaHHsa atmocdepu cueHmn byno
CTBOPEHO CUCTEMY NiTaroumx NunuHok. Mpn Hana-
LWITyBaHHI cuctemm Byno 3aMmiHEHO Taki napameTpu,
sk Emitter State, Spawn Rate, Initialize Particle,
Shape Location, Add Velocity, Particle State,
Scale Sprite Size (puc. 3), Scale Color (puc. 4),
Curl Noise Forse, Sprite Renderer.

Takum 4MHOM, B pesynbTaTi NpoBedeHnx npo-
eKTHUX pobIT i3 MoXnuBMMKU cneuedekTamn Ta
OCBITNEHHAM, OyB OOCATHYTMI OOCUTb 3aOBifb-
HUM cboTopeanictnyHum 3D-peHgep B peanbHOMY
yaci ons CTBOPEHOro BipTyanbHOro cepenosumLia
ofHiel 3 ayauTopin yHisepcuteTy (puc. 5).

NE_Dust

Emitter S

Erv

ite Renderer

s

BucHoBkn. Po3pobneHuii  iHTEpaKTUBHUIA
ArchViz-gogaTtok, MoXxe BUKOPUCTOBYBaTUCL Npu
NPOEKTYBaHHI MPUMILLIEHb, TaK K Mae nNpueadbnuey
doTopeanicTMyHy KOMM'IOTEPHY rpadpiky Ta Mic-
TUTb B COODI iHTEPaKTUBHI MOXNMBOCTI B3aemogii
3 OTOYEHHAM: MOXNMBOCTI nigibpatn nignory 3i
CMUCKY 3anponoHOBaHUX An3anHepamu, abo 3mi-
HUTW KONIp Kpicrna Ha OAuWH i3 cnucky, abo B3arani
3aMiHUTW Oesiki Kpicna Ha avMBaH M nobauntun, K
came Knoro noTpibHo ©Oyge 36upatu. Moxnuso
3MiHIOBaTM pilleHHA 3 NpuBodY MNPOEKTYBaHHS
NPUMILLIEHHS, ANBNAYUCH Ha Te, SIK BOHO BUMMsaaa-
TMMe BOEHb, BHOMI, Mig CBITIOM namn, npu ACHIn
norogi abo rpososin. HdaHun npuknag Arch-Viz
Oo4aTKy MOXe BMIIMHYTU Ha YABMEHHA MPOEKTY-
BaHHA MPUMILLEHHS B LinoMy Ta CTBOPUTU MONUT
Ha OiNgWHroBi KOMMaHii, WO BUKOPUCTOBYOTb
noAaibHi nporpamHi pilleHHa Yepe3 oTpMMaHi Bpa-
XKEHHS KOpUCTyBaya Ha eTani, Konu peanbsHe npu-
MilLIEHHS e He icHye. BapTo 3a3HaumTu, WO npu
po3pobui 6yno BUKOPUCTAHO NuLLE BidyasnbHe Npo-
rpamyBaHHsA Blueprint, WO NPUCKOPIOE PO3PO6Ky
nogibHoro gogaTtky yepes MOXIMBICTb NobaunTm
NOTiKYy HAaO4HO, i Lie HisK He BMMBaE Ha OMNTUMi-
3aLito NPOEKTY Ta € JOCUTb NMPOCTUM B PO3YMiHHI
3agad nNporpamHol iHXeHepii.

PARTICLES ' Mormali

Puc. 4. HanawTtyBaHHs Scale Color
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Puc. 5. Pe3synbtaT peHaepy BipTyanbHOro cepefoBuLla B peanbHOMY Yaci
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1. Ultra Dynamic Sky — Product Video + Quick Start (UES Version): https://youtu.be/b52npy-XUdQ

2. HaBuanbHui noci6Huk 3 Unreal Engine 5 gnsa nodatkisuiB — nodaTtkoBuin kypc UES: https://youtu.be/k-
zMkzmdug|

3. Unreal Engine 5 Import A Scene By Datasmith From 3DS Max 2022.2: https://youtu.be/kSDDetL3bYg

4. Master Material Basics! Unreal 5 (Must KNOW workflow!): https://youtu.be/tTOANO5sXso

5. Material Parameter Collection | 5-Minute Materials [UE5]: https://youtu.be/J2Qf5v9_uSY

6. How to convert placed actors/meshes into blueprints UES5: https://youtu.be/MSYki36PJh8
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PROGRAMMING CONTROL PROCESSES AND LOGIC ON THE STAGE
OF AVIRTUAL AUDIENCE IN THE ARCHVIZ ENVIRONMENT

The scope of application of virtual models of the final product has great potential for presentation to consumers.
By offering an interactive exploration of the virtual classroom space, users can interact with and manipulate various
elements of the environment, gaining a deeper understanding of the space and its potential use.

The aim of the work is to present the process of practical implementation of the creation of an application
of a virtual environment for architectural visualization of a university classroom using the Blueprint programming
system.

The methodology for ensuring the application of the development of the interactive application ArchViz, which
allows you to explore the created virtual audience with the possibility of interactive interaction with all its main
elements.

The scientific novelty of the proposed solutions is determined by the fact that through the use of advanced
features of Unreal Engine 5, such as a dynamic lighting system, real-time global lighting, and high-precision rendering
capabilities, the ArchViz application achieves a new increased level of realism and interactivity in visualizing the virtual
environment.

Conclusions. The practical value of the study lies in the ability to comprehensively consider interior design
options through virtual models without the need for physical reconstruction or presence in real space.

Key words: virtual realism, ArchViz, Blueprint, Niagara.
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NMPOrPAMYBAHHA NMPOLIECIB KEPYBAHHSA TA JIOTIKU
HA CLUEHI BIPTYANIbHOI AYOAUTOPII B CEPEAOBMULLI ARCHVIZ

Obnacmb 3acmocysaHHs 8ipmyarnbHUX modesnel KiHyego2o npodykmy Mae 8 malbymHim eenukul nomexyian
0ns npedcmaerneHHs crioxusadam. [1pornoHyYu iHmepakmugeHe 00ChiOXeHHS npocmopy sipmyarbHoi aydumopir,
Kopucmysayi MOXymb 83aeMo0igmu 3 Pi3HUMU efleMeHmamu cepedosuwia ma MaHinysoeamu HUMU, OmMpPUMYyYU
enubuwe po3yMiHHSI MPOcmMopy ma (1020 MOMEHUIUHO20 8UKOPUCMAHHS.

Memoro po6omu € npedcmaeneHHs npouecy npakmuy4Hoi peanizauil cmeopeHHsi 0odamky eipmyarnbHO20
cepedosuwa apximekmypHoi gi3yanisauii aydumopii yHieepcumemy 3a O0MNOMO20K cucmeMu rpozpamy8aHHs
Blueprint.

Memodosoziss 3abe3rneyeHHs 3acmocysaHHs1 Po3pobKu iHmepakmueHo2o 0o0amky ArchViz, wo do3eonse
docnidxysamu cmeopeHy sipmyaribHy ayOumopito i3 MOXJ/ugicmio iHmepakmueHoi 83aeMo0ii 3 8ciMa OCHOBHUMU i
efieMeHmamu.

Haykoea Hogsu3Ha 3anpOrioHO8aHUX PilleHb 8U3HaYaembCs MUM, WO 3a80sKKU 8UKOPUCMAaHHIO nepedosux
moxnueocmel Unreal Engine 5, makux sk cucmema OQuHaMiYHO20 OC8IMIEHHs, 2ar10banbHe OC8IMIeHHs
8 pearnibHOMYy 4aci ma MOXugocmi 8UCOKOMOYHO20 peHAepuHay, dodamok ArchViz docsizae HO8020 nid8uLEHO20
pigHs1 peanicmu4Hocmi ma iHmepakmugHocmi gisyanisauil eipmyansHo2o cepedosuuja.

BucHoeku. [lpakmuyHa UjHHicmb O0CIOXeHHS 10/192ae 8 MOXIU8OCMI Yepes sipmyarbHi Modeni 3diticHumu
ecebiyHull 0251510 eapiaHmie Au3aliHy npumiuieHb 6e3 HeobxiOHocmi hi3UYHOI PEKOHCMpYKUii abo npucymHocmi
8 pealsibHOMYy pocmopi.

Knroqoei cnoea: sipmyansHuti peanism, ArchViz, Blueprint, Niagara.

AKTyanbHicTb npo6nemu. [lporHo3n wopo  Engine 5 Ha pgaHui 4ac 3HaxogAaTb Bce Ginblue
pPO3BUTKY [OCNIMKEHb BipTyanbHOro Mogento-  3actocyBaHHa (Everett Gunther, 2022; Unreal
BaHHS BKa3ylTb Ha noganblumi nporpec y cdepi  Sensei, 2022). MNpuyomy cami irpoBi pyLii BU3Ha-
aopaarkis B cepenosuLi ArchViz. OCHOBHOK METOK  YalOTbCA sIK MporpamHuin cppenmeopk abo nnar-
TYT SBMSIETLCA BCTAHOBMEHHSA HOBOro ctaHapty  ¢opma, dka Hagae po3pobHukam Habip iHCTpy-
SIKOCTi, BUKOPUCTOBYKOUM OOCATHEHHs B 06nacTi MeHTIB, 6ibnioTek Ta cucteM Ans CTBOPEHHS,
TexHornorin, cgotopeanbHoi rpadikn Ta iHTepak-  po3pobKM i po3ropTaHHA Bigeoirop, WO crnyrye
TMBHOCTI, WO HagatoTbca pywiem Unreal Engine  nNpoMiKHOK MaHKOK MK KOOOM rpu Ta anapart-
5. PoscyBatoun mMexi MOXIMBOro, OYiKyeTbCs, WO  HUM 3abesneyeHHsIM, JO3BOMSAYM PO3POBHUKaM
ManbyTHi po3pobKu e BGinbLue nigBuLLaTh peanic-  30CepeanTvCst Ha NOoriku Ta gusaviHi rpu. 13 nony-
TWUYHICTb, 3aHYPEHHS Ta 3PYYHICTb BUKOPUCTAHHA  NAPHUX irPOBMX PYLWIiB MOXHA BWUAINUTM nepeq
popartkiB ArchViz, BCTaHOBMOKYM HOBI CTaHOapTH yce Taki sk Unity, Unreal Engine Ta CryEngine.
AN8 iHAYCTpIi BipTyanbHOro MogentoBaHHs. Unity \unMpoKo BUKOPUCTOBYBAHWUI irpOBMIA PYLUINA,

AHanis OCTaHHiXx paocnigXeHb  BiJOMUIW CBOEKD YHiBEpCArbHICTIO Ta NPOCTOTO
i nyonikauin. Metoan CTBOPEHHS iIHTEPAKTMBHUX  BUKOpWUCTaHHA. Unreal Engine Bigpomui cBOiMK
3D-npeseHTaLin, 30kpeMa Yy cdepi apxXiTekTyp-  AyXe LUMPOKUMU Bi3yalbHUMU  MOXIMBOCTAMM
HOi Bidyanisauii, 3 BukopuctaHHam pyuwlisa Unreal  Ta BUCOKO TOYHICTIO KOMM'tOTEPHOT rpadoikn. BiH
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HaJae Taki po3LUMpPEHi MOXINUBOCTI K TpacyBaHHSA
NPOMEHIB CBiTNa y peanbHOMY 4aci Ta guHamivyHe
rnobanbHe OCBITMEHHS, IO 0O3BONSAE PO3POOHU-
KaM CTBOpIOBaTU BidyanbHO Bpaatodi edekTu.
CryEngine B OCHOBHOMY 30CEpEedXeHUA Ha CTBO-
PEHHI HalCyYacHIWOi KOMM'IOTEPHOI rpadpikn Ta
peanictTuiyHux cepegosuul. Cepen poO3rmMsaHyTMX,
HambiNbLll LUMPOKO BMKOPUCTOBYBAHMUX ABMUIY-
HiB, ONA po3pobkn ArchViz-npoekTy Havkpalimm
Buctynae Unreal Engine 5, sk onTumanbHUn 3a
fGaraTbMa napameTpamu 3 yCix 3anpOnoHOBaHWX,
O MICTUTb HAMHOBITHILLI TEXHONOTII Ta Mae MOX-
NMBICTb NporpaMyeBaTé 3a [OMOMOrO CUCTEMMU
Blueprint.

MeToto cTaTTi € npeacTaBneHHs npouecy
NPaKTUYHOI peanisauii CTBOpPEHHsS 4OAATKY BipTy-
anbHOro cepefoBuvLla apXiTEKTYpHOI Bisyanisauii
ayaouTopii yHiBepcuTeTy 3a 4OMOMOrol cCuctemu
nporpamysaHHs Blueprint.

Buknap ocHoBHoro martepiany. [lnsa nporpa-
MyBaHHSI B3aemofil 3 OTOMEHHAM Ha CLeHi BipTy-
anbHOi ayauTopii 6yno po3pobneHo BizyanbHWI
iHTepdenc vepes knac UserWidget. HaBepxy no
ueHTpy 6yno BuMpilleHO po3TalwlyBaTW FOAMHHUK
Ta cnangep Ana 3miHv yacy. Cnawgepy 3agaHo
3HaveHHs1 960 (3Ha4yeHHs cniBnagae 3i CTapToBMM
3HayeHHAM Yacy B 00’ekTi Ultra_Dynamic_Sky)
Ta BENUYMHY Kpoky BuctaeneHo 0.000001 (Pamir
Garay, 2022; Shoun Foster, 2023), wo6 To4HiCTb
3MiHW Yacy 3anexana nuiie Big po3ainbHoi 3aart-
HOCTI gucnnet KopucTyBada. B sakocTi roguH-
Huka y BigxeT LevelWidget iHTerpoBaHo BigXeT
UDS_Digital_Clock, wo nge y komnnekti 3 Ultra_
Dynamic_SKky Ta mae npamy npuB’a3Ky OO HbOMO
no napameTpy 4acy.

B npaBomy BepxHbOMY KyTi pO3TallOBaHO
naHenb Ans KepyBaHHA norogok. Lls naHenb

cknapaetbcs 3 enemeHTiB Slider, Image Ta cko-
ninoBaHo enemeHTn Background Ta Background
Blur 3 Bigxety UDS_Digital_Clock onsi CTBOPEHHS
eanHoro ctunio. llicns CTBOpeHHs Ta po3Tally-
BaHHSA eNeMEHTIB, 40 KOXHOrO i3 HMX Oyno 3acto-
coBaHO NpuB’'si3ky Anchor, abun He3anexHo Big
po3Mipy BikHa Ta po3A4ifibHOT 34aTHOCTI eKpaHy, YCi
KOpMCTyBa4i Manu ogHakoBe po3TallyBaHHS ere-
MEHTIB iHTepdecy.

Micns po3pobku BidyanbHOI CKkNagoBOi Kopuc-
TyBaUbKOro iHTepdperncy 3anporpamoBaHi WNOro
eneMeHTn [Ons [OCArHeHHs GaxkaHoro yHKLUi-
oHany. Y Bknagui Event Graph po nogii Event
Construct nigkntodeHo OnokM 3 OTPUMAHHSAM
iHbopmauii npo ob’ektn Ultra_Dynamic_Sky Ta
Ultra_Dynamic_Weather Ta 3agaHo uMm ob6’ektam
3MiHHi-pedbepeHcn (puc. 1) (PrismaticaDev, 2023;
Adam the Chips, 2022).

EnemeHty Slider_0 noTpibHO 3agaty dyHKLiO-
Han ans 3MiHn Yacy goou. [na uboro, B po3gini
Event Graph obpaHo uen enemeHT Ta AOQaHO
nogito On Value Changed, wo Bignosigae 3a Te,
Lo BiAOYOeTbCA Npy 3MiHi 3HAYEHHA OaHOro ene-
MeHTY (puc. 2). Y Bxig Set Time Of Day npue’sisaHo
3Ha4YeHHs i3 nnaBaw4olo Toukot Value i3 nogail
On Value Changed (Slider_0), a y Bxig exec
npuB’sa3aHo Buxig exec 3 bnoky Get All Actors Of
Class. Takum 4nHOM, norika 3MiHW Yacy KOpUCTY-
Ba4YeM Syge Taka: SIKLWO 3MIHEHO 3HAYeHHsI cnam-
aepy BIOTBOPUTM 3MiHY napameTpy 4acy Ha
BCTaHOBMEHE 3HAYEHHA cnavaepy Ans oTpuma-
Horo paHniwe ob’ekty Ultra_Dynamic_Sky (pede-
peHc Ao 3MiHHOi Time of Day).

Micna nporpamyBaHHSA 3MiHM 4Yacy [Jobwu,
noTpibHO 3anporpamyBaTu 3miHy norogu. Ons
Toro, wob kopucTtyBay MiIr 3MiHWUTM norogy
Ha noTpibHy HeobxigHO [opaTu 300paXkeHHs,

¥ Gel Aot O Gl

Puc. 1. Norika Ultra_Dynamic_Sky Ta Ultra_Dynamic_Weather

126



Information Technology: Computer Science, Software Engineering and Cyber Security, Bun. 3, 2024

<> On Value Changed (Slider_0)
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Puc. 2. llorika gna 3agaHHA Yacy

wo BignosigaTMMyTh 3agaHoOMy napamMeTpo-
BOMY cTaHy noroau. 3o0paxeHHs igaeHTudi-
Kauii norogum 3anyy4yeHo 3 cepsicy iconfinder.
com, BigpegaroBaHoO Ta 3MiHEHO X KOMbOpWU Ha
Oinun Ta CTBOPEHO 3 HMX godaTkoBoro 3o06pa-
XeHHa partly cloudy weather _icon.png. Ycboro
BUKOPUCTOBYETbLCA CiM CTaHiB MOrogu: COHSYHa
(Clear_Skies), xwmapHa (Cloudy), noxmypo
(Overcast), yactkoBo xmapHa (Partly_Cloudy),
aouw (Rain), nerkun gow, (Rain_Light) Ta pouy i3
rposoto (Rain_Thunderstorm). KoxHoMy 3 uux
CTaHiB BignoBigae cBo€ 300paXKeHHs.

Micns uboro, B Event Graph, nogibHo go yacy
nobu, ane Bxe onst enemeHTy Slider 1 cTBopeHO
nogito On Value Changed Ta CTBOPEHO NOriYHUN
naHutor 3 6nokie, forika sikoro Taka: kLo 3MiHEHO
3HaJYeHHs cnangepy TO NEPETBOPUTY Lie 3HAYEHHS
B Line 4nicrno, a SKWo Le 3HaJYeHHsI OOpiBHIOE
nopsiAKOBOMY HOMepyY norogun Ha cnangepi (0 — 6),
TO Ans OTPUMAHOro padiwe o0’ekTy 3agaTtu Bia-
noBigHe 3Ha4YeHHA norogwm 3rigHO MOro Mopsaaky
Ta BCTAHOBUTW BIAMNOBIQHY NiKTOrpamy B enemMeHT
Image_0.

Takox, Ana iHpopmyBaHHSA KopucTyBaya rnpo
Knasiwi ANa KepyBaHHS OTOYEHHsIM, Oyro CTBO-
peHo okpemuin BioxeT 3 HasBow ControlsWidget,
Wwo Mictute y cobi HamiBnpo3opuin enemMeHT
Backgound Ta poamutta Background Blur.

Micna cTBOPEHHs1 aHiMauil WnsXxoM npocTas-
NeHHs Kendpenmis Ta NOrikM BiAXETY, AOCATHYTO
dyHKUiOHany, WO A03BOMSE nokasatu Ta npuxo-
BaTU LN BiXKET i3 CYNpOBOAKEHHAM NNaBHOI aHi-
madii (puc. 3).

JNorika cueHu. Ha cueHi BipTyanbHOI ayau-
TOpil MpucyTHIi ABa OO’€KTU WO MawTb MICTUTU
B coBi noriky ansa B3aemogii 3 OTOMEHHSIM, a CaMe:
HaCTiHHWMIA TOAMHHWK Ta HoyTOyk. Lli oBa o6’ektu
NOBMHHI NOKa3yBaTN NOTOMHWUIA Yac Aobw Ha CueHi
B pPeXMMi pearlbHOro 4acy i3 BpaxyBaHHSM MOX-
NMBOCTI KOHTPOSMIO 4acy KopucTyBadeM. Tak sk
NPOEKT BXe MICTUTb B cobi cuctemy rnobanbHoro
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ocBiTneHHs, a came Ulfra Dynamic Sky, peanisa-
Lis UbOro 3Ha4yHoO crpowyeTbed. Onsa Toro, wob
HOYTOYK MaB BigoOpaxeHHs NOTOYHOro Yacy, 6yno
cTBopeHo BimkeT PCTime, akuin MicTuTb y coOOi
nuwe enemeHT Image i3 ckpiHwoTom OC Windows
11 1a 3asganerigb gybnboBaHwun Bigxetr UDS
Digital _Clock, ane 6e3 ¢poHy Ta 3agaH/M YOPHUM
KONbOPOM LLPUATY.

B nopanbwomy ctBopeHo o6’ekt PCTimeActor
knacy Actor yepes po3sgin Blueprint Class Ta
aodaHo Oo Heoro enemeHT Widget, wo nocuna-
etbca Ha PCTime. Lle 3pobneHo ansg MoOXnu-
BOCTi PO3MiLLEHHs Uboro BigxeTy y 3D-npocTopi
(puc. 4).

Micna cTBOpeHHA uboro o6’ekty, noro ©Oyno
pPO3MillleHO Ha KoopauMHaTax ekpaHy HOyTOyKy.
Takum YMHOM OTpPMMaHO imiTauito pobo4oro HoyT-
OyKy Yepes nokasaHHs Ha HbOMY pearnbHOro 4acy.
A ansa Toro, Wwob HaCTIHHUI FOOVHHUK TaKOX Moka-
3yBaB MOTOYHWUMA 4ac, 3i CueHu Oyno BUMyYeHO
meui (06’ekTn Static Mesh) rogUHHUKOBMKX CTPINOK
Ta ctBopeHo o6’ekt WallClock, wo mictnB y cobi
ui mewi. Micns ubOro roOWHHWKOBI CTPINkK Byno
3anporpamoBaHe Taknm YMHOM, o6 BOHM Gpanu
NOTOYHUI Yac 3 KoMmnoHeHTy Ultra Dynamic Sky,
Ans vacosoi cTpinkn 6panoca 1200%, a anga xsu-
nnHHOT — 100% i 3006yTi 3Ha4YeHHA 3acTOCOBY-
Banucb 40 BNacHoro obeptaHHs. YBecb Len kop
BUKOHYETbCS KOXHUM TiK, LLO OO3BOMSE CTpinkam
obepTartunca nnaBHo, K Le BigbyBaeTbCsA B pearnb-
HOMY KUTTI.

TakoX, Ha cUeHi MICTATbCA 00’eKTU 3 SAKUMU
KOPUCTYBa4 MOXEe B3AaEMOIATU  CaMOCTIVHO.
Cepen Hux: namnu Ha cTeni, nignora, kpicna
B NayHK-30Hi Ta AMBaH 3 Nig4O0HIB, WO NO4aTKoBO
3Haxo4MTbCA N03a Mexamu ayamTopii. KoxeH 3 Lmx
BnaiB ob’ektiB Oyno 3anporpamoBaHi. Tak gns
namn OyB HanUcaHWi Kog, 3 NOAIAMM, NPU 3anycky
AKX BigOyBaeTbCA 3MiHa 3HaYeHHs NapameTpy
y LampMatParameter Mix cTaHamMuM BUMKHEHO
(3HayeHHs 0.0) Ta BBiIMKHEHe (3Ha4eHHs 1.0). ns
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Puc. 4. CtBopeHHsas PCTimeActor,
wo Mictutb B cobi PCTime

3axucTy Big4 BUNAgKoBOI B3aemopdil 3 namnamu
(B3aemopis BiABYBaETLCA LUMASXOM HATUCHEHHS
knaBiwi E) ©yno BupilLEHO MOCTaBMTU MOPSOOK
6noky Flip Flop Takum 4nHOM, LLO6 Npu nepLuomy
HaTUCHEHHI Ha Krnasiwy, 0O Namn 3acTocoByBa-
nocsa 3HayeHHs «BUMKHeHO». Came Tomy nicns
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BBIMKHEHHSA OogaTky, ANna Hannepuwoi B3aemogii
3 namnamu, Knasiwy MOTpibHO Oyaoe HaTUCHYTU
ABiui.

IHWi 06’ekTN Nepen B3aemMogieto Npy HaBeAeHHi
Ha HUX KYpCOPOM MULLI, NOBUHHI MaT 06BeAEHHS,
Ans Toro abu BUAOINSATUCL Ha GOHI iHLWKMX 00 eKTiB,
LLIO O3Ha4ae, Lo KOpUCTyBay 30MpaeTbCs B3aEMO-
OiaTn came 3 UM 0b’ekToM. Takox Lie obBeaeHHS
AOMOMOXe KOPUCTYBayy 3pO3yMiTW, SAKi 00’€KTM
Ha CuUeHi B3arani € iHTePaKTUBHUMN Ta 3 AKMMU
MOXHa B3aemopfiatn. [na uboro 3i ctaHgapTHOro
wabnoHy Unreal Engine 4 6yno iMnopToBaHO
Matepian ans nocT-npoueciHry nig Hassoiw M_
Highlight Ta pogaHo noro go PostProcessVolume.

Hani, ons nignorn Ta ctaHgapTHUX Kpicen byno
3aCTOCOBAHO OAWH i TOW caMuA Ko 3 FOrikolo,
O 3anyCKaeTbCA KOXEH TiK: BU3HAYEHHSI CTaHy
KopucTyBaya (41 3Haxo4MTbCs BiH B pexxuMi peaa-
ryBaHHS) — SIKLLO TaK, TO 3aCTOCyBaTh A0 00’'ekTy
napameTp mnbuHn (ons oTpMMaHHsA 0b6BeaeHHs)
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Ta AKLWO KOPUCTYBaY KIMKHE No 06’eKTY, 3'ABUTLCA
iHTepdenc anga 3miHM KOnbopy, a SKLWO A0 LbOro
Oyno BIiOKpUTO iHTepdenc Ansa peparyBaHHSA
iHWOro 06’eKTy, TO BiH 3aKpMBa€eTbCS, a 06BeAEHHS
TOro 06’eKTY MPUNUHSIETLCA, SIK MPU BiOBEOEHHI
3 HbOro MuLWi abo Npu BMXOAi 3 pexumy peaary-
BaHHSA. Llen kog MICTUTbCA B KOXXHOMY i3 BULLIE-
3a3Ha4yeHux 06’ekTiB, ane 3 Pi3HOK BapiaTUBHICTIO
0eAKNX 3MIHHUX.

Takox, O4ns KOXKHOro 3 Lmx ob’ekTiB Byno cTBo-
peHo BRacHWn BigKeT-iHTepdenc B3aemogii.
Ane, icHylOTb Tpu 00’€KTW, B AKMX € JOOATKOBUN
dyHKUioHan. 3 HUX — OBa Kpicra Ta OOuH OMBaH.
Ix ocoBnmBICTb nonsrae B TOMY, WO MPU B3aEMO-
4il 3 HAMWK, BIOKPMBAETLCA iHTepdenc, Lo OKpim
3BUYaAMHOIO OyHKLIiOHany 3miHM KONbOopy MICTUTb
B COOi KHOMKY Ansi B3aEMO3aMiHM (Kpicna 3amiHs-
IOTbCA AMBAHOM, a AuBaH — Kpicrnamm). MNporpamHo
Bi)KETN Onsi B3aeMogdii 3 unmm ob’ekTamm Bigpis-
HAOTBCS HasIBHICTIO BUKMIWKA MOAIT 3aMiHK, Ky
MiCTUTb y c0Bi gmBaH. lNporpamHa YacTuHa cne-
LianbHMX Kpicen Hisik He Biapi3HAETbCA Big, iHLIKX.

Y OvBaHy Kkog TakmMi camMui, SK | B iHWKX
00’eKTiB 3@ BUHATKOM OAHi€l 0cOBNMBOCTI: BiH Mic-
TWUTb y COBIi aHiMaLii nepeMilLleHHsI Kpicen 3a Mexi
CUEeHM N aHiMauilo nepeMilleHHs B ayauTopito.
AHimMaUis € NoCTynoBoK (nokasye, sk 36upaeTbes
OWBaH), yHacnigokK 4oro BiH He € 0gHNM 06’EKTOM —
ue 5 pisHnx 06’ekTiB, NOB’A3aHMX Mixk COOOI0 nnLe
iHTepdencoMm 3MiHM KOMbOpy W OfHOYACHUM
3aBOaHHAM 00BedeHHs ONnst BCbOro AMBaHa, Lwob
CTBOPUTU BUOANMICTb UiMICHOCTI BMpPOOY. AHimauis
3pobneHa nepeMillleHHs M Mo 3agaHUM KOOpAuHa-
TaMm 3a JaHun Bigpi3oK Yacy. YCi aHimauii nepemi-
LeHb MatoTb TPMBanICTb 2 CeKyHAW, TOX Ans BCiX
HUX BMKOPUCTOBYETbCA ofgHakoBun 6nok Timeline.
Taknum 4nHOM, Byrno oTpMMaHO MOXITMBICTb iHTEp-
aKTUBHOI B3aeMOZil 3 pi3HMMW acnektamu BipTy-
anbHOro cepegoBMLla: Big 3amiHM Konbopy nia-
norun Ta MebniB 40 3amiHu iX Tny.

MporpamyBaHHsA kepyBaHHA. [ns Toro, o6
KOopuCTyBa4y Mir B3aemopgiati 3i ctsopeHmum User

Chwring Flyer

Interface, nepw 3a Bce, AOro NOTPIOHO BMBECTU
y pobouy obnactb gucnneto. Ons uporo y BP_
FirstPersonCharacter noTpibHO npu 3anycky npo-
ekTy (nogia Event BeginPlay) cTBoputy Ui BigXXeTn
Ta pogatu ix go Viewport (puc. 5).

Micna Toro, gk iHTepdenc OyB BuBEAEHWI
Ha eKkpaH, NOTpibHO gogatu rapsdy knasiwy P
Ang Toro, Wwob BMUKABCS peXuMM peaaryBaHHSs
(3'aBnsABCA Kypcop MULLI, KM BXXE MOXe B3aeMO-
AiaTn i3 BigkeTamm Ta o6’ekTamu, B HanalwTyBaH-
HAX AKX BKNodeHa dyHkuia Generate OnClick
Events) (puc. 6).

TakoX, KopucTyBa4veBi NOTPIOHO HAZATU MOX-
nMBicTb  HabnwxkyBaTW  KapTUHKY  KNaBULLE
C. MpuHumn poboTn: Npu 3aTUCHEHHI knagiwi C
BigOyBa€eTbCs MnNaBHa aHiMaLlis 3MEHLUEHHS KyTa
nons 3opy BABiYi, @ Npu BignyckaHHi knasiwi C —
NporpaeTbCcsa 3BOPOTHA aHiMalis. Takox, 3a gono-
MOroto rmobaneHoi 3mMiHHOI /s Editing 6yno 3anpo-
rpamoBaHe, o6 KopucTyBay He Mir 36inbLlyBaTu
306pakeHHsA nig 4Yac peparyBaHHs. Tak gk 6yno
CTBOpPEHO Matepian Ta Habip napameTpiB ans
BMWKaHHA/BUMUKAHHSA LUTYYHOrO CBiTNa Big namn
Ha cTeni, NOTpibHO 3agaTtu rapsadvy knaeiwy E Ha
Len dyHKuUioHarn.

MokpalweHHA  BidyanbHOro Ta  3BYKO-
BOro CNpUMUHATTA popatky. Llo6 nokpawmTtu
CNPUMHATTA OodaTky KopucTyBadem, Gyrno Bupi-
WEeHO JopjaTn Jesiki eneMeHTU [0 MPOEKTY,
a came hOHOBY MY3UKY, CTBOPEHY HENPOMEpPEXEID
soundraw.io. Cnoyatky 6yno copmoBaHO My3u-
KanbHy 4Yepry i3 YOTUPbLOX TpekiB 3a JOMOMOro
Sound Cue i nasBaHo AmbientMusicCue (pwvc. 7).

Micns uboro 6yno ctBopeHo 06’ekT knacy Actor,
Ae npornucaHa forika gna crapTy Ta 3aKiHYeHHs
nporpaBaHHA My3ukn. Takox € 0OO0B'sA3KOBUM
4odatv KOpUCTyBayeBi MOXIUBICTb BMMUKaTW Ta
BUMUKATK POHOBY MY3MKY Ha Knasiwy M.

[na atmocdgepHoro BCTyny Yy BipTyanbHe
cepefosulle, CTBOPEHO MOCT-NPOLIECIHIOBUN
martepian, Wo MiCTUTb BnakuTHY CiTKy Ha 4op-
HOMY @OHi, WOO6 i3 camoro noyaTtky HagaTtu

Dhrrirg Flayer

Puc. 5. Jlorika BMBOAY BimXeTiB Ha eKpaH
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Puc. 7. My3ukanbHa yepra AmbientMusicCue

KOpUCTyBayeBi PO3yMiHHA TOro, WO nepes HUM —
came BipTyanbHe cepefoBulle, a He choTorpadis
4 npupeHgep. Takox Gyno cdopmoBaHo Habip
napameTpiB AN UbOro marepiany Ta CTBOPEHO
napameTp Radius. licna cTBOpeHHs Mmatepiany
Ta Habopy napameTpis, 6yno copmoBaHO NOro
Material Instance Ta pogaHo Ao Wwe ogHoro 3asga-
nerigb ctBopeHoro PostProcessVolume 4epes
po3gin Post Process Materials. A w06 ¢oHoBa
My3KKa 3anpautoBana 3 camoro noyartky npoekTy
Ta Wwob BiabyBCA edeKT XBUIi i3 CiTKM, CTBOPEHO
noriky, Wwo nig’egHana go nogii Event BeginPlay
y BP_FirstPersonCharacter ().

Llo6 Hagatn npoekTy we Ginbworo peaniamy,
Oyno BupiweHo cdopmyBaTn eqeKkT 3MOMKU
3 HarpygHoi kamepu. [nsi UbOro CTBOpPEHO [fBa
o6’ektn knacy CameraShake i Ha3BaHo Idle Ta
Walk. Ui o6’ekTn cumMynioloTb TPSACIHHSA Kamepu
npyM CTaTM4YHOMY MOSOXEHHI Ta npu  Xxoaboi.
Takox, ©yno CTBOPEHO MOCT-NPOLECIHIOBUI
MaTepian, WO CTBOPIOE edeKkT Onyknoi niH3u

i ineHTudikoeaHo M_Fisheye, nicna 4yoro cTBO-
peHo 1noro Material Instance Ta gogaHo go 3asga-
nerigb gogaHoro PostProcessVolume nig HasBow
PostProcessCamera y BP_FirstPersonCharacter.
Tak Ak edbekT 3MoMKM 3 Bigeokamepu NOBUHEH
BigbyBaTnCb NOCTINNHO, Byno ccopmoBaHo nogito,
AKy gani 6yna npue’asaHa go nopii Event Tick.
A 0O KHOMKM WO BMUKae/BUMUKAE LEN eqekT
Oyno npuB’sA3aHO NULLIE 3 3afjaHHA CTaHy CUMYns-
uii (amiHHa Videorecording Simulation) Ta 3miHa
CTaHy 3acTocyBaHHA PostProcessCamera.
[emoHcTpauito  BisyanbHOro  pyHkuUioHany
chopmoBaHoro ArchViz popatky 4depes  WOro
CKpIiHWOTK npeacTtaBneHo Ha puc. 8. Po3pobneHa
Modenb Mae BenuKWii noTeHuian ans 3acTocy-
BaHHS Yy MNpPeACTaBneHHi BipTyanbHUX MoZenen
KiHLEBOrO NPOAYKTY pi3HMM crioxusadam. porno-
HYHOUN iHTEPaKTUBHE AOCNIAXEHHS MPOCTOpPY Bip-
TyanbHOI ayauTopil, KOpUCTyBadi MarTb LUNPOKI
MOXIMBOCTi B32aEMOZIATU 3 Pi3HUMU enemeHTamm
CTBOPEHOrO cepenoBuLla Ta MaHinynoBaTn HUMH,
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Puc. 8. CkpiHwoTun ArchViz gpopaTKy 3 AeMoHcTpauieto pyHKLioHany

OTpMMYyIOUU rMuUbLLE PO3yMiHHA OUHAMIYHMX Briac-
TMBOCTEN CChOPMOBAHOIo NPOCTOPY Ta MOro NOTEH-
LiHOro BUKOPUCTaHHS.

BucHoBkn. [lpoBedeHi ekcnepuMeHTasnbHi
OOCHNiIXXEHHA NiATBEPAKYOTb NO3UTUBHMIN MPOrHO3
nodanbLUoro nporpecy y cgepi po3pobkn Ta BUKO-
puyCTaHHI BipTyanbHUX mogenen Ha ©Gasi gopar-
KiB ArchViz. Takum 4YuHOM, POPMYETLCA BCTa-
HOBIIEHHS1 HOBMX BUMOT OO SIKOCTi BipTyanbHOro

131

MOZEIOBAHHA Ha OCHOBI BMKOPWCTaAHHSA [O0CST-
HeHb B 06nacTi TEXHOOrIN KOMM'OTEPHOI rpadiku
Ta iIHTepaKTUBHOCTI, WO HagatTeca Unreal Engine
5. Po3cyBatoun Mexi MOXNMBOro, OYiKyeTbCS, O
ManbyTHi po3pobku Le BinbLue niaBuwaTs peanic-
TUYHICTb, 3aHYPEHHS Ta 3PYYHICTb BMKOPUCTAHHSA
popartkiB ArchViz, BCTaHOBMOWYM HOBI CTaHOapTU
B LbOMY Hanpsami gng ranyai iHdpopmauinHux Tex-
HOMOorin.
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NITEPATYPA:

1. Ultra Dynamic Sky — Product Video + Quick Start (UE5 Version): https://youtu.be/b52npy-XUdQ

2. HaBuyanbHui nocibHuk 3 Unreal Engine 5 gnsa noyatkisuiB — nodatkoBuin kypc UES: https://youtu.be/k-
zMkzmdugq|

3. Unreal Engine 5 Import A Scene By Datasmith From 3DS Max 2022.2: https://youtu.be/kSDDetL3bYg

4. Master Material Basics! Unreal 5 (Must KNOW workflow!): https://youtu.be/tTOANO5sXso

5. Material Parameter Collection | 5-Minute Materials [UE5]: https://youtu.be/J2Qf5v9_uSY
6. How to convert placed actors/meshes into blueprints UE5: https://youtu.be/MSYki36PJh8

REFERENCES:
. Ultra Dynamic Sky — Product Video + Quick Start (UE5 Version): https://youtu.be/b52npy-XUdQ
. Unreal Engine 5 Tutorial for Beginners — UE5 Starter Course: https://youtu.be/k-zMkzmdug|
. Unreal Engine 5 Import A Scene By Datasmith From 3DS Max 2022.2: https://youtu.be/kSDDetL3bYg
. Master Material Basics! Unreal 5 (Must KNOW workflow!): https://youtu.be/tTOANO5sXso
. Material Parameter Collection | 5-Minute Materials [UE5]: https://youtu.be/J2Qf5v9_uSY
. How to convert placed actors/meshes into blueprints UE5: https://youtu.be/MSYki36PJh8
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AHANI3 METOAIB CTPYKTYPHOI ONTUMI3ALII NPOLIECIB
HEMNEPEPBHOI IHTEMPALII

HenepepsHa iHmezapauisi € 8axuUeor MPaKMUKOK 8 cyyacHili po3pobui npoepamHo20 3abesnedeHHs. Lis pobo-
ma 3ocepedxeHa Ha aHani3i Mpakmu4HoOI eghekmueHoOCMi 3acmocyeaHHs1 Memodie CmpyKmMypHoi onmumisayii npo-
uecie HernepepasHoi iHmezpauil.

Memoro yiei pobomu € 02150 i OuiHKa npakmu4Hoi eghekmueHocmi pi3HUX Memodie cmpyKkmypHOI onmumisauy;r,
3acmocosaHux 00 Mpoyecie HernepepsHoi iHmezpauii 8 pi3HoMaHIimMHUX pogpamMHuUx cepedosuLyax.

Memodonozis: nposedeHo cucmemamuyHull o02nsid nimepamypu i3 ¢hokycom Ha nybnikauisx 3a ocmaHHi
nm’amb pokig, wob 3aghikcygamu ocmaHHi 0o0Csi2HeHHS ma HOo8i meHOeHUIi 8 nidsuweHHi echekmusHOCMI rpouecie
HenepepsHoi iHmezpauii. [Ins nowyky 8 akademiyHux 6azax daHUX 8UKOPUCMOBYBaNUCA maki K/4oei €r10ea, sk
«HernepepeHa iHmeapauis», «onmumisauis HerepepeHoi iHmeapauiiv, «crnpsaMoeaHuUl ayukniyHul epag», «npio-
pumu3sauis 3ae0aHby», «iHKpeMeHmHi 36ipku» ma «napanensHe mecmysaHHs». Kpumepii o2ansdy 3ocepedxeHi Ha
BUCOKOSIKICHUX OOCIOXEHb, BKITIOYaKHU peyeH308aHi cmammi 8 XypHaiax, 00moeidi Ha KOHghepeHuisix i mpogheciti-
Hi nybnikauii. Cmammi, siKi 98HO He 30cepedXy8sarnucs Ha nidsuLLEHHI eheKmUBHOCMI Mpouecie HerepepaHoi iHme-
epauji abo He manu emnipuyHUx Qokasie, Oynu euknrodeHi 3 02nsady. Kpim moeo, 6yrno npoeedeHo eKcriepuMeHmu
01151 MOPIBHANBHO20 aHanisy eghekmusHOCmi ma 3acmoCco8HOCMI Pi3HUX Memodie onmumi3auii 011 pisHUX npozpam-
Hux piweHb: S1— 3acmapina bacamomodysibHa MOHOMIMHa cucmema; S2 — 8e6-3acmoCyHOK i3 Cep8iCHO-opieHMO-
8aHoK apximekmypoto; S3 — cyvyacHul 3acmoCyHOK y XMapHOMYy cepedosulli; S4 — piueHHs1 «iHgbpacmpykmypa siK
KoO» 3i ckraOHUM 6bazamoemanHum npouecom; S5 — piweHHs 0519 asmomamu3sauii mecmyeaHHs1, 30cepedKeHe Ha
b6acamoemarnHux Hackpi3HUX mecmax. Pe3ynbmamu 3acmocygaHHs1 KOXKHO020 Memody onmumi3ay,ii 6ynu pemerb-
HO 3adokymeHmosaHi, ujob nidmeepdumu ocmamoyHi 8UCHOBKU. AHani3 eghekmusHocmi 6a3yembCcs Ha aHani3i
G08XKUHU KpUMUYHO20 WIIsIXy MPpouecy HerepepsHoi inmezpauii y suansdi epacby.

Haykoea Hosu3Ha Ub020 O0OCriOXEHHS rnons2ae y sukopucmarHi MemoQdy rnopiHANMbHO20 aHarisy Ornsi OYiH-
KU eghekmusHoOCmIi 3acmocyeaHHs1 pisHUX Memodie cmpykmypHOI onmumisauii npouecie HerepepeHoi iHmezpauii
y CKrmaOHUX Mpo2paMHUX PilueHHSIX y 2i6pudHUX cepedosuuyax.

Pe3ynbmamu docnidxxeHHs1 niOKpecunu HeoOHaKoaull 8iue KoXH020 Memody CmpyKmypHOI onmumisauii Ha
ehekmugHICmMb rpouecie HernepepsHoOi iHmezpauii 8 pi3HUX pPilueHHsIX. Xo4a 3azanbHa meHOeHyiss 00 binbuw eghek-
MuBHO20 BUKOHAaHHSI MPOoYecie ouesudHa 8 KOXHOMY sunadky, eqhekmusHiCmb KOXHO20 OUiH8aH020 Memoody 8io-
pi3HsaemMbCs 8i0 00HO20 piweHHs1 00 iHWo20. Cxoxe, WO maka eapiauis 3anexums 8i0 bazambox ghakmopis, 8KIo-
yaro4u cmek mexHorsioail, po3mip ko0oeoi basu, 8HyYmMPpIlLHi 06MeXeHHs, a maKkoxX po3mip i cknadHicmb npouecy
HernepepsHOi iHmeapauii. BusieneHHs yux ghakmopie, a makox ouiHka memodie cmpyKmypHoi onmumi3auii 8 6irnb-
womy macwmabi 0nsi 8U3HaYEHHST Kopernsauiti MiX UuMmu ¢hakmopamMu ma eghbekmueaHicmio rpouecie HeriepepsHoi
iHmezpauii MoXxymes cmamu numaHHaIMU MatbymHix OOCiOXeHb.

Knro4oei cnoea: HerepepsHa iHmezpauisi, cmpykmypHa onmumisayisi, po3pobka rnpoepamHo20 3abe3rneyeHHs,
0bcrny208y8aHHS nNpo2pamMHO20 3abe3neqyeHHs, onmumisayis 064UCIEeHb.
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ANALYSIS OF STRUCTURAL OPTIMIZATION METHODS
FOR CONTINUOUS INTEGRATION PIPELINES

Continuous Integration (Cl) is an essential practice in modern software development. This paper focuses on
analyzing the practical efficiency of applying structural optimization techniques to continuous integration pipelines.

The objective of this work is to review and evaluate the practical efficiency of various structural optimization
techniques applied to continuous integration pipelines in diverse software environments.

Methodology: A comprehensive literature review was conducted, focusing on publications from the past ten
years to capture recent advancements and emerging trends in Cl efficiency improvements. The systematic search
of academic databases used keywords such as «Continuous Integration», «Cl optimization», «direct acyclic graph»,
«tasks prioritization», «incremental builds», and «parallel testing». Inclusion criteria ensured the selection of high-
quality studies, including peer-reviewed journal articles, conference papers, and industry reports. Articles that did
not explicitly focus on ClI efficiency improvements or lacked empirical evidence were excluded from the review.
Additionally, an experiment was conducted to perform a comparative analysis of the effectiveness and applicability
of various optimization techniques across different software solutions: S1— A legacy multi-module monolithic system;
S2 — A web-based application with service-oriented architecture; S3 — A modern cloud-native application; S4 — An
Infrastructure as a Code solution with a complex multi-staging pipeline; S5 — A test automation solution focused on
multi-staged end-to-end tests. The results of applying each optimization technique were thoroughly documented to
support final conclusions. The effectiveness analysis is based on the critical path length analysis of a directed acyclic
graph representation of the Continuous Integration pipeline.

The novelty of this research lies in using comparative analysis to evaluate the efficiency of applying various
structural optimization techniques to complex software solutions in hybrid environments.

The results of the research highlighted the uneven impact of each structural optimization technique on
Continuous Integration pipeline efficiency across the different solutions. While an overall trend toward more effective
pipeline execution is evident in each case, the effectiveness of each evaluated method varies from one solution to
another. This variation appears to depend on multiple factors, including the technology stack, solution size, inherent
limitations, and the size and complexity of the Continuous Integration pipeline. Identifying these factors, as well
as evaluating structural optimization techniques on a larger scale to determine correlations between these factors
and pipeline efficiency, could be a focus for future research.

Key words: Continuous Integration, structural optimization, software development, software maintenance,
computational optimization.

AKTyanbHicTb npobnemu. HenepepBHa iHTe-  AKi  XapaKTepusylTbCA BEMUKUMU  CKNagHUMU
rpauis crana dyHOaMeHTanbHOK MPaKTUKOK  KogoBuMM Basamu, Hag SKUMM MpaLoTb po3no-
B po3pobui cydacHoro nporpamHoro 3abesne-  AgineHi komaHam daxieuie. OCHOBHUMMK 06’ekTamm
YEeHHs, MOMerwyyYn cuctemMaTuyHe TEeCTYBaHHSA  Cy4acHMX pobIT y HanpsAMKYy NiaBULLEHHSA edek-
Ta iHTerpauito 3miH nporpamHoro kody. CnodyaTky  TMBHOCTI  MpOLUECiB  HenepepBHOi  iHTerpauii
po3pobneHi Ana BUPILLEHHS NPobneM, NOB’A3aHNX € NMPUCKOPEHHST 3BOPOTHOIO 3B’A3KY Ta e(peKkTUBHE
3 iHTerpaLieto NporpamMHoro Koay, KM 3MIHIOETbCA  ynpaBniHHA pecypcamu (Jin, Servant, 2021), wo
ofHo4acHo GaraTtbma iHXeHepamu, Npouecu Hene-  OCOBNMBO CTae BaXKMBUM i3 3POCTAHHAM Mony-
PEepBHOI iHTerpauii NOCTIMHO 3MiHIOTLCS | BiANO-  NAPHOCTI XMapHMX OBYMCNEeHb — MiABULLEHHS
BiHO 4O BMMOI Cy4acCHMX cepenoBull po3pobkn,  edeKTUBHOCTI MpoLeciB HemnepepBHOI iHTerpauii
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Mae Ha METi He TiNbKN NigBULLIEHHSA €DEKTUBHOCTI
BMKOPUCTaHHA oBuucrioBanbHUX pecypciB, ane
N 3HWXKEHHS onepauiiHUX BUTpaT i CKOPOYEHHS
yacy BWUMYCKY HOBMX Bepcin nporpamHoro 3abes-
nedyeHHs. 3a CBOEK CYTTHO, NPOLIECU HENEPEPBHOI
iHTerpauii € HabopomM B3aEMOMNOB’A3aHMX 3aBAaHb
06pobKM NMporpamMHOro Koy, siki OpKecTpytTbCs
(KOHQIrypytoTbCsl, KOOPAMHYIOTLCS, BMPOBaIKYy-
HOTbCS, BUKOHYHOTBCA Ha KepylTbCs) CUCTEMOIO
HernepepBHOI iHTerpaudii B oB4ncnioBanbHOMY
cepegoBuui (Burdiuzha, 2023). Metogn nigsu-
WeEeHHS edeKTUBHOCTI MNPOLECIB  HenepepBHOI
iHTerpauii HauineHi Ha KOXHWUW 3 acnekTiB LuX
npouecis, iX YMOBHO MOXHa MOGINUTU Ha Taki
KaTeropii: Metoan onTumisauii ob4ncroBanbLHOro
cepegoBulla, MeTogM onTumisadii kogosoi 6asw,
MeToaM onTumisadii 3acobie 00poOKkM NOYATKOBOro
Kody, MeTroaum onTumisauii cuctemMm ynpaeniHHA
npouecamMmu, Ta METOAM CTPYKTYPHOI onTuMisauii
(Tsvirkun, Myronov, 2023). Lis poboTa akueHTye
yBary Ha JOoCnifXeHHi MeToAiB CTPYKTYPHOT oNnTu-
Mi3aLii npoueciB HenepepBHOI iHTerpadii, To6To Ha
MeTodax, siki BNAMBAKOTb Ha MOPSAOK BUKOHAHHS
3aBAaHb HenepepBHOI iHTerpauii Ta ixHi 3B’A3KM
3 METOK 3MEHLUEHHS 3aranbHOro Yacy Ans BUKO-
HaHHA Mpouecy HenepepBHOI iHTerpauii, 6e3Bia-
HOCHO CTaHy Mo4aTkoBOro kogy, 3acobis 06pobku
4y obumcnoBanbLHOrO cepeaoBuLLa.

AHani3 octaHHiX gocnigxeHb i ny6nikauin.
HocnigpxkeHHa meTtoais NigBuLLEHHA €PeKTUBHOCTI
npouecis HernepepBHOI iHTerpaLil, ki MoXXHa BigHe-
CTV [0 KaTeropii MeTo4iB CTPYKTYPHOT OnTMMiI3aLi,
CTOCYETbCS YOTMPBOX OCHOBHUX HANPSIMIB: METOAY
po3naparnentoBaHHsA 3aBAaHb HEMNepepBHOI iHTe-
rpauii, metogy npioputmusadii 3aBgaHb, MeToady
onTUMi3aLiil B3aEMO3B’A3KIB 3aBAaHb LLUMSAXOM
CTPYKTYPYBaHHSA iX y BUrNSA4i CNpsiMOBaHOIo auu-
KniyHoro rpadpy Ta MeTogy YMOBHOMO BUKOHaHHS
3aBgaHb (Jin, Servant, 2021). HanbinbLw Wm1poko
OOCNiAXYETbCA MeToau po3naparnentoBaHHs Ta
YMOBHOTO BMKOHaHHSA 3aBAaHb, B OCTaHHbOMY Criif
BULINNTM TakKNMn HanpsAMOK OOCHIIKEHHS 9K BUKO-
puYCTaHHA 3acobiB MaLMHHOIO HaBYaHHSA Ta LITYY-
HOrO IHTENEeKTy ANA po3ni3HaBaHHS 3MiH NOYaTKO-
BOrO KOy Ta iHTeneKkTyanbHoi NobyaoBK neperiky
3aBdaHb HenepepBHOi iHTerpadii (Jin, Servant,
2023). Y NOpiBHAHHI 3 TUM, KiNbKICTb HaYyKOBMWX
JocnipKkeHb MEeToAiB OnTMMiI3auii Yyeprn 3aBgaHb
Ta nobygoBwu 3B'A3KIB Yy BUMMSAI CPSMOBAaHOroO
auumkniyHoro rpady € HesHadHotw (Stahl, 2017).
MpoaHanizoBaHi poboTK 30cepemKeHi Ha BM3Ha-
YeHHi BMMMBY 3aCTOCOBaHMX METOAIB Ha npouecu
HenepepBHOI iHTerpauii, NopiBHIOKYM PO3POONEHI
MeToau 3 aHanoriYyHUMK, OHaK He MICTATb CUCTe-
MaTUYHUX NOPIBHANBHUX AOCHIMKEHb 3 MeToA4aMu
iHLUINX HanpsaMmiB.
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MeTta pocnigxeHHA. Pobota mMae Ha MeTi
AOCNIANTU BNNUB Cy4aCHUX NPaKTUKM NigBULLEHHS
edeKkTUMBHOCTI npoueciB HernepepBHOI iHTerpauii
LUSISIXOM OMNTMMI3aLiT CTPYKTYpU 3aBAaHb NpoLeciB
Ta iXHiX B3aEMO3B’A3KiB, Ha 3aranbHWA Yac BUKO-
HaHHA npoueciB. 3aBAaHHA 4OCNIAXEHHS] — BU3Ha-
YATWU KIHOYOBI METOOM CTPYKTYPHOI onTuMisauil
NpoLECIB HEMNepepBHOI iHTerpaii, Ta NOPIBHATK
edEeKTUBHICTb X 3aCTOCYBaHHS Y Pi3HOMaHITHOMY
cepenoBuLLi NporpamMHoro 3abesneyeHHs.

BuknanocHoBHOro matepiany AoCniAKeHHs.
MeTogmn CTpyKTYpHOI ONTMMI3aLii € OAHIE0 3 KIto-
YOBUX KaTeropi MeToaiB niaBuLLEHHS edeKTUB-
HOCTIi NpoLeciB HenepepBHOI iHTerpauii, i 3ocepea-
XEHMN Ha OnTUMI3aLilo BHYTPIWHLOI CTPYKTYpU
npoueciB Ta B3aEMO3B’A3KIB MiX 3agadamu. K
iHWIi MeToaM nigBULWEHHS e(PeKTUBHOCTI npoLecis
HenepepBHOI iHTerpauii, BOHM MaloTb Ha MeTi Npwu-
LUBMALLEHHS] 3BOPOTHOTO 3B’A3KY i3 pOo3pobHMKamMm
nporpamMHoro 3abesneyeHHsi, 3MEHLUEeHHS 4acy
Ha BMKOHaHHA 3aBOaHb 0OPOOKM AaHMX, @ TaKoX
3MEHLLEHHS KiNbKOCTi 06YMcnioBanbHMX nporpam-
HUX PECYPCIB A1 BUKOHAHHSA 3aBAaHb.

Hanbinblw wnpoko 3acTocoByBaHMM METOOLOM
CTPYKTYPHOI onTuMisauii npoueciB HenepepsHOI
iHTerpauii € memod posnapasnentoeaHHs1 3ag0aHhb.
Llen meToa cnpsmoBaHui, B NepLuy vepry, Ha nig-
BULLIEHHSA e(PEKTUBHOCTI HanbinbLl pecypoeMHOro
eTany — KpoKy TECTYBaHHS, LUNAXOM OOHOYACHOro
BMKOHAHHS KiNbKOX 3aBAaHb.

Y TpaguuinHux cuctemax HernepepsBHOl iHTe-
rpauii 3aBoaHHS TeCTyBaHHS YacTO BUKOHYIOTLCH
NOCAIAOBHO, LLO CTBOPHE OOMEXEHHSA NMPOOYKTUB-
HOCTi npouecis, 0COBNMBO B NPOEKTaX i3 BEMMKOID
KinbkicTio TecTiB. lMapanenbHe TecCTyBaHHA BUpI-
Wwye w0 npobnemy, Konm TecTn po3noginsoTbes
MiX KinbkoMa npouecopamu abo obuucnioBarb-
HUMW By3namu, LLO 3MEHLUYE 3aranbHUA Yac, SKui
HeoOXiAHUA ANA BUKOHAHHS TECTIB, i NPUCKOPOE
LMK 3BOPOTHOrO 3B’A3KY.

BnpoBagxeHHs po3napaneneHoro TeCcTyBaHHs
nepenbayae sK HanawTyBaHHS NporpaMHUX 3aco-
6iB TeCTyBaHHS, TaK i 3MiHy CTPYKTypu 3aBAaHb
HenepepBHOI iHTerpauii 4nsa OAHOYAaCHOro BUKO-
HaHHA TECTiB, rapaHTyouM, WO KOXEH TecT i30-
NbOBaHW Bif, iHWKMX, WOO0 3anobirTi nepewlkogam
i XMOHUM pesyneTatam. JocnigpkeHHs napanenb-
HOMO TECTYBaHHSA MOCTIMHO AEMOHCTPYHOTb MOro
e eKTUBHICTb Y CKOPOYEHHI Yacy, ske HeobxigHe
ANg eTany TecTyBaHHS, 3aneXxHo Bid CKNagHoCTI
Ta po3mipy Habopy TectiB (Fallahzadeh Ta iH.,
2023).

CKOpOYEeHHs1 Yacy npu3BoaATb OO LUBMALLOMO
3BOPOTHOIO 3B’A3KYy AN po3pobHuKiB, WO A03BO-
nse weuawe igeHTudikysatn Ta BUpilyBaTy
npobnemun. BignoBigHO OO ekcnepuMMeEHTanbHUX
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AocnigxeHb, 0cobnMBy ehekTUBHICTb Lien MeTop,
OEMOHCTpYe Yy BenukoMaclTabHux i cknagHux
npoektax S1 Ta S5, y sKux [OBre TeCTyBaHHS
MOX€E 3aTpuMmaTtu BMMYCK HOBUX Bepcin Ta 30inb-
LWNTKN BUTPATN Ha po3pobky (Tabnuus 1). OgHak
BMPOBa)XEHHS napanenbHOro TeCTyBaHHSA TaKOX
NnoB’si3aHe 3 PU3NKOM OTPUMAHHS MOMMITKOBUX
pesyneraTie (Bavand, 2021). Mpn BnpoBagXeHHi
MeTody po3napanerntoBaHHA 3aBAaHb TECTYBaHHS
Ba)XKNMBO MNpoaHanidyBatM MOTEHUiNHI ocobnu-
BOCTi BUKOHYBaHWUX TECTIB Ha NPEAMET BHYTPILLHIX
3anexHOCTen Ta 4OCTyNny 4O ChiflbHUX pecypciB.

Memod npiopumu3sauji 3aedaHb B npoLecax
HernepepBHOI iHTerpauii € HaiMeHLU NonynsipHO
NPakTUKOK NiABULLLEHHA €(EeKTUBHOCTI NPOLIECIB,
30Kpema, Yepes BiACYTHICTb NigTPUMKN y BaraTbox
cucTemax HenepepBHOT iHTerpauii. TUM He MeHLL,
uen metog possonsde 3abesnedyeBatm Ginblly
e(PeKTUBHICTb MPOLIECIB LUMAXOM KepyBaHHS yep-
roto 3apgaHb. Crnvparoumcb Ha NPUHUUNK Teopii
MacoBoro obCnyroByBaHHs, KepyBaHHSA 4yepramu
B HENEPEPBHOI iHTerpawii nonarae y BCTaHOBMNEHHI
npiopuTeTiB 3aBAaHb 30ipkW, TECTYBaHHS i poO3-
ropTaHHa nporpaMHoro 3abesnedyeHHs 3 MeTow
MiHiMi3auii oOMexeHb NPOAYKTMBHOCTI MPOLIECIB,
a TakoX ONTUMi3auil BMKOPUCTaAHHSA pecypciB.
Y Teopii macoBoro o6CnyroByBaHHS 3aBAaHHA
4YacTO OpraHi3oBYKOTbCA B NPIOPUTETHI Yepru, ae
Ba)kNMBILi 3aBAaHHS 0OpoOnAKTLCA paHile 3a
iHWwi. Lls koHuenuis 6e3nocepegHbO 3acTOCOBHA
00 rnpoueciB HenepepBHOI iHTerpadii, ae kepy-
BaHHA MOPSAKOM i MpiopuTETOM 3aBAaHb MOXe
3HaYyHO BNNMHYTU Ha 3aranbHy eqeKTUBHICTb
LMKITYy pO3pobKu.

Hanpuknaa, BucokonpioputeTHi 306ipkn abo
KPUTWUYHI 3MiHW MOXHa PO3MillyBaTh Ha no4vaTky
yepru, 3abe3neyvyoun iXHI0 MUTTEBY 0OpPOOKY, ToAi
K MEHLU KPUTWYHI 3aBOaHHA CTaBNATLCH B Yepry
32 HUMU. [HWNM BaXKMBUM acrnekToM KepyBaHHS
yepramm HernepepBHOI iHTerpaudii € AguvHamiuHe
KepyBaHHsS 4yepramu, sike nepenbavae HanawTy-
BaHHA nMpiopuTeTy 3aBdaHb Yy pexuMi peanb-

OOCTYMHICTb pecypciB abo TEePMIHOBICTb KOHKPET-
HOI 36ipku. Hanpuknag, SKwo BaxnvBe BMpoBa-
JXXEHHS1 HOBOTO Kody 3aTpuMyeTbesi Yepes obme-
XEHHs1 pecypciB, cucTema HenepepBHOI iHTerpauii
MOXe [MHAMIYHO nepepos3noginatn pecypcu abo
KopuryeaTtu npiopuTeTu 3aBfaHb AN BUPILLEHHS
npobrnemu, TakMM 4YMHOM 36epiratoum noTik npo-
uecy HenepepBHOI iHTerpadii. [ocnigxeHHs
3acTOCyBaHHA Teopii MacoBoro O6CMyroByBaHHS
B Mpouecax HenepepBHOI iHTerpauii NpoaemoH-
cTpyBanu, WO edekTUBHE KepyBaHHS 4deprammu
MOXe MPU3BECTN 4O HE3HAYHOIO NMOKPaLLEHHS Yacy
BUKOPUCTaHHS pecypciB i 3aranbHOT e(peKTUBHOCTI
HenepepBHoi iHTerpauii (Wang Ta iH., 2020)

BnpoBamxkytoun npiopuTeTHI Yeprn, cuctemu
HenepepBHOI iHTerpauii MOXyTb rapaHTyBaT, LLO
HanBaXkNMBILLi 3aBOaHHA BUPILLYIOTLCA NepLUnUMMU,
3MEHLUYIOYN WMOBIPHICTb BUHUKHEHHSI BY3bKWX
Micub i 3abesnevytoum Ginblw nepegdayvyBaHWN
i HagiMHMM Npouec obpobkn gaHmx. MNocTaBneHun
€KCMEPMMEHT MOoKa3aB, L0 BNPOBaAXEHHS LbOro
MeToAy A03BOSISE CKOPOTUTU CepeHii Yac BUKO-
HaHHA npoueciB HenepepBHOi iHTerpadii 4o 20%
(Tabnmus 1), ocobnmeo y MacwTabHMX npoekTax
Ha OeKinbKa iHXEHEPHUX KOMaHA, Lo npauoTb
B yMOBaXx 0OMeEXeHMX pecypciB.

Lle ogHum HenonynspHMUM METOAOM OMTUMI-
3auil npoueciB HenepepBHOI iHTerpadii € meToa
opaaHi3auji 3aedaHb y su2nsdi cripsmMosaHo20 ayu-
KniyHoeo epacgpy. Llem metoa nponoHye dopmani-
30BaHUA niaxia Ans CTPYKTYpPYBaHHA CKNagHWX
npouecisa o6pobkn gaHux. Y mogeni crnpsiMmoBa-
HOro aumkniyHoro rpady KOXeH By30Nn npeacras-
nde 3aBOaHHA HenepepBHOI iHTerpauii, Togi Ak
pebpa MK By3namMu O3Ha4alTb 3aNEXHOCTI MiX
UMMM 3aBOaHHAMKU. BuaHavanbHO ocobnmBicTio
METOAY € rapaHTisi TOro, WO 3aBOaHHsS Henepeps-
HOI iHTerpauii He 3anexaTb LMKIIYHO OAWH Bif
OOHOrO, i TakKMM YMHOM BUKITHOYAKOTLCS B3AEMO-
©OriokyBaHHSA ab0 MOXNUBICTb NOSIBU HECKIHYEHHMX
LUMKniB.

Llen meTog onTumisauiss 3a CBOE CyTTHO Mig-

HOrO Yacy Ha OCHOBI MOTOYHWX YMOB, TaKMX AK  XOOAUTb AN  KEePyBaHHA 3aneXHOCTAMU MK
Tabnuus 1
EkcnepumeHTanbHe NOpiBHAHHA e(PeKTUBHOCTI 3aCTOCYyBaHHA MeTOoAIB
CTPYKTYPHOI onTUMi3auii npoueciB HenepepBHOI iHTerpauii
MeToa cTpyKTYpHOT onTumisauii OnTuMisauia Yacy BUKOHaHHA npoueciB
S1 S2 S3 S4 S5
po3napanentoBaHHs 3aBaaHb’ 0,8n 0,9n n N/A2? 0.8n
npiop1TM3alia saBgaHb 1.1 1,0 1,0 1,0 1,2
opraHisauis 3aBgaHb CAI 1,7 1,6 1,0 1,2 2,0
YMOBHE BUKOHAHHS 3aBAaHb 1,4 1,7 1,8 1,2 85,0

" n-cmyniHb napanenizauii, n=>2.

2 Yepes cneyucpiky npoekmy, 3acmocysaHHsi daHo20 Memody He € MOXITUBLM.
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3aBOaHHAMM HenepepBHOI iHTerpauii, ski BUHU-
KaloTb Y CKNagHUX BENWKMX npouecax. Y Knacud-
HUX npouecax HenepepBHOI iHTerpadii 3aBaaHHs
OQHOro €eTany BMKOHYKTbCA NULIE Nicnsa 3aBep-
LUEHHA YCiX 3aBAaHb nornepegHbLoro erany. Tomy
3aCTOCYBaHHSA LIbOro MeTogy [03BOMSiE cUcTemMam
HernepepBHOI iHTerpauii nopylwysati nocnigoB-
HICTb BWKOHaAHHSI €TaniB i BMKOHYBaTW 3aBAaHHS
y BCTaHOBMIEHOMY TMOPSIAKY, rapaHTyl4K, Lo
3aBAaHHA BUKOHYHTbCA nuE Tofdi, Konwu 3afo-
BONLHAIOTLCA TXHI NepegyMoBW.

Takun nigxig nigBmwye edeKkTnBHICTb Npouecy
HenepepBHOi iHTerpauii, yHMKalun HenoTpibHMX
3aTPUMOK | OMTMMI3yOUM MOPSAOOK BUKOHAHHS
3aBOaHb.

Ak nokasytoTb gocnigxeHHsi (Zheng taiH., 2024)
Ta NpoBeAeHWI ekcnepumeHT (Tabnuus 1), opraHi-
3auisg 3aBOaHb HenepepBHOI iHTerpauii y Burnagi
rpadiB ocobnmeo edeKkTnBHaA y BENUKKX i cKnag-
HUX MPOEKTaX i3 BENNYE3HOK KifTbKICTIO 3anex-
HOCTeW, sKi OOMexXyloTb NMPOAYKTUBHICTb 3aBAaHb
06pobku gaHnx. PenpeseHTauiqa Lmx 3anexHocTemn
y rpadiyHoMy BuAi (K npasBwmo, y BUrNAgi gia-
rpam CaHkes) 4O3BONSE NPOBOANTM NOrMMbneHun
aHanis uux Micub i KPUTUYHOIO LWNAXY 3 METOH
BNPOBaMKEHHS iHLIMX METOAIB onTUMi3aLii npoue-
ciB HenepepBHOI iHTerpadiii.

OpgHak edeKkTUBHICTb LUbOro MeTtogdy 3are-
XWUTb Big TOYHOIO BU3HAYEHHA 3aneXHOCTEN MixX
3aBOaHHAMMU i 3abe3neyeHHs Toro, Lo Li 3anex-
HOCTi KOHTpOmnbOBaHi. Y cepefoBullax i3 Ayxe
MiHNMBMMK abo HenepenbavyyBaHUMK 3aNEXHOC-
TAMM, 3aCTOCYBaHHSA LIbOr0 METOAY MOXE Crpu-
YNHATK 3aTpUMKK B 06pobLi gaHux abo Heedek-
TMBHE BUKOPUCTAHHA OBYMCIIIOBanNbHUX pecypciB
(Lyu Ta iH., 2024). HesBaxatoum Ha ue, 3a npa-
BUITbHOTMO  BMPOBAaKEHHS, METod OpraHisauii
3aBAaHb Yy BUIMMA4i CNPAMOBAHOIO auMKNiYHOro
rpady 3anuWaeTbCa MOTY>KHUM IHCTPYMEHTOM
Ana nigBuLEHHsT edeKTUBHOCTI MpoLeciB Here-
pepBHOI iHTerpaLii.

Mig mMeTooOM YMOBHO20 BUKOHaHHS 3as0aHb
HenepepBHOi iHTerpauii po3ymieTbca BMOIpKOBUIA
3anyck 3aBgaHb 06pobkM gaHMX Ha OCHOBI none-
peaHbO BU3HadYeHMX npaBun abo iHTenekTyanb-
HOrO pO3Mi3HaBaHHA KOHTEKCTY 3MIHEHMX OaHUX.
Lls npakTuka cnpsimoBaHa Ha OMTMMI3aLil0 BUKO-
PUCTaHHSA PEecypcCiB i CKOPOYEHHSA 4vacy npouecy
HenepepBHOI iHTerpauil LWASXOM BUKOHAHHA nuLle
HeoOXigHMX 3aBOaHb, @ He MOBTOPHOrO 3amnycky
BCbOro MpoLecy AN KOXHOI 3MiHW MO4YaTKoOBOro
kody. TpaguuiiHi cuctemm HenepepBHOI iHTerpauii
BUKOPUCTOBYIOTb 3a3aanerifb BU3Ha4YeHi npasuna,
Taki Ak 3miHa dhannis abo KMYoBi CNOBa Y 3MiHHO-
BaHUX AaHuWX, ON8 BU3HAYEeHHS neperiky 3aBOaHb
O5151 BUKOHaHHS.
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Hanpuknag, TeCTM MOXyTb 3anyckaTucs nuwie
TOqi, KONM € 3MiHK y dhannax B NeBHOMY KaTa-
nosi, Wo 3MeHLUYE Yac Ha BUKOHaHHS TecTiB. Xo4a
3acTOCyBaHHS MeToAy Y MOro TpaauuinHomy Buai,
Ha OCHOBI Mpasun, NigBuULLye edeKTUBHICTb NPOo-
LeciB HenepepBHOI iHTerpauii (Tabnuusa 1), pyydHi
HanawTyBaHHS BMMaralTb MOCTIMHOI NiATPUMKM
3 OOKy iHXeHepiB, siKi MOBWHHI PerynspHoO OHOB-
noBaTu Npasuna B Mipy PO3BUTKY MPOEKTY, LL0O
rapaHTyBaTu BIigNOBIgHICTE NpaBWuil  HaWHOBI-
LWMM 3MiHaMm. Y BenuvkomacluTabHux npoekTax 3i
CKNagHUMM 3anexHoOCTAMM MiX 3agadvamu, Brpo-
Ba[XKEeHHS MeTofy Y MOoro TpaguuinHoMy BapiaHTi
MOXe BYTM HA4TO KOLUTOBHUM.

3 MeTo nogonaHHsa TpaguuinHUX obMeXeHb
LUbOro MeTody OOCNIAXKYHTbCA iHHOBAUiNHI nig-
XO[4M, SIKi BUKOPUCTOBYHOTb MALLMHHE HaBYaHHS Ta
LUTYYHWI IHTENEKT ANSA NPOrHO3YBaHHSA Ta iHTENeK-
TyanbHOr0 BW3HAYEHHA Mepeniky 3aBOaHb Hene-
pepBHOI iHTerpauii Ha OCHOBi 3MiH MOYaTKOBUX
AaHnx. OgHMMKM 3 HanBinbLL NONYNSAPHUX NigX0aiB
€ SmartBuildSkip, BuildFast i HybridClISave. IMig-
xig SmartBuildSkip 6asyeTbcs Ha aHanisi NeBHUX
napameTpiB NPOEKTY Ta BHECEHMX 3MiH, Bepyuu
00 yBarn §K HETeXHiYHi MOoKasHWKW, Hanpuknag,
po60o4nii OeHb, KiNbKICTb iHXEHEpIB i BiK 4aHMX, Tak
i @aHani3yl4n KOHKpEeTHI 3MiHW, BHECEHi 4O noyaT-
KOBOrO KoAay, L0 A03BOMAE iAeHTUIKYBATN 3MiHK
AKi HaBpsA4 YM CTBOPATbH HOBIi Npobrnemu, Taknm
YMHOM EKOHOMIAYM Yac i obumncnoBarnbHi pecypcu
(Jin, Servant, 2020). Metog BuildFast Bukopwuc-
TOBye nmofibHun nigxig, ane Takox 3BepTae yBary
Ha iCTOPWYHI pe3ynbTaTh 3aBAaHb iHTerpadii, Wob
BMPILLMTK, Yn NOTpiOHa 36ipka, WO 3Ha4YHO NiaBu-
LLUMMO SAKICTb NPOrHO3yBaHHA HEOOXiAHMX 3aBOaHb
nopiBHsHO i3 SmartBuildSkip (Chen Ta iH., 2020).
HybridCISave, sikuii mMae HaWHOBITHILWMIA Miaxig
A0 YMOBHOIO BWKOHaHHSA 3aBAaHb HenepepBHOI
iHTerpauii, noegHye nNigXo4M Ha OCHOBI MpaBun
i MPOrHO3yBaHHA Ans ridOpMAaHOro pileHHs Ans
onTuMmi3auii npoueciB 30ipkM MOYATKOBOrO Koay
i TectyBaHHsa. Hanpuknag, HybridCISave moxe
crnovaTky BM3HayaTu Habip 3aBgaHb 3a OOMOMO-
rol nornepeaHbO BM3HAYEHMX MNpaBwi, a MnoTiMm
YTOYHIOBATU PilLEHHS LWOAO0 X BUKOHAHHA 3a Jono-
MOrOI MoAenen MalnHHOIO HaBYaHHS, siki nepea-
GavaloTb MMOBIPHICTb HEOOXiAHOCTI BUKOHAHHS
3aBOaHHA Ha OCHOBI OCTaHHiX 3MiH. Llen ribpuna-
HWIA Nigxig BpiBHOBaXye HaAiMHICTbL KOHirypauin
Ha OCHOBI MpaBuWn i3 FTHYYKICTIO NPOrHO3HMX MOAe-
new, NPONOHYIOYN MOTYXXHUI IHCTPYMEHT ANns nia-
BULLEHHSA €e(EKTUBHOCTI MpOLECiB HenepepBHOI
iHTerpauii (Jin, Servant, 2023).

JocnimpkeHHs nokasylTb, WO Taki iHCTpy-
MeHTH, sk HybridCISave, MOXyTb 3MEHLUNTK Kifb-
KiCTb 3aBAaHb HenepepBHOI iHTerpauii Ha 93%,
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MiHiManbHO BMMMBAKOYM Ha TOYHICTb BUSABMEHHS
iHTerpauiiHmx npobnem. Tv He MeHLL, chig MaTu Ha
yBaa3i, L0 TOYHICTb NPOrHO3iB 3aneXuTb Bif AKOCTI
OaHNX, AKi BUKOPUCTOBYHOTLCA ANA HAaBYaHHS Mofe-
newn, a HenpaBWUIibHI MPOrHO3N MOXYTb NPU3BECTU
00 Nponycky 3aBAaHb, SKi Hacnpaegi 6ynu Heob-
xigHumu. TidpuagHi nigxogm, Taki ak HybridClSave,
3MEHLUYOTb LIEN PU3NK, MOEOHYHOUN Y3rOMKEHICTb
KOHcpirypauin Ha OCHOBi MpaBun i3 MOXNUBICTIO
aganTauii NPOrHO3HNX MOAENEN.

BucHoBKM i nepcnektMBu noganbLUMX
pocnigXeHb. Y Ui cTaTTi 4OCNIgXEHO psag cyyac-
HUX MeToAiB ONTUMI3aLil CTPYKTypu npouecis
HernepepBHOI iHTerpauii, KOKeH 3 sSIKUX cnpsmoBa-
HUI Ha NIABULLEHHS LWBUAKOCTI, €PEeKTUBHOCTI Ta
BUKOPUCTaHHSA pecypciB poboumx npouecis pos-
pobkn nporpamHoro 3abesneyeHHs. Po3rnsHyTo
K TpaguuinHi MeTogu: naparnefibHe BMKOHAHHSA
3aBOaHb, npiopuTU3auis 3aBgaHb Ta YMOBHOrO
BMKOHAHHS 3aBAaHb, TaK i HOBiTHI METOAM iHTENek-
TyanbHOr0 BM3HAYEHHSI Nepeniky 3aBgaHb Hene-
pPepBHOI iHTerpaLii.

Lli meToan npogemoHCTpyBanu 3HayHi Mokpa-
LLEHHST KMOYOBUX MOKA3HMKIB HENEPEPBHOI iHTe-
rpauii, 3oKpema CKOPOYEHHHA KPUTUYHOrO LUMSAXY
NpoueciB i MPUWBUALWIEHHA LMKy 3BOPOTHOIO
3B’A3Ky. Hanmbinbw epeKTUBHUMKU BUSBMIIMCSA
MeToaM po3napanentoBaHHs 3aBAaHb Ta YMOB-
HOrO BWMKOHaHHSA 3aBOaHb, BM/MB SKUX 3HAYHOH
MIpOI0 MepeBULLYE BMAMB Ha LUBUAOKICTb BUKO-

y BUMMS4i CnpaMoBaHOro auuknivyHoro rpady i npi-
opuTu3auii 3aBgaHb. OgHak cnig 3asHaunTy, WO
3aCTOCYBaHHA LUUX METOAIB HE 3aBXAWN € MOXIK-
BWM, 0COONMBO Yy HETPaguLiIHMX MPOeEKTax npo-
rpamHoro 3abesneyvyeHHsi, SK-T0 NPOEKTM, CNPSMO-
BaHi Ha ONMCaHHSA IHPPaACTPYKTYPHOI KOHirypauii
cepefgosuLla.

IHTenekTyanbHi nigxogu, xod i 6aratoobiugdtoui,
3Ha4YHOK MIPOI0 3anexartb Bif SKOCTi HaBYarbHUX
AaHnX i ToYHoCTI GasoBux anroputmis. Henpa-
BUNbHa KOHirypauis Moxe npu3Bectu OO Npo-
NycKy 3aBAaHb, KPUTUYHMX ANA NiATPUMKA Linic-
HocTi koay. Kpim Toro, iHTerpauis i3 3actapinumu
cuctemamm Ta 3abesnedyeHHsa MiKNnNatopMHOI
CYMICHOCTi MpPOAOBXYIOTb BUKNUKATU 3aHENOKo-
€HHs1, 0COONMBO ANA OpraHisauin, ski nepexoasaTb
Ha XMapHi cepefoBuLLa HenepepsHOT iHTerpadii.

3arnagatoun Bneped, ManbyTHi 4oCnigKeHHs
MOXYTb 30CepeanuTuUCs Ha BAOCKOHANEHHi MeToaiB
NPOrHo3yBaHHsA HeobxigHOro nepeniky 3aBaaHb
HEnepepBHOI iHTerpauil, BMNPOBaKEHHA LUX
MeTO4iB ANA TPaguUiNHUX CUCTEM HenepepBHOIl
iHTerpadii, a Takox Ha OinbLU peTenbHOMY i MacLu-
TabHoMy aHanisi BNAMBY METOAIB npiopuTuaauii
BUTKOM MpOrpamHoi iHXeHepii BNpoBagXeHHS
nepegoBnx METOAIB NiABULLEHHA e(eKTUBHOCTI
HenepepBHOI iHTerpauii cnpusTMMe NiaABULLEHHIO
eeKTMBHOCTI, MacwTaboBaHOCTI Ta rHYYKOCTI
npouecis po3pobku, WO 3peLTol Ccnpuatume

HaHHA npoueciB HenepepBHOI iHTerpauii npu  WBMAWIMA | HaZinHIWIA JocTaBui NporpamMHoro
BUKOPUCTaHHI MeTOAiB CTPYKTypu3auii 3aBgaHb  3abesneveHHs.
NITEPATYPA:

1. Xianhao J., Servant F. What helped, and what did not? An Evaluation of the Strategies to Improve
Continuous Integration. 43rd International Conference on Software Engineering: Conference Proceedings.,

Madrid, 25-28 May 2021. P. 213-225.

2. Burdiuzha R. Building an effective CI/CD pipeline: A comprehensive guide. Medium.com. URL: https://

gartsolutions.medium.com/building-an-effective-ci-cd-pipeline-a-comprehensive-guide-bb07343973b7

of access: 10.09.2024).

(date

3. Tsvirkun L., Myronov Y. Challenges and Specificities of Adopting Continuous Integration within Scalable
Cloud Environments. IEEE 18th International Conference on Computer Science and Information Technologies
(CSIT): Conference Proceedings, Lviv, 19-21 October 2023.

4. Xianhao J., Servant F. HybridCISave: A Combined Build and Test Selection Approach in Continuous
Integration. ACM Transactions on Software Engineering and Methodology. 2023. Vol. 32, no. 4. P. 1-39.

5. Stahl D. Large scale continuous integration and delivery: Making great software better and faster: PhD

thesis. Groningen, 2017. 257 p.

6. Fallahzadeh E., Bavand A. H., Rigby P. C. Accelerating Continuous Integration with Parallel Batch Testing.
31st ACM Joint European Software Engineering Conference and Symposium on the Foundations of Software
Engineering: Conference Proceedings, San Francisco, 3—-9 December 2023. New York.

7. Bavand A. H. The Impact of Parallel and Batch Testing in Continuous Integration Environments: Masters

Thesis. Concordia University, 2021. 109 p.

8. Scalable build service system with smart scheduling service / K. Wang et al. ISSTA 2020: Proceedings of
the 29th ACM SIGSOFT International Symposium on Software Testing and Analysis: Conference Proceedings,

18-22 July 2020. New York, 2020. P. 456-462.



Information Technology: Computer Science, Software Engineering and Cyber Security, Bun. 3, 2024

9.ZhengS.,Adams B.,HassanA. E. Does using Bazel help speed up continuous integration builds?. Empirical
Software Engineering. 2024. Vol. 29, no. 5.

10. Detecting Build Dependency Errors in Incremental Builds / J. Lyu et al. ISSTA 2024: Proceedings of the
33rd ACM SIGSOFT International Symposium on Software Testing and Analysis: Conference Proceedings,
Vienna, 16-20 September 2024. New York, 2024. P. 1-12.

11. Xianhao J., ServantF. Acost-efficientapproach to building in continuousintegration. ICSE ‘20: Proceedings
of the ACM/IEEE 42nd International Conference on Software Engineering: Conference Proceedings, Seoul, 27
June — 19 July 2020. New York, 2020. P. 13-25.

12. BUILDFAST: History-Aware Build Outcome Prediction for Fast Feedback and Reduced Cost in
Continuous Integration / B. Chen et al. 2020 35th IEEE/ACM International Conference on Automated Software
Engineering (ASE): Conference Proceedings, Melbourne, 21-25 September 2020. 2024. P. 42-53.

REFERENCES:

1.Jin, X., & Servant, F. (2021). What helped, and what did not? An Evaluation of the Strategies to Improve
Continuous Integration. In Proceedings of the 43rd International Conference on Software Engineering
(pp. 213-225). IEEE Press.

2. Burdiuzha, R. (2023). Building an effective CI/CD pipeline: A comprehensive guide. Retrieved from:
https://gartsolutions.medium.com/building-an-effective-ci-cd-pipeline-a-comprehensive-guide-bb07343973b7.

3. Tsvirkun, L., & Myronoy, Y. (2023). Challenges and Specificities of Adopting Continuous Integration within
Scalable Cloud Environments. 2023 IEEE 18th International Conference on Computer Science and Information
Technologies (CSIT), 1-4. doi:10.1109/CSIT61576.2023.10324010.

4. Xianhao, J., Servant, F. (2023). HybridCISave: A Combined Build and Test Selection Approach in
Continuous Integration. ACM Transactions on Software Engineering and Methodology, 32(4).

5. Stahl, D. (2017). Large scale continuous integration and delivery: Making great software better and
faster. [Thesis fully internal (DIV), University of Groningen]. University of Groningen.

6. Fallahzadeh, E., Bavand, A. H., & Rigby, P. C. (2023, November). Accelerating Continuous Integration
with Parallel Batch Testing. Proceedings of the 31st ACM Joint European Software Engineering Conference
and Symposium on the Foundations of Software Engineering, 55-67. doi:10.1145/3611643.3616255

7. Bavand, A. (2021) The Impact of Parallel and Batch Testing in Continuous Integration Environments.
Masters thesis, Concordia University.

8. Wang, K., Tener, G., Gullapalli, V., Huang, X., Gad, A., & Rall, D. (2020). Scalable build service system
with smart scheduling service. In Proceedings of the 29th ACM SIGSOFT International Symposium on Software
Testing and Analysis (pp. 452—-462). Association for Computing Machinery.

9. Zheng, Shenyu & Adams, Bram & Hassan, Ahmed E. (2024). Does using Bazel help speed up continuous
integration builds?. Empirical Software Engineering. 29. 10.1007/s10664-024-10497-x.

10. Lyu, Jun & Li, Shanshan & Zhang, He & Zhang, Yang & Rong, Guoping & Rigger, Manuel. (2024).
Detecting Build Dependency Errors in Incremental Builds. 1-12. 10.1145/3650212.3652105.

11. Jin, X., & Servant, F. (2020). A Cost-efficient Approach to Building in Continuous Integration. In 2020
IEEE/ACM 42nd International Conference on Software Engineering (ICSE) (pp. 13-25).

12. Chen, B., Chen, L., Zhang, C., & Peng, X. (2020). BUILDFAST: History-Aware Build Outcome Prediction
for Fast Feedback and Reduced Cost in Continuous Integration. In 2020 35th IEEE/ACM International
Conference on Automated Software Engineering (ASE) (pp. 42-53).

139



Information Technology: Computer Science, Software Engineering and Cyber Security, Bun. 3, 2024

YOK 004.491.42
DOI https://doi.org/10.32782/1T/2024-3-15

Onez CABEHKO

00KMop MmexHiYHUX Hayk, npogbecop, dekaH chakynbmemy iHhopmayitiHux mexHomnoail, XMenbHUybKul
HaujoHanbHul yHieepcumem, 8yn. IHcmumymcbska 11, M. XmenbHuybkud, Ykpaina, 29016

ORCID: 0000-0002-4104-745X

Scopus Author ID: 54421023400

Makcum YAUKOBCbKUN

acriipaHm kagedpu KOMITIOMepHOI iHXeHepii ma iHgbopmauitiHux cucmem, XMenbHUUbKUU HauioHarbHUU
yHigepcumem, 8yn. IHcmumymcbka 11, M. XmenbHuubkud, YkpaiHa, 29016

ORCID: 0000-0002-9596-6697

Scopus Author ID: 57220050568

Bi6niorpaciuHum onuc crtatri: CaBeHko, O, Yarikoscbkuid, M. (2024). MeToa HeuiTkoi knacudikawii
3MOBMUCHOTO MpPOrpaMHoOro 3abesneyeHHs 3 BUMKOPUCTaHHAM iHTENeKTyanbHOro areHta. Information
Technology: Computer Science, Software Engineering and Cyber Security, 3, 140-148, doi: https://
doi.org/10.32782/1T/2024-3-15

METO[ HEYITKOI KNACU®IKALIT 3NOBMUCHOIO MNPOrPAMHOIO
3ABE3MNEYEHHA 3 BUKOPUCTAHHAM IHTENEKTYAINNIbHOIO ArEHTA

Mema docnidxeHHs1: po3pobka Mooeni iHmenekmyanbHo20 azeHma 8 Cmpykmypi MynbmuageHmHoi cucme-
mMu Onisi knacugbikauii moniMopghHo20 37108MUCHO20 NpoepaMHoe20 3abesnedeHHs. Memodosioziss GocnioxeHHs:
8 38’3Ky 3 MUM, W0 YimKO rposecmu 8USIBNIEHHS ma Kracucikauito noniMopghHuUx eipycie € documb CKadHo
3alayeto i knacuepikauiss 30IUGCHIEMBCS 8 yMO8ax Hegu3HauYeHoCcmi, momy supilieHHs1 OaHoi 3adadi nepedbayae
8UKOPUCMAaHHS MexHooeili Wmy4Ho20 iHmernekmy, a came Hedimkoi foziku (Hedwimkoi knacudpikauii). Haykoea
HoBU3Ha O0CJIiOKeHHS: 8UKOPUCMaHHS daHo20 Memody € OpyauM emarioM y 3anpornoHo8aHoMy Midxo0i 8UsieneH-
Hs1, aHasi3y ma Kracugbikauii monimopghHoO20 37108MUCHO20 Npo2pamMHO20 3abe3rneqdeHHs1 ma nepedbaqyae 8uKopuc-
MaHHS HEYimKO020 J102iY4HO20 8UCHOBKY, SKUU CknadaembCs 3 HacmynHUX KpoKig: (1) 8UsHa4YeHHS1 xapakmepucmuk
8USIBIIEHOZ0 MOMIMOPEHOS0 3[108MUCHOZ0 MPoepamMHO20 3abesnedyeHHss ma hopmyesaHHs1 depeaa f102i4H020 8UCHO-
8KY; (2) onuc niHa8icmuyHUX 3MIHHUX; (3) 8U3HaYeHHs (byHKUIU HanexHocmi niHesicmuyHUx mepmis; (4) gpopmysaH-
Hs1 6a3u 3HaHb CUCMEMU HEYIMKO20 8UCHOBKY; (5) ompumarHs UmosgipHocmi HanexHocmi 0ocnidxysaHoeo ¢haliny
00 noniMopgHO20 37108MUCHO20 NPO2PaMHO20 3abe3neyeHHs Pi3HUX pieHie ckradHocmi; (6) Hevimka knacucbikauis
nonimopghHuUX gipycie. BUCHOBKU: e(heKmueHiCMb 3arpornoHO8aHoi MemoduKu, 32i0HO MPO8edeH020 eKCrepUMeH-
my, rosisieae 8 Momy, Wo 3 yCix 8US8NEHUX oniMopghHUX eipycie y nonepedHbomy AocnidxeHHi (89) daHul nidxid
doseonue 30ilicHumu ix knacugikayito 32i0HO pieHie cknadHocmi (eci 89), a 3 40 ¢halinis, siki He € MoniMophHUM
3/108MUCHUM rfipo2paMHuUM 3abesnedeHHsM, byrno ompumaHo 100 % eipHux sucHoskie. Tobmo, daHul nidxid Hadas
MOXrugicme i3 eusierieHUX nosiMopgHUX eipycie 30itlcHUmMuU ix Knacudgbikauiio 3a pigHAIMU CkradHoCMi i3 epaxy-
BaHHSIM HarnexHocmi 00 HeYimKuUx mepmie Ha PieHi HU3bKUU, HUX4Ye cepedHb020, cepeldHil, suuje cepedHb020
ma sucokul, Wo € nepesazoro 0aHozo nioxody. BuseneHHs1 HanexxHocmi noniMopgbHO20 3/108MUCHO20 POo2pamMHO-
20 3abesnedyeHHs A0 re8HO20 pigHs cknadHocmi 0o38ossie noneawumu npouyec nidbopy HeobxidHUx memodis Ons
6opombbu ma ix 3HEWKOOXKEHHS.
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A METHOD OF FUZZY CLASSIFICATION OF MALICIOUS SOFTWARE
USING AN INTELLIGENT AGENT

Purpose: development of an intelligent agent model in the structure of a multi-agent system for the classification
of polymorphic malware. Research methodology: due to the fact that clearly identifying and classifying polymorphic
viruses is a rather difficult task and classification is carried out under conditions of uncertainty, therefore, the solution
of this problem involves the use of artificial intelligence technologies, namely fuzzy logic (fuzzy classification).
The scientific novelty of the study: the use of this method is the second stage in the proposed approach to
the detection, analysis and classification of polymorphic malware and involves the use of fuzzy logical inference,
which consists of the following steps: (1) determining the characteristics of the detected polymorphic malware
and forming a tree of logical inference ; (2) description of linguistic variables; (3) definition of functions belonging
to linguistic terms; (4) formation of the knowledge base of the fuzzy inference system; (5) obtaining the probability
of the investigated file belonging to polymorphic malware of different levels of complexity; (6) unclear classification
of polymorphic viruses. Conclusions: the effectiveness of the proposed method, according to the conducted
experiment, is that out of all detected polymorphic viruses in the previous study (89), this approach made it possible
to classify them according to levels of complexity (all 89), and out of 40 files that are not polymorphic malicious
software, 100% correct conclusions were obtained. That is, this approach made it possible to classify the detected
polymorphic viruses by levels of complexity, taking into account belonging to vague terms at the level of low, below
average, average, above average, and high, which is an advantage of this approach. Identifying the polymorphic
malware belonging to a certain level of complexity makes it easier to select the necessary methods to combat
and neutralize them.

Key words: intelligent agent, multiagent system, polymorphic malware, fuzzy logic, probability, classification.

AKTyanbHicTb npobnemu. [na BupilleHHs MoniMopdoHi Bipycu NPURHATO KrnacudikysaTu
aKkTyanbHOi Npobnemu BUSIBNEHHS 3MNOBMUCHOrO  3a piBHsAMU nonimopdiamy (Nguyen, 2018). Y Han-
nporpamHoro 3abesnedeHHs (3M13) 3anponoHo-  MpOCTiWMX — oniroMopdpHMX BipyciB — 3ycTpiva-
BaHa iHTenekTyanbHa MyrbTUAreHTHa CUCTeMa,  HTbCS OAHAKOBI AIMSHKA KOAY, SKMMMU X MOXHa
BigoOpaxeHa Mogenb iHTenekTyanbHOro areHta  igeHTUdikyBaTy 3a AOMOMOrOK CUrHaTypHux 6as.
(IA) ons BuaBneHHsa nonimopdHoro 33, a Takox  HancknagHiwi 3 BipycCiB BUKOPUCTOBYHOTb NEpMy-
BU3HAYEHHS MMOBIPHOCTI MOro NMpUHanexXHoCcTi 4o Tywoumn kog (permutation code): BOHWM MOCTINHO
Pi3HMX PIBHIB CKMNagHOCTI NONiMOP(oHMX BIpYCiB  3MIHIOIOTLCA NKWLLE Ha piBHI Nignporpam — iHcTans-
(TobTo knacudikauia). B 38’A3Ky 3 TMM, LLO YiTKO  TOpa, wudpyBanbHuka, obpobHMKa nepepuBaHb
NPOBECTU BUABIMEHHSA Ta Knacudikauito noniMmopc-  Towo. ToMy JOCUTb akTyanbHUM € MUTaHHA Kna-
HUX BipyCiB € OCUTb CKNagHo 3agadveto i knacu-  cudpikauii 3M3 (Abdullah et. al., 2023; Al-Andoli
dhikauia 3aincHI0ETbCA B yMOBax HeBM3HadeHocTi,  et. al., 2022; Atitallah et. al., 2022; Chaganti et.
TOMy BUpilLEHHSA aHoi 3agadi nepegbavae Buko-  al., 2023; Goyal Manish, 2022; Qiao et. al., 2021;
PUCTaHHSA TEXHOJOTIN WTYYHOrO iHTENeKTy, a came  Vasan et. al., 2020; Xiao et. al., 2020).

HeYiTKOI Norikm (HeuviTkol Knacudikadir). ICHylOTb Ppi3Hi piBHI CknNagHoOCTI nonimopd-

AHani3 octaHHix pgocnimkeHb i nybnikauwin. Horo 3I13 (Nguyen, 2018). PieHb 1: ana crBo-
MonimopdHMIA  BipyC BIOPI3HAETLCA Bif 3BMYaW-  PEHHS NOMIMOPGHOro Bipycy BUOUPAETLCA cxema
Horo Bipycy crnocobom mackyBaHHs. [porpamHuii 3 Habopy cxem WwudpyBaHHSA/AewnpyBaHHS.
koa nonimopcdHoro 3MM3 3MiHIETLCA NpKn KOXKHOMY — Ek3emMnngap Bipycy mMatume ogHy 3 LMX CXeM
HOBOMY 3apaXeHHi 3a OO0MOMOrol WKAPYBaHHA. Yy BUMA4I 3BUYAWHOro TeKkcTy. Bigkputnin kntou
CKinbKn 3apakeHb — CTiNIbKV1 1 Bapiauii TOro camoro  A4ns Lboro WnudpyBaHHS MOXHa Hagat 6aratbom
Bipycy. Ane koxxHa mogudikauis, nNo CyTi, € HOBUM  KOpUCTyBayam Ans WNpyBaHHA MOBIAOMITEHHS.
eKk3eMnnsspoMm Bipycy. Y nonimopdHux Bipycax ans  Lle npoctuin, Tak 3BaHMK, «HaNiBnoniMOpgHUN»
LWMdpyBaHHS MOXHa 3aCTOCOBYBaTW CKNagHi Kpun-  Bipyc. PiBeHb 2: npoueaypa po3wmdpoBKu Bipycy
TorpadidHi anroputMu. Tomy, Hanpuknag, aHTuBi-  MICTUTb OfgHY abo Kinbka MOCTIMHWUX iHCTPYKLUIN,
PYCHUI 3aXMCT Ha OCHOBI CUrHaTypHUX 6a3 6e3cu-  pewuTta 3MIHIOETbCSA, anropuTM  BUKOPUCTOBYE
nuiA NpoTy NpocyHyToro nonimopdoHoro 3MM3. [ina  3MiHHi, Hanpuknaa, X, i X,, ane He 3MiHHy X, Lo
3HELLKOKEHHA MOoNiMOpdoHMX BIpyCiB HeobxioHe  [03BOMSAE HecKiHYeHHO 3MiHioBatTh X,. PiBeHb 3:
NoBHe po3LwndpyBaHHS iXHBOTO «Tina» (Aboaoja et.  gelwmdpyBanbHYK BipyCiB MICTUTb HEBMKOPUCTO-
al,, 2022; Djenna et. al., 2023; Ganin et. al., 2020). ByBaHi byHKLUii abo iHCTpyKuii, Taki sk NOP, CLI Ta
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STI Towo. PiBeHb 4: gewmncbpatop BipycCiB BUKO-
pPUCTOBYE B3aEMO3aMiHHi iHCTPYKLUIT Ta 3MiHIOE iX
NnopsaoK (3miwyBaHHSA iHCTPyKUin). PiBeHb 5: Ha
LbOMY PpiBHIi noniMmopcHuiA BipyC BUKOPUCTOBY-
BaB YCi nepepaxoBaHi Bue Metoaun. Kpim Toro,
anropuTM gewndgpyBaHHa Moxe OyTu 3MiHEHMWIA.
PiBeHb 6: nepmaHeHTHi Bipycu. Lle HamBuwun
piBeHb NOMNiMOPdHOro BipycCy, i KOro cnig Ha3neaTtu
nonimopcdHumM Bipycom Tina abo meTtamopdiy-
HUM BipycoM. Ha LuboMy eTani BeCb OCHOBHMWI Kopg,
Bipycy Moxe 6yTn 3MiHEeHUN.

3HayHa KinbKiCTb AOCMiaXeHb HayKoBLiB Mpu-
CBsilYEHA Pi3HMM MeTogam, npuromam i nigxogam
0o anHanisy ta BusBneHHs 3I13 (Akhtar & Feng,
2022; Chakraborty et. al., 2020; Choi et. al., 2020;
Liu et. al., 2022; Lysenko et. al., 2015; Lysenko et.
al., 2018; Savenko et. al., 2021).

AreHT — obuucnioBanbHa cuctema, nomiweHa
y 30BHILLHE CepenoBuLle, 34aTHa B3AEMOLIATU
3 Hel, 34INCHIoKYM aBTOHOMHI pauioHanbHi gji
ansa gocarHeHHs uinen (Ligo et. al., 2020; Taher
et. al.,, 2023). 3assuyan gns Toro, wob BBaxa-
TUCA «iHTENeKTyanbHMM» areHT MOBMHEH MaTu
HaCTYMHi BMacTUBOCTI: peakTMBHICTb (reactivity) —
areHT MOBUHEH BigyyBaTW 30BHILLHE cepeaoBuLLe
Ta pearyBaTu Ha 3MiHW B HbOMY, 34iACHIOYN Ail,
CNPSIMOBaHI Ha OOCArHEHHS Linen; NpoakTUBHICTb
(pro-activeness) — areHT NOBMHEH MNOKa3yBaTw
KepoBaHy UinagMy noBefiHKy, NposBnsaoyn iHilia-
TMBY, 304IMCHIOYN Aii CNPsIMOBaHi HA OOCATHEHHS
uinen; couianbHicTb (social ability) — areHT nosu-
HEH B3aEMOIATU 3 iHLUMMW CYTHOCTSAMMW 30BHiLL-
HbOro cepepoBua (iHWWMMKM areHTamu, NagbMU
TOLWO) ANSA OOCATHEHHS Linen.

dopmanbHa mogens IA B 6aratoareHTHUX CUC-
TeMax, BMKOPUCTOBYIOUM OUCKPETHY MaTeMaTuKy,
Moxe OyTu onmucaHa sik cMcTemMa OKPEMWX areH-
TiB, AKi B3aemMoAitoTb oAuH 3 ogHUM. KoxXeH areHT
npeacTaBneHuin 9K AUCKPETHA CYTHICTb i3 BU3Ha-
YyeHUM cTaHoM. CTaH areHTa Moxe 3MiHBaTUCS
3 Yacom BignoBigHoO Ao Habopy nNpaBun abo dyHK-
Lin, Ak 6a3yloTbCA HA NOTOMHOMY CTaHi areHTa Ta
CTaHi roro cepeposuLla. Lli npasuna abo dyHkuii
MOXHa BMPa3NTW 3a SONOMOIOK Pi3HMX OUCKPET-
HUX MaTEMaTUYHUX CTPYKTYP, Takux SIK rpadiku,
nocnigoBHocTi Ta Habopu. Hanpuknag, 3B’3ku
MK areHTamum MOXHa npeacTaBuTM Yy BUMMSAI
rpacha, e KOXeH By30Nn NpPeAcTaBnsie areHTa,
a KoXXHe pebpo NpeacTaBnsie MOXINBY B3aEMOI0
Mk aBoMa areHTamu. Kpim Toro, nocnigoBHiCTb
Oin, 9Ki 30IACHIOE areHT, MOXHa MNPeAcTaBUTU K
NMOCNiAOBHICTb CTaHIB, A& KOXEeH CTaH Bianosigae
4ii. Habip ycix MoXnuBmMx Ain ons areHTa MoXHa
npeacTaBnTK SK Habip, a cTpaTerito areHTa MoXHa
BM3HAYUTU SIK PYHKLHO, SiKa BigoOpaykae NOTOYHUIA
CTaH areHTa Ha Aito B LibOMy Habopi.

142

KoHuenuisa ©GaratoareHTHMx cuctem (MAS)
cTana BaXIMBOK TEMOI iHTepecy B ranysi WTyy-
Horo iHTenekTy (Dunets et. al., 2017; Pomorova et.
al., 2013; Savenko et. al., 2020). CyTb unx cuctem
nonsirae B IA, ski € cy6’ektamu, 3gatHUMK CNpuUi-
MaTh HaBKOSMMMLIHE OTOYEHHS Ta BMKOHYyBaTW Ail
CcaMoCTinHO abo y cniBnpaui 3 iHWWMK NS AOCAr-
HEHHSA KOHKpPEeTHUX uinen. dopmanbHa mogens IA,
0CcobBnMBO KOMM BOHa NOGydoBaHa 3 BUKOPUCTaH-
HAM OUCKPETHOI MaTteMaTtuku, MPONoHYyE HaginHy
CTPYKTYPY ONS PO3YMiHHA, NPOEKTYBaHHA Ta BLO-
CKOHaneHHs UMxX CKIagHUX CUCTEM.

MynbTnareHTHa cuctema, MO CyTi, € CyKyn-
HiCTIO Kinbkox B3aemogitoumx |A. KoxeH areHrT,
y CBOIN HAMMPOCTILWiNn hopMi, € 0B4MCMNIOBANBHOK
CYTHICTIO, SIKa Bid4yBa€ CBOE OTOYEHHs Ta pea-
rye signosigHo. Lli areHTn 30aTHi 4O aBTOHOMHOI
NoBEeAiHKM, MOXYTb BUNTUCA HA CBOEMY LOCBIfi Ta
MatoTb 34aTHICTb B3AaEMOAIATA 3 iHLLMMW areHTamu
B CUCTEMI.

Y copmanbHin mogeni |A 300paxyeTbeca sk
OKpemMa CYTHICTb i3 BM3HA4Y€HMM CTaHOM Yy CWUC-
TeMi. Lli ctaHn AnHaMiYHI Ta 3MIHIOITLCA 3 YacoMm
Bi4NOBIAHO A0 Habopy BCTaHOBMEHUX NpaBus abo
yHKUiN. Baxnumeo, Wo Ui npasuna abo gyHKUii
BPaxoBYIOTb MOTOYHUIM CTaH areHTa Ta KOHKPETHI
YMOBU B NOr0 cepeoBuLL.

OpfHieto 3 ronoBHMX Nepesar BUKOPUCTaHHA guC-
KPETHOI MaTeEMaThKN B LIMX MOAENSX € MOXITMBICTb
TOYHOrO MpPeacTaBfeHHA Ta Mo4anbLUOro aHasnisy
cucteMn. Pi3HOMaHITHI CTPYKTYpU B AUCKPETHIN
mMaTtemaTtuui, Taki Ak rpacdiki, NOCnigoBHOCTI Ta
Habopu, MOXHa ePEKTUBHO BMKOPMUCTOBYBATU ANS
dopmyrnoBaHHA Umx NpaBun abo yHKLUIN.

Hanpuknag, BigHOCMHM MiX areHTamu Bcepe-
OVHI CUCTEMM MOXHa NpeacTaBuTu y BUMMSAI rpa-
dika. Ha ubomy rpacbiky KOXeH BY30n O3Hayae
areHTa, a koxxHe pebpo npeacTaBnse NOTEHLINHY
B3aeMopfito Mk ABoma areHTamu. Lle BisyanbHe
npeacTaBrneHHsi 4O3BOMSE YiTKO 3p03yMiTU Ta Npo-
aHarnisyBaTu B3aeMOLit0 BCepeayHi CUCTEMN.

MoaibHUM YMHOM cepito Ain, sIKi BUKOHYE areHT,
MOXHa npeacTaBuTM sK MOCNIAOBHICTb CTaHiIB.
KoxeH cTaH y Ui nocnigoBHOCTI BignoBigae ne.-
Hin ail, aKy BMKOHYe areHT. Ller nocnigosHui nia-
Xig 3abe3neyvye 4iTke, NOKPOKOBE MPELCTaBIEHHS
Ain areHTa, WO 0O3BOMNSA€E AeTanbHO aHanisysaTtu
Ta po3yMiTu.

KpiMm TOro, noBHWIM AianasoH MOXIMBUX Ail,
AOCTYMHMX ANsA areHta B cucTemi, moxe OyTu
306paxkeHnn gk Habip. BukopucToBytoum Len nig-
Xid, paTerito areHTa MoXKHa BU3HaUNTU 9K OYHKLitO,
sKka BigoOpakae MOTOYHMIA CTaH areHTa Ha it
B LUbOMy Habopi. Llen meToq 3abesnedye NoBHUN
ornsag ycix NOTEHUINHMX 4il, CNpUsitoYM rmMubLuomy
PO3yMiHHIO MOBEAIHKN areHTa.
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MeTta pocnigxeHHA. MeToo AoCnioKeHHs
€ po3pobka mogeni IA B CTPYKTYpi MynbTUAreHTHOI
cuctemun ans knacudikauii nonimopdgHoro 313 i3
BUKOPUCTAHHAM HEYITKOT NOTiKn.

Buknag oOcHOBHOro matepiany Aaocrii-
AXeHHA. Hexan € MHOXWHa (haiinis, AKi BUKOHY-
toTbca F, i =1,K, AKi MOXYTb MICTUTU 3MOBMMUCHI
koaun. Hexam € mHoXuHa 1A Aj, j=1,L, aki maoTb
posnizHatM annu, §Ki BUKOHYIOTbCHA. HaBko-
nnwHe cepeposule NS aBnae coboro onepa-
LiHY cucTteMy Komm'toTepa, B sKid B3aEMOAIOTb
AK pannm, AKi BUKOHyTbCA F, 3 1A A Tak i 1A mix
coboto. I'Iepep,6aqaeTbc;| wo ans KO)KHOFO anny,
O BMKOHYETbCA F, i=1K iCHyE BEKTOp O3HakK
S =[Si1:Si21 ,k] 3 k ernemeHTiB, SiKM MOXe
MICTUTW 31TIOBMUCHI Koau. Y koxHoro 1A A, j = 1,L

TaKoX € BEKTOp o3Hak C; = [cll,cjz, 3/ ene-
MEHTIB, SSKN BU3HA4a€e MNoro CaMOCTIVIHi uini. Mpwu
LbOMY BEKTOPM O3HaK i 0CODNMBOCTI MPOrpamHuXx
areHTiB, TaK i BUKOHYBaHUX dpansiiB MOXYTb Bifpis-
HATUCA OAWH Big OOHOrO.

MepenbavaeTbes, wo y 1A A/. € 30aTHicTb inen-
TUdikyBaT BUKOHYBaHi haiinn F, B CEHCOPHUX
obnacTtax 3a AOMOMOrow ABOBUMIPHOrO MacuBy

3Ha4eHb CropigHEeHoCTI (MogibHoCTI).

1
S, (1+pP,) =
ae Pjy,. = A/. — F, — eBKknigoBa BiAcTaHb.

Kpim Toro, IA Takox matTb 34aTHICTb MOBIgO-
MASTK iHbopMaLito MPO BUKOHYBaHI dhainiv iHLWnm
NporpamMH1M areHTam y KOMyHikaLinH1x obnacrsx.
MpoTe, y faHomMy pocnigxeHHi Oyae po3rnsHyTo
oKpemui |A B CTPYKTYpPi MynsTUareHTHOI CUCTEMM.

Otxe, 3agadeto |A € BusiBneHna 33 (y naHomy
JocnimxeHHi — nonimopdHoro 3IM3), Takox JocuTb
BaXXMVMBUM MUTaAHHAM € BU3HAYEHHS PiBHSA cknag-
HocTi nonimopcdHoro 3M13).

Tomy HeoOxigHO po3pobutn wmogenb I|A
ONa BUABMNEHHA Ta adanisy noniMopgHoro
3lM3 3 BUMKOpUCTaAHHAM HeJiTKOT Knacudika-
Lii 3 MeTow BCTaHOBMEHHS WMOBIPHOCTI MOro
HanexHoCTi [0 OKpeMux piBHIB CKNagHOCTI
nonimMmopdHux Bipycis.

PosrnsaHemo abctpakTHy mogens |A. Y gaHomy
BMNagKy areHT byaemo posrnsagatu sk Habip:

Li=1K. (1)

A (MNS’ MSS’ MD’ fns’ i new’ mng) (2)
Ae M, — HenycTa ckiH4eHa MHOXMWHa CTaHiB

30BHILUHBOrO HABKOJTMLLHBOIO CEPeoBULLA;
M, — HenycTa cKiH4eHa MHOXMHa CaMOCTINHIX
Linen areHTa;
M, — HenycTa ckiHYeHa MHOXWHa Ain areHTa;
fo:Mg*xM,— 2 — e (PyHKLIIS NOBEiHKM

ns *

30BHILLHBOr0 HAaBKOMULUHBOIO cepegoBulla, dKa
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CMiBCTaBMsE€ MNOTOMHUM CTaH 30BHILUHBOMO HaBKO-
NVLWLHBOrO cepefoBuLla Ta BUOpaHy areHTOM fito
HEMyCTy MHOXWHY MOXINMBUX HACTYMHUX CTaHiB
30BHILLHBOrO CepeaoBuLLa;

M. — HenycTa cKiH4eHa MHOXMHAa BHYTPILLHIX
CTaHiB areHTa;

fow M XM, — M, —Le € PyHKLIA OHOBMNEHHS
CTaHy, mo 3ICTaBJ'Iﬂ€ nonepequoro BHYTPILLHBOrO
CTaHy Ta HOBOrO CTaHy 30BHILUHLOrO cepenoBumLla
HOBWI BHYTPILLHIA CTaH areHTa;

fmng M. — M, € dyHKUIA NPUAHATTA PilLEHHS,
Lo 3ICTaBJ'Iﬂ€ NMOTOYHOMY BHYTPILLUHBEOMY CTaHy
areHTa nesHy fito.

Y nonepegHix gocnigpkeHHax (Chaikovskyi
et. al., 2024; Yankoscbkun, 2024) 6ys 3anpono-
HOBaHUN KOMMMNEKCHUW Niaxia OO BUSIBMIEHHA Ta
aHanisy nonimopdHoro 3I13. [daHe pocnigXeHHs
€ NPOJOBXEHHSIM BKasaHWX nonepeaHix Ta nepea-
Davae 34iNCHEeHHS HeuiTKoi Knacudikauii BusB-
neHnx noniMopdHMX BipycCiB 3rigHO piBHIB cknag-
HocTi (puc. 1).

HanexHicte nonimopdHoro 33 go neeHoro
PiBHA CKNagHOCTi OMUCYETLCA HAaCTYMHOK MHO-
xuHot: B = {Low, Low Medium, Medium, High
Medium, High}.

[Mpunmaloun enemeHTM MHOXUHW HK Ha3Bu
HEeYiTKMX 3MiHHMX, X (hopMarbHO MOXHa NpeacTa-
BUTW HACTYNHUM YNHOM:

B={b,b, b, b, b}
HeuiTki 3MiHHi:
<b, X, M >, pe M. = {x, ' (x)};
x € X, X, =[0; 100]. (4)

Ha ocHoBi hopmynu (4) BBegeHa niHrBiCTUYHA
3MiHHa:

©)

<"MImosipHicms_HanexHocmi_313”, B, X 5> (5)

Habip dyHKUin HANeXHOCTi HEYITKUX 3MiHHMX
(4) BipobpaxaeTbca y Burnagi (puc. 2).

TakuM YnHOM, YHKLIT HanNeXHOCTi HeYiTKNX
3MiHHUX MalOTb TaKWI y3ararbHEHUN BUMAL;

d a.
0,9KkwWo x;" < X < X7,
b c.
Lakwox’ <xX<Xx;,

) X —Xx2
W (x)={ S5 akwo X < x <Xt (6)
Xi =X
d_
i c d
Xd— C,FIKLL{OXI.<XSXI.
i

Ona 3abe3nedyeHHA BUCOKOI €dEKTMBHOCTI
poboTn anroputmy knacudikauii HanGinbw Bax-
nNMBMM 3aBAaHHAM € BMUbip obnacTti BU3HAYEeHHS
GYHKLi HanNexHOoCTi TepMiB Ta cnocoby 3aBAaHHS
3Ha4yeHb IXHLOro apryMmeHTy.
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Y paHomy pocnifXeHHi NPOMOHYETLCA BUKO-
puctoByBatu Ansa knacudikaudii cnocid ouiHku
NiHrBICTUYHOI 3MiHHOI, 3aCHOBAHUA HA KOMMOHEH-
Tax 6a30BMX anNropUTMiB HEYITKOTO BUCHOBKY.

Takox 6Oyna 3reHepoBaHa 6asa 3HaHb AONS
KOXXHOro 3 piBHIB cknagHocTi nonimopdHoro 313,
sika BPaxoBY€ iHTeprpeTaLito 3Ha4YeHb CKagoBumx
BEKTOPY 03HaK S, =[S,;,S,,,....5;, | ¥ iX KOMMneK-
CHOMY NoeAHaHHI Ana dannis, WO BUKOHYOTLCS.

B pesynbraTti BUKOPMUCTaHHA HEYIiTKOro noriy-
HOMO BWCHOBKY NSl KOXHOro danny, Lo BWKO-
HyeTbCHA, Oyno OTpMMaHe 4YUCroBE 3HAYeHHs (Y
%) MMOBIPHOCTI HaneXHOCTi 40 KOXHOMO 3 PiBHIB
cknagHocTi nonimopdHoro 3IM13.

€eKCNepUMEHTIB. 3 yCiX BUSABNEHUX MONIMOPGHMX
BipyciB (89) y nonepegHboMy gocnimpkeHHi (Yan-
KoBCbkui, 2024) paHui nigxig [0o3BonuB  34iK-
CHUTK X Knacudikauito 3rigHO piBHIB CKNagHOCTI
(Bci 89). Takox Anda nepesipkn HagiMHOCTI 3anpo-
NMOHOBAHOrO Niaxoay nepesipanucsa dannu, ski He
€ nonimopcHum 3MM3. 3 40 danni., ski He € noni-
mopcpHum 3M3, Byno otpumaHo 100 % BipHUMX
BWCHOBKIB.

Hwxue npeactaBneHi TOYKOBI pe3ynsrtaTn ekc-
nepumeHTy (Tabnuuga 1-3).

BUCHOBKM | nepcnekTuBM noganbLunx
pocnipkeHb. Y OOCHIOKEHHI 3anpornoHOBaHO
mogenb A i3 BMKOPUCTaHHAM HeYiTKOI Knacudi-

Ona  BuM3HadeHHs edEeKTMBHOCTI  3anpo-  Kauii Ana BUSABMEHHA Ta aHanisy nonimopdHoro
NMoHOBaHOI MeToamkum Oyna npoBegeHa cepis  3M3. EGEKTMBHICTbL 3anpOnoHOBaHOI METOAMKM,
Tabnuusa 1
Pesynkratn ekcnepumeHTy ansa cauny, skun He € nonimopdHum 3M3
PiBeHb 3HauyeHHA yHKUiT HaneXxHocTi AnA
CKnapgHocTi Pos3mipHicTb | OtpumaHa HeYiTKUX TepmiB
noniMmopdHOro | yHiBepcymy | MMOBIpHICTb Low High BucHoBok
0, () . -
3noan|elv:|3cuoro o (%) Low Medium Medium Medium High
1 0,00 0 0 0 0 0
2 0,00 0 0 0 0 0 ’ _
3 0,00 0 0 0 0 0 € € nonl-
[0; 100] : MOP®HMM 3110-
4 0,00 0 0 0 0 0 BMUCHUM M3
5 0,00 0 0 0 0 0
6 0,00 0 0 0 0 0
Tabnuuga 2
Pe3ynkTaTi eKcnepMMeHTy ons 3reHepoBaHoro nonimopdgHoro 3M3 (BapiaHT 1)
PiBeHb . 3HauyeHHA PYHKLUIT HanexHocTi AnA
CKnagHocCTI PO:."M'p"'CTb VOTp‘f'Ma.Ha He4YiTKMX TepmiB
nonimopcHoro yHIBg});:ymy "MO?L?;'ICTb L Low | pae i High | . BucHosok
3noBmMmucHoro N3 ° ¢ OW | Medium edium Medium | ' "9
1 0,00 0 0 0 0 0
2 75,00 0 0 0 1,00 0 € nonimopd-
3 [0: 100] 0,00 0 0 0 0 0 HWUM 3110~
4 ’ 0,00 0 0 0 0 0 BMUCHIM N3
5 0,00 0 0 0 0 0 2 piBHs
6 0,00 0 0 0 0 0
Tabnuusa 3
Pe3ynkTaT eKcnepMmMeHTy ons 3reHepoBaHoro nosnimopdgHoro 3M3 (BapiaHT 2)
PiBeHb I 3HauyeHHA PYHKLUiT HanexHocTi AnA
cKnagHocrTi PO?M'pH'CTb -OTp'f'Ma.Ha HEYITKUX TepmiB
: yHiBepcyMy | MMOBIpHicTb - BucHoBoOK
nonimopdHoro (%) (%) L Low Medi High High
3noBmucHoro N3 o ° OW | Medium | ¢4 | Medium | 'Y
1 0,00 0 0 0 0 0
2 0,00 0 0 0 0 0 € nonimMopc-
3 [0: 100] 0,00 0 0 0 0 0 HUM 3110-
4 ’ 64,00 0 0 0,24 0,76 0 BMUCHMM [13
5 0,00 0 0 0 0 0 4 pigHs
6 0,00 0 0 0 0 0
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3rigHO MPOBEAEHOr0 EKCMEePUMEHTY, nonsrae
B TOMY, LLO 3 YCiX BMABNEHNX NOMNIMOPGHUX Bipy-
ciB (89) maHunm nigxig L0O3BONUB 3OINCHUTK X
knacudikauito 3rigHO piBHIB cknagHocTi (Bci 89),
a 3 40 dpannis, siki He € nonimopgpHum 3M13, 6yno
oTpumaHo 100 % BipHWMX BUCHOBKIB. TOOTO, AaHWI
nigxig Hagae MOXMMBICTb BUSIBUTU Ti pannu, ski
He € noniMopdHUMKM Bipycamu, a i3 BUSIBNEHUX
noniMopdHUX BipYyCiB 30iIMCHUTK X KnacudikaLito

3a piBHAMW CKNagHOCTI i3 BpaxyBaHHAM Hanex-
HOCTi [0 HEYITKUX TePMIB Ha PiBHI HNU3bKWUIA, HXKYE
cepenHbLoro, CepeHin, BULLE cepeHbOro Ta BUCO-
KWUi, LLIO € NepeBaroto gaHoro nigxoay. BusasneHHs
HanexHocTi nonimopdHoro 33 Ao NeBHOro piBHSA
CKNagHoCTI 403BOSSE NONerwmTy npouec nigdopy
HeobXigHMx metodiB Ana 6opoTbbu Ta iX 3He-
LUKOPKEHHS, Y YOMY i Mmonsirae nNpeameTr Hawmx
noganbLnX OOCNIAXKEHb.
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E®EKTUBHICTb | BOOCKOHAJIEHHA SAST
Y KOHTEKCTI SQL INJECTION BPA3J/IMBOCTEN

BusieneHHs1 epasnusocmel besneku Ha paHHIX emanax po3pobKu € Kpumu4yHoO eaxriueum Onsi 3abe3rnedeHHsi
HalitiHocmi npozpamHoeo 3abe3neqeHHs. CmamuyHul aHani3 6e3neku (SAST) wupoko sukopucmosyemscsi 011
susierieHHs1 nomeHruitiHux epaanueocmell y kodi. OOHaK cknadHicmb cy4acHUX Memodie ma eukopucmaHHs OuHa-
MIiYHUX KOHCMPYKUil y KoGi cmeoproromb gukniuku 05151 SAS T-iHempymeHmie, 0cobnueo y susieneHHi apasnueocmel
muny SQL Injection, siki Moxymb npussecmu 00 HecaHKyioHogaHo20 docmyry 00 AaHux.

Memoro cmammi e docriidumu eghekmusHicmb Memody cmamuy4Ho2o aHanisy besneku (SAST) y suseneHHi
gpasnusocmel murny SQL Injection ma Ha 0OCHO8I eKcriepuMeHmarnbHO20 aHani3y 3anporoHysamu yOOCKOHaNeHHs
Ub020 MemoOy 055 Mid8UWEHHS 020 egheKmu8HOCMI.

Memodonozisi ronsizae y npoeedeHHi ekcriepuMeHmarnbHO20 aHanidy icHytodux SAST-iHcmpymeHmie Ha 30am-
Hicmb susensmu SQL Injection epa3snueocmi. byno eukopucmaro Habip mecmosux memodie 3 gidomMumu epassiu-
eocmsamu Onisi OUiHKU echekmugHocmi. Ha ocHogi ompumaHux pe3yrbmamig i0eHmughikogaHO OCHOBHI nMpobrnemu
ma po3pobrieHo yOocKoHaneHHs1 00 Memody cmamu4Ho20 aHani3dy, ki 6ynu enposadxeHi i npomecmosaHi 0ns
OUJHKU IXHBOI echekmusHocmi. 3acmocosaHo Haykosi MemoOu CUHME3Y, aHarni3y ma rnopieHsHHS.

Haykoea Hosu3Ha riornisizae y po3pobui ma enposadxeHHi yOoCKoHaneHb 00 Memody cmamu4yHo20 aHarsisy
besneku, sKi nidsuwyroms echekmusHicmb 8usigrieHHs1 spasnusocmeli mury SQL Injection. 3anpornoHogaHo Hosi

149



Information Technology: Computer Science, Software Engineering and Cyber Security, Bun. 3, 2024

aneopummu aHarnidy OuUHaMiYHUX KOHCMpPYKUil y Ko0i ma 06pobku cknadHux wabnonie 3anumie o 6a3 daHux, Wo
paHiwe 6ynu HedocmynHi 0515 cmaHdapmHux SAST-iHecmpymeHmie.

BucHoeku. 3anporoHosaHi y0ockoHaneHHs1 00 Memody cmamu4yHo20 aHasidy 6esrneku 00380/50Mb 3Ha-
YHO noKpawumu susieneHHsi epasnusocmet muny SQL Injection, wo nidmeepdxyembcsi pe3ynbmamamu ekcrie-
pumeHmarnbHo2o aHanidy. Lle nidkpecrnoe gaxnugicmb po3eumky i ernposadxeHHs nepedosux mexHik y SAST-
iHcmpymeHmu 0n1s1 3abe3rnedyeHHs1 8UCOK020 pigHs be3neKu npozpamMHoO20 3abe3rneyeHHs.

Knrouoei cnoea: spasnusocmi, SAST-iHcmpymeHmu, SQL iH’exui.
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EFFECTIVNESS AND IMPROVEMENT OF SAST
IN THE CONTEXT OF SQL INJECTION VULNERABILITIES

Identifying security vulnerabilities early in development is critical to ensuring software reliability. Static Security
Analysis (SAST) is widely used to identify potential vulnerabilities in code. However, the complexity of modern
applications and the use of dynamic constructs in the code create challenges for SAST tools, especially in detecting
SQL Injection vulnerabilities that can lead to unauthorized access to data.

The article aims to investigate the effectiveness of the static security analysis method (SAST) in detecting
vulnerabilities of the SQL Injection type and, based on experimental analysis, to propose improvements to this
method to increase its effectiveness.

The methodology consists of conducting an experimental analysis of existing SAST tools for the ability to detect
SQL Injection vulnerabilities. A set of test applications with known vulnerabilities was used to evaluate performance.
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Based on the obtained results, the main problems were identified and improvements to the static analysis method
were developed, which were implemented and tested to evaluate their effectiveness. Scientific methods of synthesis,

analysis, and comparison are applied.

The scientific novelty consists in the development and implementation of improvements to the method of static
security analysis, which increases the effectiveness of detecting vulnerabilities of the SQL Injection type. New
algorithms for the analysis of dynamic structures in the code and processing of complex query patterns to databases,
which were previously unavailable for standard SAST tools, are proposed.

Conclusions. The proposed improvements to the method of static security analysis allow to significantly improve
the detection of vulnerabilities of the SQL Injection type, which is confirmed by the results of experimental analysis.
This emphasizes the importance of developing and implementing advanced techniques in SAST tools to ensure

a high level of software security.

Key words: vulnerabilities, SAST tools, SQL injections.

AkTyanbHictb npobnemu. CyyacHe npo-
rpamHe 3abe3nedYeHHs ONns BUSABIEHHS Bpasnu-
BOCTEN KnacudikyeTbCs 3a rpynamu BignosigHO
00 peanisoBaHNX Yy HbOMY KOHKPETHUX METOAiB
noLwyky BpasnueocTen. [NpoTe, BaXnNuBMM € He
nuwe peanisauist 04HOro Yu rpynu MeTofiB B crie-
LianisaoBaHMX iIHCTPYMeHTax, a N po3pobka HOBUX
MeTOopIB, AKi 403BONATE €(PEKTUBHILLE 3HAXOAUTU
Ta ycyBaTu Bpa3nuUBOCTI. ToMy, MPOMOHYETbCA
NPUAaINUTU 3Ha4YHy yBary AOCMIOXEHHI ICHYUNX
aHaniTUYHKUX NigXoA4iB Ta TEXHOMOTIiN, L0 BUKOPUC-
TOBYHOTbLCA AM151 BUSIBIIEHHS BPa3nMBOCTEN, 4OCHI-
OnTn edPeKkTUBHICTb MeTody CTaTU4YHOro aHanisy
6esnekn (SAST) y BUABNEHHI Bpas3nuBoCcTen Tumny
SQL Injection Ta Ha OCHOBI ekcreprMeHTarnbLHOro
aHanisy 3anpornoHyBaTW YOOCKOHANEHHS LbOro
MeToay A4S NiABULLEHHS NOro ePeKTUBHOCTI.

AHani3 ocTtaHHix pgocnigxeHb i nyo6nika-
uin. [JocnigKeHHO BUSIBNEHHS BpasnmnBOCTEN
B KOMM'IOTEPHUX CUCTEMAX ANS BUSABMEHHS 3M0-
BMUCHOrO nporpamHoro 3abesnedeHHs (3M13)
i KOMM'IOTEPHUX aTak NpuainsawTb yeary Garato
JocnigHukis. HaykoBui po3pobunn Garato pisHmMx
METOoLIB BUSABIEHHS BpasnueocTen. Bigomo, wo
HEBUSIBNEHI BPasnNMBOCTI MOXYTb MPM3BECTU [0
3Ha4yHuX BuTpaT gnga IT komnaHin. JocnigKeHHA
Myriam Dunn Cavelty nokasyioTb, WO LWBUAKE
BUMNPAaBIIEHHS € BaXXNMMBMM ANSA YHUKHEHHS BTPaT,
NnoB’dA3aHMX 3 BPa3nMBICTIO Ta ii nybniyHMm pos-
ronoweHHaMm (Cavelty, 2024). BkazaHo Ha 3HauHi
BUTPATK, NOB’A3aHi 3 HeJOCTaTHLOK iHpacTpyk-
TYPOK TECTYyBaHHSI NMPOrpamMHOro 3abe3neyeHHs;
TOMY HeOOXigHWM IHCTPYMEHT ANA BUSIBIEHHS
Bpas3fIMBOCTEMN.

BusiBneHHs BpasnmBocTten SQL-iH’ekuin ctano
NoNynsipHOK TEMOK AOCHILKEHb Y ranysi iHdop-
MauinHoi ©6e3nekn. [JocnimkeHo, WO MeTon cTa-
TUYHOro aHanisy 6eanekn (SAST) GasyeTbcs Ha
AeTanbHOMY nepernagi BuxigHoro kogy, 6iHapHMx
danniB Ta 6ibniotek 6e3 iX BUKOHAHHSA ONs BUSIB-
NEHHs MOoTeHUinHuX BpasnusocTen (Luo, 2022).
Llen meTton possonse igeHTUdiKyBaTh Taki npo-
onemu, sk SQL-iH’ekuii, XSS Ta iHWi TMnn Bpasnu-
BOCTEW LLie Ha eTani po3pobkn (Wang, 2015). SAST
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BUKOPUCTOBYE KOPENAUiMHMI aHanis, MeTPUKK
Bpa3nuBOCTEN Ta MOAENOBaHHSA 3arpo3 A5 BU3Ha-
YEeHHHA MOTeHUiMHMX wnaxiB atak. Lle nmigsuwye
€(PEeKTMBHICTb BUSIBIIEHHS BPa3fIMBOCTEN LUMSXOM
CTBOPEHHSA KapT Bpa3nMBOCTEN Ta AepeB atak Ha
ocHoBi iHdopmalii 3 CWE (Common Weakness
Enumeration) ta CVE (Common Vulnerabilities
and Exposures) (Charoenwet, 2024).

OpHak, BusiBneHo, wo metogq SAST wmae
cBoi Heponikun. OCHOBHI npobnemu BKMoYa-
I0Tb BMCOKY 3arexHiCTb BiJ TEXHIYHUX pecypciB
Ta notpeby B MNOCTINHOMY OHOBMEHHI IHCTPY-
MEHTIB Ta MeToaAMK, LWob BignoBigaTy HOBITHIM
BUKNUKam y cdepi kibepbesnekn. Kpim Toro,
SAST He mMOXe BMSBUTU BpasfMBOCTI, sIKi Npo-
ABNATLCS NMLIe Mig Yac BUKOHAHHSA nporpamu,
Wwo obmexye Moro ePeKTUBHICTb Y BUSBIEHHI
aeskux tunie atak (Do,2022). 3anponoHoBaHO
MEeTOANKY BUSIBIEHHS BpasnmBocTi SQL-iH’ekuii
Ha OCHOBI TpaHcdopmMadii nporpamn Ana BUpI-
LEeHHs uiei npobnemun, sika cknagaeTbCcs 3 OBOX
eTaniB: TpaHcdopmaLis nporpaMmn Ta BUSBIIEHHS
BpaanueocTi (Yuan, 2023).

IHCTpyMeHTM cTatudHoro aHanisy (SAST)
€ NPaKTUYHNUM BUBOPOM ANS aKTUBHOMO BUSIBNEHHS
BpPa3nuBOCTEN y NporpamMHOMY 3abes3neyeHHi nig
yac po3pobku. HauioHanbHa 6a3a gaHux npo
BpasnueocTi (NVD) y CLUA (NVD, 2023) 36upae
3aranbHi BpasnueocTi Ta ekcnnontn (CVE), kna-
cudikoBaHi Yepes 3aranbHi cnabki micus (CWE)
(Chen, 2023). NVD Takox knacudikye CTyniHb
Hebe3nekn BpasnMBOCTEN, NOB'AI3aHNX 3 KOHKPET-
Humm CVE. SAST-iHCTpyMeHTUM po3pobneHi ans
BUSABIEHHSA BpasnueocTen, noe’sidaHnx 3 CWE.
Xoya Garato SAST-iHCTPYMEHTIB MOXYTb BUSIB-
NATU OfHAaKOBi BPAasnNMBOCTI, Nnuwe Aedki 3 HUX
MOXYTb BUABNATU Binbl cneundivHi Ta cknagHi
CWE. NIST Hapae TectoBi Habopn SARD, ski
OpiEHTOBaHI Ha HaWMOLWIMPEHIWi MOBWM Mporpa-
MyBaHHA Ans ouiHkn SAST-iHcTpymeHTiB (NIST,
2023).

Cepen npoaHanizoBaHux [oCrigXeHb MOXHa
BUAINUTM OBi Nigrpynu: AOCNIAXEHHS, WO ¢OOKYCy-
HOTbCS Ha 3pYYHOCTI BUKOPUCTAHHS i JOCNIOKEHHS,
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WO OKyCcylTbCA Ha ajanTauii Ta iHTerpauii
iHCTPYMEHTIB y NpOoLEeCcK KOMNaHiMn.

Takox AocnigXeHo pidHi KOHTEKCTU, B SIKUX PO3-
POGHUKN BUKOPUCTOBYIOTb CTaTUYHi iIHCTPYMEHTH,
Taki K cepegoBuLle po3pobku, ornsa Ta besne-
pepBHa iHTerpadia (Vassallo, 2018). ig yac gocni-
[PKEHHS HanawTyBaHHSA A8 LUMX KOHTEKCTIB Oyno
3'ssicoBaHo, WO OinbLWicTb PO3POBHUKIB BUKOPUC-
TOBYIOTb OAHAKOBi HanalwTyBaHHS Yy BCiX cepef-
osuwax (IDE, 6esnepepBHa iHTerpadis 4m ornaa).
Byno npoBefeHe onuMTyBaHHA cepef Copoka ABOX
yYacHuKiB, a Ans NigTBEPAXEHHS CBOIX BUCHOBKIB
NpoBeAEHO IHTEPB'I0 3 oauHaaUATbMa PO3pPOOHU-
Kamu 3 LIECTN KOMNaHiIn.

Lle oguMH BaXknuMBUM €KCNEPMMEHT Ha BUSB-
neHHa BpasnueocTen ©Gesnekn 3a [OMNOMOrol
IHCTPYMEHTIB  CTaTMYHOrO  aHanisy onucaHo
B poboTi (Smith, 2020). Byno 3anpoLwleHo gecAtb
PO3POBHMKIB 3 OOHOrO NPOEKTY BMKOHATU YOTUPKU
3aBAaHHA 3 BMKOPWUCTAHHAM PO3LUMPEHOI BepCii
FindBugs. Y4acHukiB nonpocunn ycHO NOSICHUTU
CBOI OyMKW, siKi aBTOpW BUKOpuUcTanu ansa dop-
MyroBaHHA 3anuTaHb. [10TiM BOHN BUKOPUCTOBY-
Banu MeToq COpPTYBaHHSA KapTOK AN OTPUMaHHS
BiANOBIQHMX BUCHOBKIB.

Kpim TOro, pocnigxeHo, wo SAST MoxHa
BMKOPWUCTOBYBATU ANs BUABNEHHA 76% OedekTiB
nepeBipkM Koay, Wo 3Ha4yHO Ginblue, HiXK NOTOYHI
IHCTPYMEHTW, fAKi iX ycniwHo BusBnsoTb. Byno
BUSABMEHO, WO iHCTpymMeHTU SAST MoXyTb OyTu
edeKTUBHILLUMM | BUABNATK BinblLue Bpas3nuBocC-
Ten npu nepesipui kogy (Mehrpour, 2022).

HoeeneHo, wo SAST € npakTuyHum BUGOPOM
ONA aKTMBHOTO BUSIBNIEHHS BpasnuMBOCTEW MNpO-
rpamHoro 3abeaneveHHs nig 4ac Moro po3pobku
(Shen, 2021). Takox 3a3Ha4yeHoO, LU0 iHTerpauis
MeTodiB cTaTMyHOoro aHanidy 6esneku (SAST)
MOXe 3abe3nedynTn Oinbll KOMMMEeKCHUW niaxia
0o 3abesnevyeHHs1 Ge3nekn nporpamHoro 3abes-
nevyeHHs, NOEAHYOYN aBTOMaTM30BaHi peB’to Koay
3 getanbHUM BUsIBNEHHAM BpasnueocTen (Tufano,
2023). MNoganbLui gocnigXeHHs1 MOBMHHI 3ocepes-
WUTUCb Ha yOOCKOHANEeHHi mogenen anga cneundaiy-
HUX 3aga4y aBToMaTtu3auii Ta ix iHterpauii 3 SAST
AN NiABULLEHHS piBHA 6e3nekn nporpamHuX npo-
OYKTIB.

BuasneHo po3pus Mix 3asgBNeHNMN MOXITMBOC-
Tamm SAST Ta X hakTN4HO ePEKTUBHICTIO, L0
NiaKpecnioe HeobXigHICTb MoknagaTucs Ha emni-
pu4Hi gaHni (Esposito, 2024). NMpoaHanizoBaHo, W0
XOAEH IHCTPYMEHT He MOKpuBa€e BCi TUMW Bpas-
nMBOCTEN, TOMY pPEeKOMEeHAYETbCA BUKOPUCTOBY-
BaTM KoMmOiHauito pisHnx SAST Ta gonoBH0OBATU
X iHWUMKM MeToaamKu, TakKMMKU SIK PYYHUA aHania
kogy abo MallMHHe HaB4YaHHA, TOBTO ManbyTHI
3ycunnsi matoTb OyTn cnpssMOBaHi Ha MigBULLLEHHS
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NMOBHOTU BUABMEHHSA (3MEHLUEHHSI MPONYLLEHUX
BPas3NMBOCTEN), HaBiITb SKWO Le npu3Bede 00
36inbLEeHHS KinNbKOCTI MOMUIKOBUX CrpaLboBy-
BaHb, OCKIiflbkM HEBUSIBNEHI BPa3nNMBOCTI MOXYTb
MaTW CeprO3Hi Hacnigkn ans 6e3neku nporpam-
Horo 3abe3nevyeHHs.

MeToto AocnimKeHHs € ouiHKa e(PeKTUBHOCTI
MeTogy cTatudHoro adanisy ©6esnekn (SAST)
y BUSIBMEHHi Bpasnueocten Tuny SQL Injection
y nporpamHomy 3abesnedeHHi. [ocnigXeHHs
CnpsiMOBaHe Ha aHani3 NoTOYHOI 34aTHOCTI iCHYO-
ynx SAST-IHCTPYMEHTIB BUSABMATK Lii BPasnmBOCTi
Ta po3poOKy YAOCKOHaNeHb, AKi MiABULLYIOTb IXHHO
edeKkTuBHICTb. Lle gocsaraetbca wWnNsxom npose-
OEHHS eKCnepuMeEHTanbHOro aHaniay, Wwo A03BOo-
nse BUSBUTU OCHOBHI OOMeEXeHHs1 Ta npobnemu
CydacHUX MeTofiB CTaTUYHOIo aHaniay.

Buknag ocHOBHOro matepiany AOCNiAXeHHs

MpoaHanizayemo SQL iH'eKuUito, WO CbOrogHi
€ He TiMbKN LUMPOKO MOLUMPEHOK BPAa3NUBICTIO,
a we N ogHielo 3 HaHebe3neyvHiWwnx, 3a BEPCIEtD
OWASP (Top 10 Application Security Risks). SQL
(Structrued Query Language) — moBa 6a3n gaHux,
sKa BMKOPUCTOBYETbCA ANA AOAAaBaHHA, Buaa-
NEHHS, 3MiHW Ta 3annTyBaTW AaHi B pensiLiHiv 6aasi
AaHnx. NMoku cuctema BukopucToBye 6asy gaHux,
3 OiNbLUOK YacTMHOK BOHA B3aemogie 6a3u aaHux
3a gonomoroto oneparopie SQL.

CyTb Bpa3nMBOCTi — Lie BUKOHAHHA J0BINbHOMO
3anuTy 0o 6asn gaHmx. 3anut moxe Oyt Oyab-
SAKUM: Ha YMTaHHs, 3anuc, mogudikauito Ta Bnga-
neHHs Oyab-skux 3anucis. Kpim Toro, 3a neBHMX
00CTaBMH MOXHa Aictatucs i 4o YMTaHHsa/3anucy
nokanbHux ¢annis abo HaBiTb OO0 BWMKOHAHHA
kogy. Bce sanexuTb Big uinen, ski nepecnigye
31T0BMUCHUIK, Bif CUCTEMMU, LLIO BUKOPUCTOBYETLCH,
i TOro, Ik BOHa HanaiwutoBaHa. PosrnaHemo Tunu
SQL iH’ekuin.

* KnacnyHa SQL Injection — npocTta Ta nerka
B ekcnnyatauii. [1o3Bonsie 3rOBMUCHMKOBI ataky-
BaTu 6a3y aanux (BA) i ogpasy 6aunTtun pesynsrart
atakn. OCTaHHIM YacoM TpanmsieTbCA HEYacCTo.

* Error-based SQL Injection — Tpoxu cknagHi-
LMK | BATPATHUI 3@ YacoM TN aTaku, Lo JO3BO-
nsie, Ha ocHoBi nomunok CYB[, uo BnBoaATbLCA,
oTpumaTtwu iHcpopmauito npo scto B i gaHi, wo 36e-
piraloTbCA B Hin. EkcnnyatyeTbes, SKwo 3abynu
BiAKITIOMUTN BUBEOEHHS MOMUIIOK.

* Boolean-based SQL Injection — ogHa 3i «cni-
nnx» iH’ekuin. CyTb aTakm 3BOAUTbCSA OO Aoda-
BaHHA cneuianbHoro nig3anuTy Yy BpasnuBuN
napametp, sakun Bl Bignosigatume abo «Truey,
abo, HecnopgiBaHo, «False». ATaka He [oO3Bonse
Bigpa3dy BmBecTM BCi gaHi B[l «Ha ekpaH» 3mo-
BMUCHMKY, ane 0o3Bonse, nepebuparoymn napame-
Tpn pa3 3a pas3om, oTpumatu Bmict B[, xouya ans



Information Technology: Computer Science, Software Engineering and Cyber Security, Bun. 3, 2024

uboro 6yge noTpibHO TMMYacoBWIA BIOPI3OK NOPIB-
HSAHHWI 3i BMicToM B[].

» Time-based SQL Injection — HacTynHa 3i
«cninux» iH'ekuin. Y uboMy BUNagKy 3rOBMMUCHUK
AoJae niasanur, Wo Npu3BOAUTL 4O YNOBINbHEHHS
abo nayan pobotu B[l 3a neBHux ymos. Takum
YMHOM, aTaKylouuin, NOPIBHIOKYM Yac BiAnNoBIdi Ha
«True» i Ha «False» 3annTK, cMMBOM 3a CUMBOJSIOM
MOXe oTpumatu Becb BMicT B[l, ane 4dacy nige
Ha ue binblle, HiX y pasi ekcnnyartauii Boolean-
based arakn.

» Out-of-band SQL Injection — pigkicHun Tmn.
ATaka Moxe OyTu YCMiHOK nuwe 3a NEeBHUX
obcTaBuH, Hanpuknag, skwo cepesep B moxe
reHepyBatn DNS- abo HTTP-3anutn, wo 3ycTpi-
yaeTbcs HeyacTto. Takox, gk i Blind SQL, gosso-
nsi€ NOCMMBOSBHO 30MpaTy iHopMaLiito Npo AaHi,
o 36epiratoTbca Tam.

BusiBNeHo, WO OCHOBHOK MPUYMHOK Bpasnu-
BocTen SQL Injection € Te, Wwo po3pobHuMKK nig Yac
HanMcaHHA Kody BUKOPUCTOBYIOTb METO KOHKaTe-
Hauii psakis gns nodygosu SQL-3anuTiB, siki nepe-
AarTbca fo 6asm gaHux. B pesynbrarti, 3noBMUC-
HUKM MOXYTb 3MiHOBaTKU SQL-3anuTt, BBOAAYMU
knto4yoBi cnosa SQL abo cneuianbHi cumsonu. BHa-
CNiOK BMKOHAHHS Takoro 3anuty cuctema 3asHae
aTaku. dyHOaMeHTanbHOK NPUYNHOK € HagMipHa
JoBipa 0O OaHuX, BBEAEHMX KOpuCTyBadvamu, 6es
HanexHoi dinbTpadii BBeaeHHs Ta 6e3 34iNCHEHHS
pauioHanbHOI Bepudikauii Ha CTOpPOHI cepsepa,
LLIO 03BOSISIE 3TOBMUCHUKY JOCAraTv CBOIX Linen,
Takux $K Kpagikka KOHQIAEHUINHOT iHdopmaLil
cuctemn abo OTpMMaHHS KOHTPOIM Hapg cepBe-
pomM. Ha puc. 1 nokasaHO OCHOBHi NMpuUHUMIM Ta
npouecu atakm SQL Injection.

SQL injection € nowwupeHum TUMNOM BEG-
BPa3NMBOCTI, WO J03BOMSE 3MOBMUCHUKY OBINTK

User

Namie: admin
Fasvwand: 1IM5

MeXaHi3Mun aBTeHTUiKkauil Ta aBTopu3auii 3acTo-
CYHKY LWNSAXOM CTBOPEHHA wkignmemx SQL-
3anuTiB A4ns OTPUMaHHA KOHMIOEHUIMHMX OaHuX
abo BMKOHAHHA HE3aKOHHWUX onepauin 3 Gasor
AaHnx. Y 3BUYanMHOMY MeETOAi AaHi, 9K npasuro,
BBOOATbCA KOPUCTYBAYeEM i NEBHUM YMHOM nepe-
patotbes go Backend-6a3n gaHux ans Bignosig-
HUX 3aMnuTiB, OHOBIEHb Ta BUaaneHb. AKLWO MeTos,
He HanexXHUM YMHOM inbTpye abo He yXMnsaeTbes
Bi, UWX BBEOEHUX KOPUCTyBa4yeM [aHuX, 3ro-
BMUCHWK MOXE BCTaBUTYU LIKIANUBI SQL-IHCTpyKLii
Yy BBEAEHHS, O NpM3BOANTb OO BUKOHAHHS METO-
AOM HeouiKyBaHMX 3anuTiB abo Ain, Takux sk Buga-
NeHHs1 Tabnuupb, BCTaBka AaHnx abo BUTIK KOHMi-
AEeHUINHOT iHhopmaLlil.

PosrnaHemo npuknag iH’ekuil SQL-kogy y Be6-
3acToCyHKy. barato meTogiB npuimaloTb BBe-
AEHHs1 KopUcTyBaYa i nepegatoTb iX y nonepeaHbo
BU3HAYEHUN 3anuT, 9KAA NOTIM nNepepaeTbest 0
6a3n gaHmx Ang BUKOHAHHA. AKWO pO3pOobHMKM
He HanawTylTb KOA4 AoAdaTKa HaneXHUM YUMHOM
ANA 3aXMCTy Bi4 HEOYiKyBaHOro BBEAEHHSA AaHMX
KopucTyBadyamu, 3MiHW CTPYKTypu ©Gasu aaHux,
NMOLLKOMKEHHA AaHMX abo pOo3KpUTTA MpUBAaTHOI
Ta KoOHigeHuinHoi iHdopMaLlii MOXyTb cTaTucs
HEHaBMMCHO.

Hanpwuknag, po3rnsaHemo ctopiHky Bxogy CGI-
MeToAy, sika OuiKye iM’'sl KopucTyBada Ta Bignosig-
HUIM naponb. Konu obnikoBi gaHi BBOOATLCS, BOHU
BCTaBNSATLCA y WAOMOH 3anuTy, Takun SK:

select * from mysql.user

where username=" «. $uid. « ‘ and

password=password(‘ «. $pwd. « °);

3amicTb [AificHOro iMeHi kopucTyBaya, 3510-
BMUCHMK 3aaae 3MiHHy $uid sk psgok: ‘ or 1=1; --,
wo 3mywye CGIl-ckpynT CTBOPUTM HACTYMHUN
SQL-3anut oo 6a3n aaHux:

—p|  eel opma aeTOpHEaLT

Hacker

Nmmer: 17 or 1=1

Normal S04 /2 ‘\I
Selact * from user where ‘a

Pansmwesd; 123

' -
J._‘__.I . el
— :_
-'-\__h /)

Rames'sdmin’ AND Paeds"1 23456, | j
AL

. Salect ® from wier wheds Namas'|”

"\_ of 1=1 = AND Pwd="123

—
—

Puc. 1. Cxema oCHOBHMX NpuHLUMNIB Ta npoueciB atakn SQL Injection
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Cepeep Gazv gaHWx

1 CTaHp,aEm HH PaHgomizoBaHHWA
Baza [aHux saL n ; saL CueHapin HTTP-3anur
A Habip ; poKe! HaGip cGl KnieHTa
pesyneTartie peayneTatie

Beb-cepeep

Puc. 2. Ba3oBi npMHUMNU NpoHUKHEeHHA SQL iH’ekuil

select * from mysql.user

where username="or 1=1; --’ and

password=password(‘’_any_text ’);

3ayBaXkmmo, WO OAMHAapHI Nanku BpPiBHOBaXy-
IOTb Nankm y nonepegHbO BU3HAYEHOMY 3anuTi,
a noagiHe TUpe KOMeHTye pelwTty SQL-3anuty.
TakMM YMHOM, 3HAYEHHS NAPOII0 HE MaE 3HAYEHHS
i Moxe OyTn BCTaHOBMEHO OyAb-SIKUM PSAOKOM.
Habip pesynbraTiB 3anuty MICTUTUME MPUHANMHI
OOMH 3anuc, OCKiNbKM ymoBa where € iCTUHHOLO.
AKWwo meToq BM3HA4yae AOINCHOrO KopucTyBaya,
nepesipsitoun, Yn € Habip pesynbTaTiB HEMOPOX-
HiM, 3NMOBMUCHUK MOXe OBiiTK nepeBipky Ge3neku.

MeTton nokpaweHHAa SAST ana 3axucTy Big
SQL-iH’eKuin

MpoaHanisyBaBWN OOCNIAXEHHSA HayKOBLIB,
Oyno BupileHo, Sk MOXHa nokpawmt SAST, wob
3anobirtn SQL Injection. Tomy, 3anponoHoBaHO
HacTynHi gii.

1. Po3pobka Ta BnpoBagkeHHs 6inbLu cknagHuUx
i cneuianisoBaHMx npaBun Ana BusBneHHs SQL
Injection. Lli npaBuna noBuHHI BpaxoByBaTK Pi3Hi
crnocobu copmyBaHHA SQL-3anuTiB, BKOYaK4n
BUKOPUCTAHHA napamMeTpu3oBaHux 3anutis, ORM
(Object-Relational Mapping) Ta iHWKx 3acobis
pobotn 3 Gasamu gaHux. PeanisyBatu ue MoxHa
3a [JONOMOrol BUSIBMIEHHSI LWAOMOHIB psAaKiB,
TO6TO SAST-IHCTPYMEHTM MOBWHHI MaTU MOXIU-
BIiCTb BUSIBINATM MiCUS B KOAI, A€ BBEAEHHSA KOpUc-
TyBadya 006’egHyeTbca 3 SQL-zanutammn 4yepes
KOHKaTeHaujlo pagkie. Lle MoxyTb Oytn psagkw,
WO MicTATb KntoyoBi crioBa SQL, abo 3MiHHiI, SAKi
0e3nocepedHbO BMMBAKOTb HA CTPYKTYPY 3anuTy.
Takox Tpeba 3anpoBagnTu aHani3 BUKOPUCTAHHS
ORM - ue o3Havae, wo ORM-iHCTpyMeEHTU cnpo-
LLYIOTb B3aemogito 3 6asamn gaHux, ane MoxyTb
TakoX OyTn Jykepenom BpasfnmMBOCTEN, SKLLO BUKO-
pUCTOBYIOTbCS HenpaBuinbHO. SAST-IHCTpyMEHTU
NOBMHHI MaTu NpaBuna Ans nepesipku npaBusb-
HoCTi BukopuctaHHa ORM, Bkrtovatoun nepesipky
HaABHOCTI NapameTpu3alii 3anuTiB Ta YHUKHEHHS
OVNHaMIYHUX 3anuTiB.

2. IHTerpauia 3 iHWWMMK iHCTpyMeHTamu 6es3-
nekn. IHterpauis SAST-IHCTPYMEHTIB 3 iHWMMMK
3acobamu be3nekn, TakuMn K AguHamivHi aHanisa-
Topu (DAST) Ta 3acobu 6e3nepepBHOI iHTEerpauii
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Ta pgoctaeku (CI/CD). Lle possonuTb oTpumaru
OinbLU NOBHY KapTuHy Be3nekn aoaaTkis i 3HN3NTK
pU3KnK Nponycky BpasnueocTen. Peanisauis Buma-
rae cuHxpoHizauito 3 DAST, pesynsratm AOuHa-
MiYHOro aHanisy MoxyTb OyTW BMKOpPUCTaHi Ans
YTOYHEHHSA NpaBun cTaTuyHOro adanisy. Hanpwu-
knag, susieneHi DAST-iHCTpyMEHTOM BpPa3nuBOCTi
MOXYTb BKasaTu Ha nNpobnemHi micusa B Kogi, ki
BapTo nepeBipuTn SAST-iHCTpyMeHTOM. IHTerpa-
uis 3 CI/CD pos3Bonuntb aBTOMatuU4HO CKaHyBaTu
KOO Ha KOXHOMY eTani po3pobku, wo 3abesnevye
nocTiviHy nepeBipky 6e3nekn. SAST-IHCTPyMEHTH
MOXyTb OyTuh iHTerpoBaHi B koHBeep CI/CD pns
perynapHoro aHanisy kogy npu KOXHOMY KOMITI
abo 36opui.

3. ABTOMaTU4HE BUMpaBIIEHHS BPa3NIMBOCTEN
BMMarae po3pobky (PyHKUiOHaNbLHOCTI Ans aBTo-
MaTU4YHOIrO CTBOPEHHS BUMpaBneHb AN BUSAB-
neHnx BpasnusocTen. Lli BunpaBneHHA MOXyTb
BKMNtoYaTN pedakToOpuHI KOAY AN BUKOPUCTaHHSA
napameTpmM3oBaHMX 3anuTiB 3aMmiCTb KOHKaTe-
Hauii psgkiB abo BMNPOBamXKEHHSI  HaNeXHOoro
OuYMLLEHHA BBeAeHUX AaHux. Pesyneratom Oyae
aBToMaTM4yHe 3amiweHHa SQL-zanuTiB: SAST-
iHCTPYMEHTU MOXYTb aBTOMaTUYHO 3HAXOOMWTU
Micus B KOAi, A€ BMKOPUCTOBYIOTbCS Hebe3neyHi
SQL-3anutn, i NponoHyBaTy 3MiHU AN iX 3aMiHu
Ha napameTpu3oBaHi 3anuTu. Lle Bkntovae 3miHy
CYHTaKCUCy 3anuTy Ta [OOaBaHHA BignoBiOHMX
napametpiB. Takox nniocom byae pedakTopuHK
Koay: IHCTPYMEHT MOXe aBTOMATUYHO reHepyBaTu
naTtyi 4nsa Koay, Wo BMNpaBnsaTb BpasnmBoCTi, Ta
HagcmnaTty ix po3pobHukam ans nepesipku i BNpo-
BaKeHH4. Lle 3Ha4yHO 3MeHLLye Yac, HeobxigHun
ANS YCYHEHHS BPa3nNuBOCTEN.

4. KoHTekcTyanbHMN aHania. BnpoBamkeHHs
MOXIMBOCTEN KOHTEKCTYanbHOro adanisy, sKi
003Bons0Te SAST-iHCTpyMeHTam Kpalle po3yMmiTu
KOHTEKCT, B AKOMY BUKOPUCTOBYOTbCA SQL-3anunTu.
Lle ponomoxe BuSBNATM OGinbll cknagHi Ta npu-
XOBaHi BpasnueocTi. Hanpuknag aHania wnsaxis
nepegayi gaHmx, T061o SAST-IHCTPYMEHTN MOXYTb
Bi4CTEXYBATU LUNAX AaHUX Bid TOYMKM BBEAEHHS OO
TOYKM BMKOpMCTaHHA B SQL-3anuTtax. Lle gonoma-
rae BUSIBUTU MicUsi, Ae AaHi MOXYTb OyTW 3MiHEHI
abo HenpaBunbHO 0BpobneHi. TakoX IHCTPYMEHT
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MOBWMHEH aHanidyBaTW KOHTEKCT BMKOHaHHA SQL-
3anuTiB, BKIIHOYAKYM YMOBW, LMKIN Ta iHWI KOH-
CTPYKLUi, SIKi MOXYTb BNnMBaTK Ha Besneky 3anuTy.
Lle nosBonsie BNUABNATM BpasnMBOCTI, SIKi MOXYTb
OyTV NPMXOBaHi y CKNagHWUX NOFYHUX KOHCTPYKLISX.

ExkcnepumeHT

[nsa ouiHkn edeKTMBHOCTI HOBOrO MeTody CTa-
TMYHOro aHanidy 6eanekn (SAST) y BusaBneHHi SQL
Injection GyB npoBedeHWA €eKCNepuMEHT, BUKO-
PUCTOBYIOYM [aHi peanbHUX KOMITIB, O CNpusanu
BUHWKHEHHIO BPa3nuBOCTEN.

1. MigrotoBKa gaHuX.

Byno BukopuctaHo Habip gaHux Vulnerability
Contributing Commits (VCCs), HagaHun lannone
Ta iH., 3i6paHun 3 npoekTiB GitHub, nos’a3aHux i3
BpasnmeocTaMu B 6a3i gaHux CVE. Mu obpanu
VCCs 3a TakMMu KpUTEpiamu:

1. MoBa nporpamyBaHHs: MPOEKTW, peani3o-
BaHi Ha C abo C++, oCKinbku Lii MOBW O03BOSAOTb
HW3bKOPIBHEBI onepaLii, o MOXyTb NPU3BECTM 40
BPa3nMBOCTEN.

2. lMpusHavyenmnn Tun BpasnueocTi: VCCs,
nos’s3ari 3 CVE, ski malTb npusHadeHun Tun
BpasnueocTi (CWE), 3okpema SQL Injection.

3. Moxnusictb koMmninsuii: VCCs 3 NpoekTiB, sKi
MOXYTb OyTW yCnilHO CKOMMiNbOBaHi, Wob 3a6e3-
nevynTn KopekTHy poboTy SAST-IHCTPYMEHTIB.

CxeMy npouecy nigrotoBKM gaHUX 300paxkeHo
Ha puc. 3.

2. BUKOHaHHS eKCnepuMEHTY.

Byno o6paHo 6e3KOLITOBHI, aKTUBHO NigTPUMY-
BaHi SAST-iIHCTPYMEHTH, SKi MOXyTb MpaLutoBaTtu
yepes3 koMmaHaHun pagok (CLI). Bubip iHcTpymeH-
TiB 6a3yBaBca Ha nonepeHix OOCMiMKEHHAX Ta
cnmncky iHcTpymeHTiB 3 NIST’s Software Assurance
Metrics And Tool Evaluation (SAMATE). Mu Buko-
puUCTOBYBanun HanHOBIWI cTabinbHi BepcCil iHCTpY-
MeHTiB, 30kpema CodeChecker v6.24.1, CodeQL
v1.15, Flawfinder v2.0.19 Ta iHwWwi, Ha aBTOMaTU-
30BaHin nnatdopmi 3 BUKopucTaHHaM Docker-
KOHTENHepIB Ang isonduii cepegosuLua.

MonepemxeHHs, 3reHepoBaHi SAST-
iHCTpyMeHTamn, Oynn 3rpynoBaHi 3a Tunamu
Bpa3nmBoCTel, 3okpema 3a SQL Injection, wnsa-
XOM ManiHry igeHtudikatopis CWE BignosigHo
00 odpiuinHOT AOKyMeHTaUiT iIHCTPYMEHTIB Ta CTaH-
aaptis CWE.

3. AHani3 Ta pesyneraTu.

Byno BumipsHoO kinbkicte VCCs, Ha saknx SAST-
iHCTPYMEHTU MOIMM HadaTu NONEepem;XeHHA Npo
SQL Injection. Pe3ynbratn nokasanwu, WO HOBMWK
metoq SAST BusiBUB Bpa3numBocCTi y 78% obpaHux
KomiTiB. Llen nokasHuk ©yno oTpMMaHoO LWNAXOM
CNiBBIAHOLLEHHS KiflbKOCTi BUSIBIIEHNX BPa3nnBOC-
Ten go 3aranbHoi KinbkocTi VCCs, ski Bignosiganu
HaLLMM KpUTEpIsaMm.

AHania npogemMoHCTpyBaB, WO npioputnsa-
Lis Ha ocHoBi nonepemkeHb SAST possonuna

IHinroroBra HaHNx

=

Buoepires CVV vy CVE

4

Buinaure Ta 3rpynyire BpaiiHBicTE

[

g

JoBHIIIHE TRepeTo
mannx GitHub

¢

Buwopannn VCC i3
BnpoBaaXXeHHAM
sSQL(2312)

AHani3

g

BukoHaHHA

SAST

CcLl
C++
Flawfinder

TMNyY

=>

MNpynyBaHHA

nonepegxXeHHA

=>

>

Puc. 3. Cxema npoueciB npu eKCnepuMeHTi
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pep’toepam BUABUTU Ha 45% OGinblle BpasnuBux
dyHKUiIn Npyn obmexeHux 3aTtpatax 3ycunb. Lle
Oyno [OCArHYTO LUNAXOM MOPIBHAHHA edeKkTuB-
HOCTi BUSIBIEHHSA BPa3fMBOCTEN 3 BUKOPUCTaAHHAM
Ta 6e3 BUKOPUCTaHHA NpiopmTU3adii.

CepegHin yac 06pobKM KOXHOIO KOMITY CknaB
12 XBUNUH, WO OyNo BUMIPAHO Nig Yac ekcnepu-
MEHTY 3a [OMOMOroK Haloi aBTOMAaTM30BaHOI
nnarcopmu. Lle Bignosigae gonyctMMomy 4acy
O aBTOMaTM30BaHMX TECTIiB Nig 4Yac Kog-peB’io,
3abesnevyloum iHTerpauilo npouecy aHanisy
B pob0oumnn LMK po3pobKu.

BucHoBKkuM i nepcnekTuBu noganbLUnx gocni-
AXeHb. Y LbOMY OOCHIMKEHHI Byno po3rnsHyTo
MeTOop, CTaTM4HOro aHanisy 6esneku (SAST) 3 oco-
6nMBMM akueHTOM Ha BUSIBNIEHHS BpPas3nuBOCTEWN
Tvny SQL Injection. Byno npoeegeHo ekcnepu-
MEHT i3 BUKOPUCTaHHAM yOOCKOHaneHoro MeToay
SAST, akun Bkno4ae po3pobky BinbLl cknagHux
i cneuianizoBaHMx npasun Anga susaBneHHa SQL
Injection Ta iHTerpauito 3 iHLWMMW IHCTPYMEHTaMU
Besnekn. Pesynbtatv ekcrnepuMeHTy nokasanw,
WO yoockoHaneHun meton SAST 3gaTeH BusiB-
natn BpasnueocTti Tuny SQL Injection y 78%
BUNagkis. Lle cBigunTb Npo 3HayHe nokpalleHHS
NOPIBHAHO 3 TpaguUiiHAMK MigXo4amu, OCKIiNbKu
BiH A03Bonse Ginblw edeKkTUBHO igeHTudikysatm
cneumdivyHi  TMNU BpPas3nMBOCTEN, MiOBULLYIOYM
3aranbHU piBeHb 3axuUCTy Big Kibepsarpos. Kpim

TOro, BUKOPUCTaHHA Lboro metogy SAST po3Bo-
nge npioputnlyBatu NEpeBipKy 3MiH y KoAi, Lo
crnpusie BusABNEHH Ha 45% Oinblie BpasnuBMX
dyHKUIN Npu oBOMEexXeHuX pecypcax anga nepe-
BipKku. Lle niaBuLLye edpeKTUBHICTb Npouecy pesisii
Koy Ta 3abesnedvye OinblU HagiMHMIA 3aXMCT NPO-
rpamHoro 3abesneveHHs.

LWogo uyacy obpobkn, cepefgHi vac aHanisy
ONA KOXXHOro KOMITY CknaB 12 XBWNWH, WO Bigno-
BiJjae NPUAHATHOMY Yacy ONA aBTOMaTU30BaHUX
TecCTiB Nig Yac npouecy pesisii kogy Ta OeMOH-
CTpye, Wo yaockoHaneHun metog SAST € edbek-
TUBHMM 3 TOYKM 30pY NPOAyKTMBHOCTI. [Anga nigsu-
LLleHHs 6e3nekn nporpamHoro 3abesneyeHHsa 6yno
3aMnponoOHOBAHO Kifbka YOOCKOHANeHb MeToay
SAST, BkmoyaruM po3pobky Oinbll CcKNagHUX
npasun gnsa suaeneHHa SQL Injection, iHTerpadito
3 iHWKMK iHCTpymMeHTamu 6e3nekn, aBToMaTtudHe
BUMPAaBMEHHSA BPa3nMBOCTEN Ta BMPOBAaMKEHHSA
KOHTEKCTyanbHOro aHaniay.

OTxe, pesynsrat¥ HaWoro  AOCHIMKEHHS
AEMOHCTPYIOTb 3Ha4YHUW MNoTeHUian yaoockoHane-
Horo metogy SAST y nigBULLEHHI €EeKTUBHOCTI
BUABMEHHA BpasnueBocten Tuny SQL Injection
Ta 3abe3sneyeHHi Oinbll HagiMHOrO 3axuMcTy npo-
rpamHoro 3abesnevyeHHs. ManbyTHi gocnigxeHHs
MOXYTb OyTW CMpSAMOBaHI Ha Nofarblue BOOCKO-
HaneHHsa iHcTpymeHTiB SAST Ta ix iHTerpadito
3 iHWKMK MeTogammn 3abe3neyeHHs kibepbeaneku.
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NMPO®UTIOBAHHA KOPUCTYBAUYIB ANA NIABULLEHHA CTIMKOCTI MEPCOHANY
OB’EKTIB KPUTUYHOI IHOPACTPYKTYPU O KIBEPATAK,
AKI BAKOPUCTOBYIOTb JNNIOACBKUA ®AKTOP

Poboma npucesidyeHa numaHHAM nid8UWEHHST cmilikocmi criiepobimHukie 06’ekmig Kpumu4Hoi iHgbpacmpykmy-
pu 0o KibepHemuYHUX amak, yCriwHIiCmb SKUX 3yMOBITIOEMbCS 8UKOPUCMaHHAM criabkocmel fmo0cbKo20 ghakmo-
py. KoxxHa amaka couianibHOI iHXeHepIl, ska € 3aropyKor ycrixy nodanbwoi KibepHemu4yHOI amaku, eKcriyamye
nesHi pucu, npumamarHi iHousidy. Takox eUKOpUCMoByrMbCs HeOOMIKU nonimuku besneku, npumamarHi nionpu-
emcmay, siki pobnsime Kopucmysadie 6inbw epa3nueumu.

Memoro daHoi pobomu € 36azaqyeHHs 3acobie nidsuleHHsI cmilikocmi nepcoHasny 06’ekmie Kpumuy4Hoi iHg-
pacmpykmypu 00 amak couianbHoi iHxXeHepil, 8 YacmuHi 3acobie diaeHOCMUYHO20 MPOYINHo8aHHs!, CroyYeHUX
3 mpeHysanbHUMU (ByHKUISMU, SKi 6a3ylombCs Ha 0OnumMyeaHHi Kopucmysauis.

Hoeus3Ha po6omu. 3anporoHosaHo nidxid 0o nonepedxeHHs amak couianbHoi iHxeHepii, 3acHosaHull Ha 8Usie-
JieHHi ocobriueocmell, siKi pobrisimb Kopucmyesada epasfueum 00 makux amak. BudineHo cykynHicmb ¢hakmopis,
apucymudicms sKux Moxe 6ymu diagHoCmo8aHO Ha OCHO8I ONUMYy8aHHs, 3arpPONoOHO8aHO MemoOduUKy OrnumyeaHHs
ma eidnoeidHul npoepamHuli 3acib. Ha ocHosi hakmopie nobydoeaHo byrnesi chyHKUT, SKi MOXymb 6ymu guKkopuc-
maHi npu 8U3Ha4YeHHI nNpuHanexHocmi kopucmyeada 0o 8i0rnogidHo20 npPogirto.

Memodonoeis. BukopucmaHo ekcriepmHuli memod Orisi ¢hopMy8aHHs onumysarnbHuka. Bpasnusocmi (ghakmo-
pu), AKi ekcrimyamyombcs Kibepamakamu Ha KpUmuyHy iHgbpacmpykmypy, 8U3Ha4YeHo 8 pe3yribmami y3acaiibHEeHHS
iCHyro4UX HarnpautosaHb 8 obrracmi docnidxeHHs1. Po3pobrieHe npoepamHe 3abe3rneqyeHHs1 BUKOPUCMOBYE onumysarsib-
HUK 8 2Hy4KoMy ¢hopmami, Ha OCHO8I [i020 cmMeOpPHYU iHmMepghelc CriNnky8aHHs1 3 KOpucmyeadyeM, a Ha OCHO8I 8i0-
rosidel Kopucmysada — hopMyroHU pesyribmam (020 rpogintoeaHHs ma po3bip Kelicia, MPUCYMHIX 8 OruUMyeaHHi.

OcHoeHi pe3ynbmamu. 3anpornoHosaHe rnpoepamHe 3abesrnedyeHHs ma gidnosioHa Memoduka nidmpumyroms
npeseHmusHi 3acobu ma s3axo0u 6e3rneku nidnpuemcmea, Moxe bymu eukopucmaHe 5K y skocmi iHempymeHmy Oia-
2HOCMUKU 8pasnueocmedl, mak i mpeHyearbHo20 3acoby. byrnesi (yHKUil, SKi gusHa4aromb npuHanexHicms Ao nes-
Ho20 npogbinsg — Moxymb 6ymu gukopucmadi npu nobydosi chopmarnizoeaHoi Modersi 6HympiluHbO20 MOPyUWHUKa.

BucHoeku. TecmysaHHs crigpobimHukie 06’ekmie Kpumu4yHOI iHghpacmpykmypu 3a po3pobrieHo MemoOUKOH
d8036071Us10 8USBUMU ceped onumyeaHuUXx epyr Kopucmysadis, siki € gpasnueumu 00 amak coujanbHoi iHxeHepii nees-
Hux sudig, He3gaxkaro4u Ha 8UCOKUL pieeHb 0bi3HaHOCMI 8 iHGbopMaUiliHux mexHosozisix. 3anpornoHoseaHi 8 pobomi
3acobu € donomixHUMU 8 3adadyax nidsuLeHHs cmilikocmi nepcoHary 06’ekmie Kpumu4Hoi iHgppacmpykmypu 0o
Kibepamak 3 suUKopuCcmaHHaM 10dCbK020 ¢hakmopa.

Knro4oei cnoea: cmilikicmb, KpumuydHa iHghpacmpykmypa, kibepamaku, coyianbHa iHxeHepisi, kibepbeaneka.
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USER PROFILING TO INCREASE RESILIENCE OF CRITICAL INFRASTRUCTURE
PERSONNEL TO CYBER ATTACKS USING THE HUMAN FACTOR

The work is devoted to issues of increasing the resistance of employees of critical infrastructure objects to
cybernetic attacks, the success of which is determined by the use of human factor weaknesses. Each social
engineering attack, which is usually the key to the success of a subsequent cyber attack, exploits certain traits
inherent in the individual. It also exploits flaws in enterprise-specific security policies that make users more vulnerable.

The purpose of this work is to enrich the means of increasing the resistance of personnel of critical infrastructure
objects to social engineering attacks, in terms of diagnostic profiling tools combined with training functions based
on user surveys.

The novelty of the work. An approach to the prevention of social engineering attacks is proposed, based on
the identification of features that make the user vulnerable to such attacks. A set of factors, the presence of which
can be diagnosed on the basis of a survey, is identified, a methodology and a corresponding software tool are
proposed. Based on the factors, Boolean functions have been built that can be used to determine whether the user
belongs to the appropriate profile.

Methodology. An expert method was used to form the questionnaire. Vulnerabilities (factors) that are exploited
by cyberattacks on critical infrastructure are determined as a result of the generalization of existing developments
in the field of research. The developed software uses the questionnaire in a flexible format, based on it creating
a communication interface with the user, and based on the user’s answers, forming the result of his profiling
and analyzing the cases present in the survey.

Main results. The proposed software and the corresponding methodology support preventive measures
and security measures of the enterprise, can be used both as a tool for diagnosing vulnerabilities and as a training
tool. Boolean functions that determine belonging to a certain profile can be used when building a formalized model
of an internal violator.

Conclusions. Testing of employees of critical infrastructure facilities according to the developed methodology
made it possible to identify among the interviewed groups of users who are vulnerable to social engineering attacks
of certain types, despite a high level of knowledge in information technologies. The tools proposed in the work are
helpful in the tasks of increasing the resistance of personnel of critical infrastructure objects to cyber attacks using
the human factor.

Key words: resilience, critical infrastructure, cyber attacks, social engineering, cybersecurity.

AKTyanbHicTb 3agadi. Hessaxatoum Ha HasB-  TUX YW iHWKX aTak. BuseBneHHa uux npuynH, abo
HICTb BENWKOI KiflbKOCTi 3acobiB Ta TPEHIHriB i3 X OpraHisauiiHux Ta couianbHux akTopis, cucte-
nNUTaHb NPOTUAIT couianbHi iHXeHepii, Ginblie  MaTu3auida ix poni B ekcrnyartauii B Xoai kidbepartak
50% ycniwHuX KibEepHETUYHUX aTak 3acHOBaHi € npegMeTomM AaHoi poboTun. CynyTHBO 3adayeto
caMe Ha ekcrnnyaTauii nioacbkoro gpaktopa. Hapasi € pospobka TpeHiHroBoro 3acofy, KM MOXHa
3HayHa KiNbKiCTb 0G’EKTIB KPUTMYHOI iHPPACTPYK-  THY4KOo MoaudikyBaTu nig notpebu KOHKPETHOro
TYpu noTepnae Big aTtak couianbHoi iHXeHepil, ki  00’ekTa KpUTUYHOT iIHppaCTpyKTypW.
€ nepwum etanoM Ans nogansbLioro BUKOHaHHA AHani3 gocnigxeHb Ta nyonikauin. MNutaHHS
3MOBMUCHUX KibepBnnuBiB. KinbKiCTb Takmx atak  BUSBMEHHSI BPa3NIMBOCTEN KOpMCTyBada A0 arak
nuuwe nigsvmMnNack y BOEHHUI Yac, TakKMM YMHOM,  coLiarnibHOI iHXeHepil po3rnaaanoch B nonepeaHix
iCHytOui 3ac00M NpoTUAil aTakam 3 BUKOPUCTaHHSM — poboTtax. 3okpema, (Cofense, 2024), B AkoMy emy-
nogcbkoro daktopa notpedytoTb 30aradyeHHs Ta  NoKTbeA cutyauii o6xogy SEG (Security Email
apanTtauii oo ocobnuBocten o6’ekTiB kpuTuyHOi  Gateway). HegmomikomM upboro pilleHHst € Te, Lo
iHbpacTpykTypu. 3pOCTaHHA KiNbKOCTI Ta pi3-  BOHO He BpaxoBye cneundiky KOHKPETHOro nignpu-
HOMaHITHOCTI YCNIWHUX aTak couianbHOi iHXe-  €MCTBa, HE KaCTOMI3YETbCH, Ta NEePEBaXKHO OpieH-
Hepii Mokasye, WO TPEHYBaHHA pearyBaHHA Ha  TOBaHE fMLUE Ha aTaku BEKTOpOM nowTtu. Pecypc
KOHKpPETHi Mpuknagn atak couianbHoi iHxeHepii  (Knowbe4, 2024) nponoHye LWMPOKUA CNeKTp
€ NMLe YacTMHO Npobremu, iHWa YacTuHa nons-  TpeHyBaHb, SKi 403BONAKOTb BUSBUTU piBeHb 06i-
rae y npuymHax, Yomy npauiBHvK € BpasnMBuM A0  3HAHOCTI B obracTi kibepbe3nekn kopucTyBauis,
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NPoOBECTU CUMYNALItO (PILLMHIOBUX aTak Ta HagaTu
Kewncu onsi onpautoBaHHsA. Takox, crnig Big3Ha4ymMTu
CKNagHICTb Y1 HEMOXNUBICTb KacTOMi3aLii 3anpo-
MOHOBaHMX KewciB nig noTpebu nignpnemcTaa,
i 30cepemXeHiCTb nepeBaXxHO Ha iMHroBnx
aTakax, 3anuarouM nosa yBarow iHwWi cnocodu
couianbHoi iHXeHepii. IHcTpymeHTM (Barracuda
Networks, 2019) matoTb Cxoxi ocobnuBocTi Ta
Hegoniknm i3 BUWE3a3HAa4YEHNMU  TPEHIHFOBMMMU
3acobamn Ta BIOPIBHAETbCA CKMNAgHICTIO BUKO-
puctaHHs. Cepeic (DataArt, 2024) Hapae 3acid
TECTYBaHHS LUMASIXOM eMyrnauil peanbHUX cutya-
Ui onsg KopucTyBadiB NianpuMeMcTBa, NPOBOAAYU
TECTyBaHHS Ha MPOHMKHEHHHA 3 BUKOPUCTAHHSM
couianbHoi iHXeHepii. Taki 3acobu ckopiwe cny-
ryloTb Onsi 3pisy crtaHy 6esneku nignpuemcraa,
Hi>XXK HaBYaHHIO KOpuCTyBaYiB. BignosigHo, nogibHi
3acobn matoTb nig cobor anropuTMmiyHe Hano-
BHEHHS, SIKE BWKOPUCTOBYE [AOCHNIMKEHHSA aKTy-
anbHUX KibepaTak 3 BUKOPWUCTAHHAM JHOOCHKOrO
daktopa (Mataracioglu, 2011). IHwi 3aranbHi igei
aHKeTYBaHb KOPUCTyBadiB AON1s MOKPALEHHS iX
CTIMKOCTI O aTak couianbHOi iHXeHepil HagaHo
B (Gamagedara Arachchilagea, 2014).

CninbHOI pMCOt0 BKaszaHMX Ta BaraTtboX iHLWNX
pob6iT Ta 3acobiB € Te, WO BOHM CMPSIMOBaHi Ha
HaB4YaHHA Ta/ abo TeCTyBaHHA KOPUCTYBa4iB Ha
KOHKPETHMX BMNagkax artak couianbHOi iHXeHe-
pii, AKi OOCUTb LWBMAOKO 3acTapiBaloTb. Pasom
3 UMM, MpMYMHA YCNIWHOCTI BiAMNOBIOHUX aTak,
sika nomnsirae y BpasnMBOCTI KOPUCTYBaya, WO He
3aBXOu noe’si3aHa 3 Moro Heobi3HaHicTio, 3anu-
WaeTbca no3a yearol. B gaHin poboTti nponoHy-
€TbCS AiarHOCTUYHMI 3acib, AKWMIA CnonyvYeHun i3
npyHUMNoM poboTu TpeHiHroBoro 3acoby. 3anpo-
NMOHOBAHO Meperik couianbHMX Ta MNCUXOMNOTYHUX
sKoCcTen ocobu, aki pobnAaTe 0COOMCTICTL Bpasnu-
BOIO [JO pSAAy aTak coujianbHOoI iHXeHepil. 3anpono-
HoBaHO Bynesi QYHKLii AN BUSBNEHHS CyKYMHOCTI
puc (npodpinis), SKi BU3Ha4aloTb MigBULLIEHY Bpas-
NMBICTb KOPUCTYBa4va 40 NPONo3uLin couianbHOro
iHxeHepa.

JocniopxeHHs noacbkux 0cobnMBOCTER, SKi
pobnAThb NOAMHY BPa3NMBOK A0 aTak coLianbHoi
iHxeHepii, po3novaTto B pobotax (Hadnagy, 2018;
Mouton, 2016; Bhakta, 2015). 3okpema, pobota
(Bhakta, 2015) pae ysBneHHa npo nobyaosy
TaKCOHOMII COLiO-iHXEHEPHNX aTak Ta iX 3B’sA30K
i3 cbakTopamu, ski ekcnnyaTyroTbcs. B poboTi
(Shevchenko, 2022) po3rnaHyTo Npuknagn nony-
NAPHUX aTak couianbHOI iHXeHepil nig 4vac Bin-
CbKOBOrO CTaHy B YKpaiHi, Lo Aae po3yMiHHSA ntog-
CbKMX criabkocTen, AKi eKcnnyaTyoTbCs.

Heski i3 unx ocobnmBocTen MOXHa niKBigy-
BaTW 3a3ganerigb, 0e3BiOHOCHO [0 TuMy arak,
sAKi  MOXyTb OyTM 3acTtocoBaHi. Hanpuknag,
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BpasnuBICTb KOpUCTyBaya 4O CUTyaUil, SKi BUKO-
PUCTOBYIOTb CTpax nepen KepiBHULTBOM, abo X
HEBMIHHA BiOMOBIATU Y HE3PYYHOMY CTaHOBULL,
abo x HagmipHy pgosipnueicTb. OnuTyBanbHWIA
NINCT CKMafaeTbCA TakKMM YMHOM, LWLOOM BUABUTM
Hacamnepeq Taki Bpa3nuBOCTi, i, CyNyTHbO, MOsiC-
HUTW ONUTYBAHOMY KENCU, Ha KX H6asyloTbCs Bia-
NnoBigHI NUTaHHs, Yy dopmaTi TpeHiHra. KoHuent
ONUTYBaHHSA Ta BiAMOBIOHOrO NPOrpamHoro 3acoby
aBTopu pobotn npeactasmnu B (KyabmiH, 2024),
B [aHin pobOTi NpeacTaBneHO pO3WMPEHUn Ta
nornnbneHnn pesynsrat AOCHiIKEHHS.

CynyTHbO, LUMIAXOM OMUTYBaHHS BUSABNSAOTLCA
HeJonikn NoniTnkM 6esnexkn NiANPMEMCTBA KPUTWY-
HOT IHPPACTPYKTYpK, AKi MOTEHUIMHO HapaXarTb
Ha Hebe3sneky B Buai kibepaTtak, gki ekcnnyary-
I0Tb NOACLKUIA (bakTop, NPUKNaan AKX HaBegeHo
B (Lee, 2016; Zetter, 2014; Gallagher, 2016;
Liptak, 2016; Sanger, 2021; Tidy, 2021). 3okpema,
B poboTti (Lee, 2016) npoaHanisoBaHo eTtanu
Kibep-aTakm Ha yKpaiHCbKy €HepreTu4Hy cuctemy,
B poborTi (Zetter, 2014) HagaHoO iHdoOpMaLito Mo
aTtaui Ha ipaHCbKMA saepHUn ob’ekT, B nybnika-
uisx (Gallagher, 2016; Liptak, 2016) BucsiTneHo
0CcOoONMBOCTI aTak Ha TpaHCNOpTHY cuctemy Can-
dpaHumcko, B (Sanger, 2021; Tidy, 2021) HagaHo
akTn no kibepataui Ha HadgTOnepepobHy cuc-
Temy Cnonyyenux WWTaTie. Lli aHanituyHi po6oTn
cBigyaTb MNpPO BAane BUKOPUCTAHHS MOOCHLKOro
dakTopy Ta Hedoniku noniTmkn Gesnekun, LWo
€ 3anopyKoto yCrixy noganbLuoi kKibepaTtaku.

CynyTHbOIO pO3B’A3aHO  3ajadvetd  gaHoil
po60oTK € BUSABNEHHS psay XapakTePUCTUK KOpUC-
TyBauya, Ha sKi cnig 3septatu yeary gnsi 3anobi-
raHHIo iHcangepcTBaa.

HenosinbHiCTb 00 KOMMaHii, KOPWUCNUBICTb,
arpecuBHICTb Ta iHLWi O3HAKW — MOXYTb CryrysaTtu
iHOMKaTopamMu NOTEHLIMHO Hebe3neyHoi cutyadii.
Mepenik TakMx O3HakK, ONUC BIAMOBIAHWX MPOi-
nie Ta MeToAMKY iX BUSBNEHHS 3anpornoHOBaHO
B AaHin poboTi.

Ona BusBNeHHa nofgibHMX O3HaK NPOMOHY-
€TbCH BMKOPUCTOBYBATM MiAX0OM COULIONOrivYHMX
AOCMioKeHb, Ta yXe cdopmoBaHi ONUTyBasbHi
3acobu, ski npornoHyTbca B poboTtax (Merecz,
2009; Andersen, 2002; Kersten, 2024; Vo, 2022;
Bustamante, 2014; Test Partnership, 2023;
Personal Work-Related Responsibility Test, 2016).
3okpema, pobotun (Merecz, 2009; Andersen, 2002;
Kersten, 2024) npncesiieHi BUSBIEHHIO PiBHA arpe-
cuBHocTi, pobota (Vo, 2022) po3rnagae nuTaHHA
BMOTMBOBAHOCTI Ha poboyomy Micui, B pobOTi
(Bustamante, 2014) po3rnsHyTi NUTaHHA TecTy-
BaHHA npauentobHocTi, 3BiT (Test Partnership,
2023) pemoHCTpye MpuKnag KOMMIEKCHOro Tec-
TyBaHHS npauiBHMKa MO KifbKOX Hanpsmkax,
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3BiT (PE Konsult Ltd., 2016) Hagae TecT Ha Bia-
noBiganbHiCTb MpauiBHMka. 3acid TecTyBaHHSA
(Parvez, 2024) cnpsAMOBaHWU Ha BUSIBIEHHS PiBHS
kopucrnmeocTi. OcobnmMBOCTi BUKOPUCTaHHA ntoa-
CbKOro ¢hakTopy npu atakax Ha 06’€eKT! KpUTUYHOIT
iHpacTpykTypn MoxHa 3Hantn B (Ghafir, 2018).
[ocnigkeHHs, NoB’a3aHi i3 BUAINEHHAM MOACbKUX
XapaKTEPUCTUK, LLO CNPULAIOTb coLianbHil iHxeHe-
pii, 6ynu 3aincHeHi B poboTtax (Krombholtz, 2013;
Kronberg, 2015).

Meta po6otu. Metoto poboTn € 3baravyeHHs
3acobiB NiaBMLLEHHS CTINKOCTI nepcoHany ob’ekTiB
KPUTUYHOT IH(PpacTpyKTypu [0 aTak couianbHol
iHXXeHepil, B YacTuHi 3acobiB NnpodintoBaHHs, cro-
nyyYyeHuX 3 TpeHyBanbHUMK DYHKLIAMW, SKi 6asy-
IOTbCH Ha ONUTYBaHHI KOPUCTYBAYIB.

Buknag ocHOBHOro martepiany.

BuaineHHAa  cykynHocTi  BpasnuBocTen
KopucTyBa4a. BuainMmo xapakTtepuctukm Kopuc-
TyBaua, ski MOXYTb CUrHaniyBaTu Npo CXUIbHICTb
[0 BNMBIB couianbHOI iHXeHepil.

Buginumo ocobucTicHi chakTopu, AKi MOXYTb
Oyt Tpurepamm ana pisHMX aTtak couianbHoi
iHXXeHepil: cxunbHiCTb A0 cTpaxiB, 6osA3kicTb F;
HEBMiHHA BigmMoBNATM R; HeBMiHHA obOMexyBa-
TUCb NpY ofdepXaHHi Yorocb (KagibHiCcTb, B TOMY
yncni Jo poboTun, azapTHICTb B irpax Towwo) B; Heo-
BepexHicTb A; Heobi3HaHiCTb P; cxunbHiCTb A0
niHi Yn npokpacTuHadii L; 6angyxictb |; HenyHk-
TyanbHicTb U. B 3anexHocTi Big kombiHauii dak-
TOPIB MOXHA BUAINUTU TUNOBI Mpodini oOcCib, ski
€ CXUNbHUMW 00 MEBHUX aTaK coLianbHoi iHXeHe-
pii. KoxeH npodinb BM3Ha4YaeTbCA BigNOBIOHOMO
OyneBoto dyHKLE:

1) P1=FnRnI, npodine, sikui signoeigae
M’'AKiA NIOOWHI, SKOK Nerko MadinyntosaTtun. AKWo
BOHa HaBiTb NOMITUTb NOPYLLEHHSI, NpOCTiLe byae
npomoB4YaT npo ue.

2) P2=BnLnNP —npodink, akun Bignosigae
aKTUBHIN NOANHI, SKa NparHe ogep»xaTn pisHoMma-
HiTHI 6nara. OgHak, cxunbHa OO0 MNiHOLB, Ta He
LiKaBUTbCA MOXIMBUMM Hacnigkamu piweHb. Lle
OO3BOMSE CoLUianbHOMY iHXEHepy npOonoHyBaTu
BapiaHTW Nerkoi HaXuBK, Ta NopyLLeHb Kibepbes-
neku.

3) P3=AnInNnU — npodinb, aknn Bignosigae
HeobepeXxHin NAWHI, Aka He € NYHKTYyarnbHOK Ta
yBaXHO. HeobisHaHiCTb nigcunioe BpasnmBICTb
[0 aTakK, aKi po3paxoBaHi Ha iMMynbCUBHI, Heobay-
MaHi pilleHHs.

4) P4=InBN A — npodinb, AkMn Bignoeigae
NOONHI, CXUNBHIN 0O PU3KKY, | AocTaTHLO Ganay-
Xi 0O HeraTUBHMX HACMiAKiB BNacHUX Oil.

B aHkeTi MponoHyTbCA NUTaHHSA, SAKi Bigno-
BigatoTb daktopam {F, R, B, A, P, L, I, P} un ix
KombGiHauii. BBaxaeTbCs, WO aKkTop MPUCYTHIMN,
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i BignosigHa OyneBa 3MiHHa iCTWHHA, KOMW OMW-
TYBaHHS MoKa3ano nepeBULLEHHS 3HAYEeHHS YuC-
NOBOT OUiHKM AaHoro paktopa Hag cepefHiMm Mo
rpyni. ABo, B UiNax TpeHyBaHHS, MOXHa NepeBi-
pUTN HasiBHICTb Y 0COBM OesKNX i3 BKa3aHUX Bnac-
TMBOCTEN, sIKi YacTille eKCcnyaTylTbCsa couianb-
HUMM iHXeHepamu.

3 TO4YkM 30py aHanidy cniepobiTHMKa 06’eKTy
KPUTUYHOT IHPPpaCTpyKTypK, SKMA Mae OOCTyn A0
KPUTUYHOI iHdbopMaLii Ta/abo QyHKUiA cuctemu,
Hanbinbw Hebe3nevyHuMn ocobucTicHMMK hak-
Topamun €: {A, P, |, U}. BoHn MOXyTb curHaniay-
BaTU NPO HEBMIHHSA, YN HeOaKaHHsS YCBiOOMITIO-
BaTW BaXNMBICTb POBOTU, NPUINHATTA pilleHb, LLO
€ HenpunycTumMum ans cnispobiTHMKa o06’exTa Kpu-
TUYHOI iHPPACTPYKTYpU iHOYCTpianbHOro Tuny.

MuTaHHA aHkeTW, SKi MICTATbCA B ONUTYyBarb-
HUKY COLIOTEXHIYHOIO CNpsiIMyBaHHS, CMpPsIMOBaHI
Ha BUSABMEHHA PO3yMiHHA CNiBPOGITHMKOM noni-
TMKkM 6e3nekn nignpuMemMcTBa, HasiIBHOCTI YiTKMX
IHCTPYKUiN Ta OOMexeHb Loao HebesnevyHnx ain,
Ta BNPOBafXeHHs BiAMOBIAHWMX TEXHIYHMX 3aco-
6iB Ta opraHisauinHnx 3axogiB. Tak caMo, NUTaHHS
aHKeTU MOXYTb 3rpynoBaHi no daktopax, 40 AKUX
B MEBHUX CUTyauisx 4yTnuBa Oyab-sika noguHa:
cunbHui Bnnme (F1), B3aemHicTb (F2), nepeBaHTa-
xeHHs (F3), HegocTaua (F4), omaHNMBI BIQHOCWHM
(F5), TepminoBicTb (F6), couianbHe cxBaneHHs
(F7).

Mu Moxemo po3paxysaTtut Q({F,}) — cymapHun
fan no ogHoMmy 4m Kinbkox cpakTopax. KoxHa
aTaka couianbHoi iHXeHepii Mae CBil naTTepH,
AKNIN BUKOPUCTOBYE TOW UM iHWNIA cbakTop. Hanpu-
Knag, BilUMHI YacTo ekcnnyaTye cdaktopu F1, F3,
F6. MNMpeTeKCTiHr Yepe3 MeceHaxXep BUKOPUCTOBYE
dakTopn F4, F5. Tak camo, pi3Hi Buan iwmHro-
BMX aTak MOXyTb BukopuctosyBatn F7, F2 abo
iHWi doakTopW.

B aHkeTi nMTaHHA 3rpynoBaHi Takox Mo cepen-
OBULLIAX- BEKTOpax 3AiCHEHHs aTakn. Buginewo:
disnyHe cepenoBuLLe, ENEKTPOHHY MOLUTY, MeCeH-
axep, Beb-pepcypcu, couianbHi mepexi, TenedoH,
ocobucTte cninkyBaHHS.

3acTocyHOK AnsA piarHOCTyBaHHA Ta Tpe-
HiHriB. MnTaHHA, BapiaHTK Bignosigen 4O HUX Ta
©anu npeacTaBneHi y CTPYyKTypoOBaHOMY BUMMAgi
B ¢bopmarti json. lNMapcep 34MTye NUTaHHS, | npea-
cTaBnse ix Ta BapiaHTM BignoBigenm y KOpUCTY-
BaLlbKOMY iHTepenci.

Pesynstatn  onuTyBaHHS  y3aranbHIOKTHCS
y BUrMAgi npodinto, sikmii nobygoBaHM B BUMMSAI
«poO3n BITPiBY», B AKOCTi HanpsMKiB BUOINAOTLCA
0COOMCTICHI Bpa3nMBOCTI Ta BPa3nNMBOCTI 3ararb-
Horo Buay (puc. 1). 3a onucaHol B MUTaHHI
cuTyauield HaBOOAUTLCA MOSICHEHHS ANs AOCAr-
HEeHHS1 HaB4yanbHoro edekTty. OnNUTyBaHHA TaKOoX
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Puc. 1. Mpuknag Bi3yanisauii npocinto kopuctyBaya, AKMM NPONLLOB TeCTyBaHHS

Tabnuus 1
Pe3ynbTraTty onUTyBaHHSA
CouianbHi TeXHiKun Couio-thisnyHi Couio-TexHi4Hi
BpaxoBaHi BigcoTtok BpaxoBaHi BigcoTtok BpaxoBaHi BiacoTtok
cakTopmn Bpa3nmMBux cakTopmn Bpa3nmBux cakTopm Bpa3nnBUX
F,F1 40 F,F1 20 F7 30
R, F2 10 R,F2 30 B,F4 0
B,F4 60 U,F3 50 A,F2 20
AF5 20 B,F4 20 PA 20
P.F4 10 A,P,F4 60 AF7 30
L,P,F6 0 P, 40 F,F6 30
F,F6 0 F,F6 40 F,P 10
R 0 F5 60 P 0

[O3BONSIE BUABUTM NEBHI HeOonikm opraHisa-
LiHO-TEXHIYHOrO XapakTepy, $Ki npuTamaHHi
00’EKTY KPWUTWMYHOI iHPPaCTPyKTypu Ha SKOMY
3OINCHIOETBCS  OMUTYBAHHA. 30KpemMa, MOXHa
BUSIBUTU BiACYTHICTb 3aOOpOH Ha BCTaAHOBEHHS
CTOPOHHBLOrO MPOrpamHoro 3abesneyeHHsi, BUKO-
PUCTaHHA CTOPOHHIX HOCIIB, BIiACYTHICTb YiTKUX
PEXUMHO — NepenycKHUX NpaBwusl, He3axmLLeHUn
OOKyMEHTOODir, He3axuLeHe AiNoBe CniflkyBaHHS
Towo. 3a 3anpornoHOBaHOK MeToAuKow Oyno
30INCHEHO ONMUTYBAHHA NpPaLiBHUKIB KOMMAHIN, LWO
BiHECEHI OO0 KPUTMYHOI iHpaCcTpyKTypu, rpyna
JocnimpkeHHs cknaganack i3 10 nepcoH, obpaHmnx
BUNAOAKOBMM YMHOM, BUCOKOIO PiBHS OBI3HAHOCTI
B iHdopmauinHux TexHonoriax (tabn. 1). OcHo-
BHa MeTa EKCMEPUMEHTY — OUIHWUTM CKNagHiCTb
3anponoHOBaHOrO onuTyBanbHWKa Ans obisHa-
HOMO KOPUCTYyBaya, 3pYYHIiCTb NOro BUKOPUCTAHHS,
Ta MNpOoINCTpyBaTU Mnpaue3naTHIiCTb  3anporo-
HOBaHOro MporpaMHOro Ta iHdopmauinHoro
3abe3neyeHHss AdiarHocTyBaHHA. 3a  Bigrykamu
PECnoOHOEHTIB, ONUTYBaNbHUK HE MOBUHEH OyTu
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HaATO AOBIMM, OCKIiNbKM yBara OnMTyBaHOro pos-
CiloETbCSA, BOAHOYAC, Marna KinbKiCTb MMTaHb MOXe
OyTV HEOOCTaTHBLOKW AN BUSABIMEHHSA MOTEHLiNHOI
npobnemu. JaHmn onutyBanbHuUK Oyno ckrnageHo
3 30 kencis, no 10 cuTyauliiHMX NUTaHb Ha aTaku,
AKi BeQyTbCs Yepes couianbHe, Couio-TeXHIYHe Ta
coujio-hisanyHe cepenoBuLLe Ta MOXYTb OyTK TOu-
KOK BXO4y Ans noganbLioil kKibepaTtaku.

3a npoBedeHNM onuTyBaHHAM Oyno BUSIBIIEHO
Hegoniku nonitukn 6e3nekn B opraHisauigx, Oo
AKX Hanexanu OonuTyBaHi, 30Kpema, CTOCOBHO
BUKopucTaHHsa meceHgxepis: 80%; OOKyMEHTOO-
oiry: 30%; Beb pecypciB: 90%; TenedoHii: 70%.
Lle noTeHuUinHO Hapaxae Ha Hebe3neKy nepcoHan,
KNI Npautoe 3 LMK pecypcamu.

NMpobnema iHcanMpepcTBa Ta MNOpPYLUEHb
Kibep6e3neku. 3a JONOMOro ONUTYBaHb MOXHA
BUSIBNATU O3HaKW, SKi € MOTEeHUINHUMWU Tpure-
pamMu 30iINCHEHHS MNOpyLIeHb MONITUKK ©e3neku,
Wo ocobnmneo Baxknueo AnA O6O’EKTIB KPUTUYHOI
iHbpacTpykTypu. OgepxaHy iHdopmaLilo MOXHa
BMKOPUCTOBYBaTM Ha eTtani nobygoBu mogeni
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nopywHuka. Bnginumo Taki o3Haku: Bignosiganb-
HicTb — V, kopucnueicTb — K, arpecuBHicTb — A,
npauentobHicTb — P, MoTuBauis — M. MNpwu nobynos.i
npocina kopuctyBada MOXHa BMKOPUCTOBYBATU
dyHkuito f=f(V,KAPM).

Cknagemo 6ynesi dyHkuii f, 3a gornomoroto
SAKMX MOXHa BWUOINUTU MNOTEHUIMHO BpasnuBUX
3 TOYKM 30pYy BHYTPILLUHIX NOPYLUEHb NMpaLiBHUKIB:

1) He3sapoBoneHun npauiBHUK, 3 O3HaKamu
arpecii:

f,=(Vu=V)n(Ku=K)NnAN(=M)n(PU=P);
2) besBignosiganbHuii Ta HEBMOTMBOBAHWUN

npauiBHUK, MOTEHUiNHE [DKeperno HEHaBMUCHUX
nopyLueHb 6e3neku:

f,=(=V)n(Ku=K)n(AU-A)N
(PU—=P) n(=M),

3) Kopucnveuin  npauiBHuk 1 :(Vuﬁv)m
(KYNn(Au-A)N(MU-M)N(PU—=P); i iioro
Hebe3nevyHu NigTMN — KOPUCINBUIA, arPECUBHNI TA
HEBMOTMBOBAHUIN MpauiBHUK, 30aTHMIA Ha CBIgOMI
nopyweHrHs Gesnekn: F =f, =(Vu-V)n(K)n
(A)n(=M)n(PU=P).

BBaxxaemo 3MiHHy GyneBoi dyHKUii iCTUHHOLO,
SAKLLO 1T 3HAYEHHS € BULLMM 3a CepeHin piBeHb MNo

rpyni.
PiBeHb KOMM'HOTEPHOI AOCBIAYEHOCTI MNepco-
Hany Ta BM3HAYEHHSI CXWIMbHOCTI OO MOPYLUEHb

Kopucnusictb

100
50 ﬁ ﬂ gon -0

0
1357 911131517192123252729313335

Puc. 2. PiBeHb KOpUCNUBOCTI
pecnoHaeHTiB 1-35

MpauentobHicTb
60
40

20

1357 911131517192123252729313335

Puc. 4. PiBeHb npauento6HoCTi
pecnoHaeHTiB 1-35

Kibepbe3nekn BM3HaYalTb, AKUM TUN KiGepno-
PYLLEHHA MOXe CKOITW PeCrnoHAEHT Ta Ha sIKoMy
came piBHi iH(bopMaLinHOT cucTeMu.

Taknum YnHOM, MoAenb NOPYLUHUKA 3 ypaxyBaH-
HAM 3anpONOHOBAHOro MiAX04y MOXE BKIHYaTh
Taki O3HaKu:

— Twvn nopywHuka: 1)BHYTPIiWHIA (knacudika-
List 3rigHO 3anponoHOBaHOro NPOinto, 3 BUAINEH-
HaMm puc V,K,AM,P ), 2)30BHiwHin (xakep, kibep-
KpUMiHan, XakTMBICT, 3MIO4MHHE YrpynoByBaHHS);

— [paBa No BigHOLIEHHIO A0 cMCTEMM (3rigHO
po3noainy npae goctyny);

— PiBeHb  kBamidpikauii  (Gna  BHYTpiLL-
HiX — 3rigHO TECTY Ha 3HaHHS iHOPMALINHO-KOMY-
HiKaLinHUX TexHormorin, obimaHoi nocaawn). Llewn
piBEHb 3a3BUYal BU3HAYAETBLCH HA TEXHIYHIN cniB-
Gecigi npu Hanmi NpauiBHUKIB.

Onsa inoctpadii 6yno npoBeaeHoO ONUTYBaHHSA
35 pecnoHnaeHTiB no 100 6anbHin Wwkani, ske 4o3Bo-
nnno BMSIBUTK BigNoBigHI pucu (puc. 2-6). B akocTi
onuTyBaHUX obpaHo cniBpOBITHMKIB KONEKTUBY, K
3a nocagoBumMu 0DOB’siI3KaMuM 4aCTO B3AEMOZIOTb
i3 CTOPOHHIMKN 0cobamu, i € NOTEHLINHOK «TOYKOH
BXOA4Yy» A0 iHOpMaLiHOI CUCTEMM KOMIMAHii.

O6uncneHo koediuieHT kopensauii ons BuSB-
NEHHs 3B’A3KY Mi>k napamu o3Hak no rpyni (tadn. 3).

B pocnigxysaHii rpyni BigcyTHi npencrtas-
HUKM npodoina 1) (arpecuBHWM Ta HEBMOTMBOBA-
HUA NpauiBHMK), OOHAK, € 3Ha4yHa KinbKiCTb OCiO,

BianosiganbHicTb

1 35 7 911131517192123252729313335

Puc. 3 PiBeHb BignoBiganbHoCTiI
pecnoHaeHTIiB 1-35

MoTuBauis
60
40

20

135 7 911131517192123252729313335

Puc. 5. PiBeHb BMOTUBOBaHOCTI
pecnoHaeHTiB 1-35
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ArpecunBHicCTb

50
40
30
20
10

1 3 5 7 9 11131517 192123 252729313335

Puc. 6. PiBeHb arpecCMBHOCTi
pecnoHgeHTiB 1-35

SKi BignosigaloTb TUNaxy 2) — HEBMOTUBOBAHWIA
Ta 0e3BignoBiganbHUN, SKUA MoXe ByTu mxepe-
fIOM HEHaBMMUCHMX nopylleHb 6e3nekn, B ToMmy
4yucni i Nerkow KepTBOK CoLianbHOro iHXeHepa.
ICTOTHa KiNbKICTb NpauiBHUKIB 3 MigBULLEHUM piB-
HEeM KOPUCIUBOCTI TEX CBiAYUTbL NPO MNOTEHUINHY
Hebesneky atak 3 BWMKOPUCTAHHAM JOACLKOro
dakTopa.

MeToaunka npoBeAeHHA ONUTYBaHHA.

MeTtoauvka onsi LWBMAKOIO ONUTYBaHHSA Ha BUSAB-
NEHHs1 03HaK MOTEHUINHUX BpasnMBOCTEN OO0 aTak
couianbHOT iHXeHepil cKrnagaeTbCa 3 HACTYMHUX
KPOKiB:

1) OnuTtyBaHWi Mae OyTU nonepeaKeHuin npo
uinb onutysaHHs. Llinnto € He nepesipka piBHA
3HaHb YM HABWYOK OMUTYBAHOrO, a BUSIBIIEHHS
TOro, siKi Aii Hacnpaea4i MOXNUBI B yMOBax, Ae npa-
LIOE ONUTYBaHWN, Ta BapiaHTX NOro NOBEAIHKMN.

2) KoxeH onuTyBaHWM He3anexHo Mpoxo-
OUTb TECTYBaHHSA 3 BUKOPUCTAHHAM MpPOrpamMHoro
3abe3nevyeHHs, BigMivYatoum Ti BignNoBiAi, AKi HaN-
OinblLue ANSA HBOro NiAXOAATb.

3) BukopucTaHHsi CTOPOHHIX DpKeper Npu aHke-
TyBaHHi 3abOpoHeHe, BIOMOBIAI HA NUTaHHA He

notpebytoTb cnevianbHUX 3HaHb. Yac onnTyBaHHSA
Mae ByTn gocTaTtHiM, Wob npodnTaTn BCi NUTaHHSA
Ta 3pO3YMITHU IXHIO CYTb.

4) N [OCArHEeHHs HaB4vanbHOro edekTy, BCi
Kencu, AKi NPOMOHYITbCA B ONUTYBASbHWKY Ta
KOMeHTapi, HagaHi nporpamoto y BianoBiab, BapTo
[04aTKOBO po3ibpaTu Ta npokomeHTyBaTun. KomeH-
Tapi MoXxe HagaTtu wTatHun daxieeub 3 kibepbes-
neku.

5) MNporpamHe 3abe3neyeHHs 3a pesynsratamum
ONUTYBaHHA OpMye «nNpodoinb» OMUTYBaHOrO,
BigMivaloun noro crnabki Ta cunbHi CTOPOHN. Ynm
BULLMIA Ban ogepXaHo KOpUCTyBa4Yem Nno siIKOMyCb
dakTopy, TMM CUNbHiLLE NPosBASETLCA Npobnema
B UbOMY Hanpsmky. CykynHOCTi 0coBuMCTiCHMX Ta
3aranbHO-NI0ACLKMX (PaKkTopiB MOXYTb YTBOPIO-
BaTN KOMBiHaUiT, siki He6e3ne4Hi 3 TOUKM 30py Bpas-
NMBOCTI A0 aTak coujianbHoI iHXeHepii. 3okpema,
ue npocpini P1-P4.

6) daxiseub 3 kibepbe3nekn 3a yyacTio cneui-
anicta no noacbkmx pecypcax (HR) Ta, moxnumeo,
LUTATHOrO Mcmxonora opraHisauii pobnaTe BUCHO-
BKM LLIOAO HEOOXiAHOCTI NpoBeAEeHHS NPEBEHTUB-
HOT Ta KOpuWryt4oi poboTn CTOCOBHO BUSIBIIEHUX
BPa3fiMBOCTEN.

OnuTyBaHHA, sike MOXe BUSBUTU CXUNbHOCTI
npauiBHUKa A0 CKOEHHA NOTEHUINHUX BHYTPILLUHIX
nopyweHb noniTukn 6e3nekn, 34INCHIETLCSA i3
3any4yeHHsaM LUTaTHOro creuianicta 3 NpoBedeHHs
OnNMTYBaHb, 3a JONOMOrOH 3aranbHOBIAOMUX OMK-
TyBanbHWKIB Ha BUABMEHHSA O3HAK KOPWCMMBOCTI,
BignosiganbHocTi  (Ta  ©e3BignoBiganbHOCTI),
BMOTMBOBAHOCTI (Ta HEBMOTMBOBAHOCTI), npaLe-
nOBHOCTI (Ta niHi), arpecuBHOCTI. 3aBAskM onu-
TYBAHHIO MOXHA BWSBUTU O3HaKW, NPUTAMaHHI
npodinam f, —f,. bynesa 3miHHa, sika BXxoAMTb 00

Tabnuuga 2
XapaKkTepuCTUKM ONUTYBaHHSA MO O3HaKax
O3Haku CepegHe Biaxun Oucnepcin

BignosiganbHicTb 32,5 10,2 104,8
KopucnusicTtb 27,0 10,2 104,7
MpauentobHicTb 23,1 8,6 74,9
MoTtuBauis 30,9 9,9 99,0
ArpecuBHicTb 25,0 10,1 103,6

Tabnuusa 3

KoedpiuieHTn Kopensuii Ana nap o3Hak

O3Haku

KoedpiuieHT kopensuii

KopucnusicTb, arpecmBHIiCTb 0,79
BesBignoeiganbHicTb, HenpauentobHiCTb 0,75
HeBMOTMBOBaHICTb, arpeCcuBHICTb -0,71
HeBMoTMBOBaHICTb, HENpaLentobHiCTb 0,68
HeBmoTmBOBaHicTb, 6€3BignoBiganbHICTb 0,78

165



Information Technology: Computer Science, Software Engineering and Cyber Security, Bun. 3, 2024

QYHKUiT Npoins, npuiMae 3Ha4YeHHa «lcTuHa,
SKWO  pes3ynbraT  pecrnoHAeHTa  nepeBuLlye
cepegHe no rpyni. OgepxaHi pesynsrati MOXyTb
OyTVM NPURHATI OO Bigoma Mpu NpuU3HaYeHHi pec-
NOHAEHTIB Ha BignosiganbHi nocaan Ha 0O6’eKTi
KPUTUYHOT iHpPacTPYKTYypM.

BucHoBku. OnuTyBaHHSA, NpoBedeHE i3 BMKO-
PUCTaHHAM 3anponoHOBaHMX Yy PoBOTi MeToaMKu
Ta 3acobiB, nokasano, WO PecnoHOeHTn mnpa-
BUNbHO pearyloTb Ha WabfoHHi cuTyauii, ogHak,
y BUNagKy cuTyauin, sKi MicTATb enemeHTu opc-
MaXopy, OMaHMMBMX BIAHOCWH, YN OQEpPXaHHSA
BUroAM MOXYTb HECBIJOMO [fiATM 3a 3agymMoMm
couianbHoro ilxeHepa. Takum YMHOM, opraHisaduii
MOBWHHI NPUAINUTY yBary TpeHiHram, siki 3adina-
IOTb CaMe Taki, HeCTaH4apTHI cuTyauii, SKi MOXYTb
BMHMKHYTU Ha O6’€KTi KPUTMYHOI iHDPaCTPYKTYpMU.

[nsa 3anobiraHHsa uMm atakam Tpeba He nuwe
TpeHyBaTW nepcoHan Ha CTiKKICTb A0 nolumpe-
HUX aTak couianbHOI iHXeHepil, ane 1 nikeigysaTtu
HasBHi ntoacbki BpasnueocTi. PoboTta Hag Bpas-
NMBOCTSIMW MEPCOHany MOXe NPOBOAUTUCH SK i3

3any4yeHHsIM MCUXOSOriB, TaK i LWMSXOM OpraHisa-
LiMHMX 3ax0AiB: NiATPMMKM OOPO3NYNNBOI aTMOC-
depn B KOMekTuBi, NigBULLEHHI BMOTUBOBAHOCTI
npauiBHUKIB, BNIPOBaMKEHHS NPO30PUX MEXaHI3MIB
KOMYHikauji. Baxnuemum € BnpoBagkeHHsi 3acobis
Ta 3axoaiB NoniTuku 6esneku.

3anponoHoBaHi B poboTi npocpini Ta metoanka
He € NigCTaBol AN OCTAaTOMHUX CYOXEHb, BOHU
nuwe € OOMOMPKHUM AiarHOCTUYHUM iHCTPYMEH-
TOM 4119 nonepeaXeHHs KibepaTak i3 BUKOpUCTaH-
HAM cnabkocTen niacbkoro dakTopa.

MepcnekTMBo noganbluMX AOCHiAKEeHb
Moxe OyTu po3pobka rpada 3HaHb, 4NS LWBMAKOTO
NnowyKy Ta igeHTudikauil BignoBigHMX Bpasnu-
BOCTEWN Yy B3AEMO3B’'A3KY i3 TeXHikaMu coLuianbHOI
iHXeHepil.

Mopsikn. ABTOpU BUCMNOBMNOKTE Nogdaky [mnidy
KyabmiHy, Ta HOnii Mony6Humyin, BunyckHmukam HH OTI
KIlim. Iropst Cikopcbkoro, 3a 40NOMOry B MOCTaHOBL
NPaKTUYHNX eKCNepUMEHTIB. Bci gocnimkeHHs 3ain-
CHIOBaNMChb i3 4OTPUMAHHSAM BUMOT 3aKOHY YKpaiHu
«[Mpo 3axMCT NepcoHanbHUX SAaHNX».
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MOJEPHI3ALUIA ABAPINHO-NOMNEPEQXYBAJIbHUX CACTEM CY[AEH LUNIAXOM
IHTEFPALIT EKCNEPTHOI CUCTEMU NIATPUMKN NPUUHATTA PILLEHDb

Mema po6omu ronsizae y 0emarnbHOMYy 8UgYeHHI ma po3pobui echekmusHux memodie i Moderieli Onsi WeUOKoI
OdiazHOCMUKU ma yCyHeHHs1 HecripasHocmel 8 enekmpuyHUX cucmemax asmomamusayii cydeH. 3okpema, doci-
Oxyembcs npoyec nobydosu depes 8idmMos i Oepes pilueHb dns ideHmudbikauii dechekmis y crneyucpiyHux 06’ekmax
OiazHocmuKU ma iX CmpykmypHUX OOUHUUSIX, 3 aKUeHmMoM Ha nideulieHHs1 weudkocmi ma moyHocmi eusierieH-
Hs1 HecripasHocmel. Memodousiozis. Y docnidxeHHi sukopucmaHo iHmezposaHuli nioxid o aHanidy cucmem dia-
2HOCMUKU, WO BKITHOHYAE 3acmocyseaHHs cy4acHux memodie nobydosu depes 8idmoe i depes piwieHb. [TpornoHyemb-
€51 Hogamopcbka cucmema nidmpumku nputiHamms piwerb (ClITIP), sika do3eonsie nidsuwumu eghekmusHiCmb
rpouecie nowyKy HecripagHocmel 3a paxyHOK 8UKOPUCMaHHA Mamemamuy4Hux modesel. Y AocnidxeHHi maKkox
30ilicHeHO cucmeMamusauito OCHOBHUX Cyb’ekmugHUX ma 06’ckmueHUX ¢hakmopis, SKi enuearombs Ha 4ac, Wo
gumpaJaembcsl Ha 8iOHOBMEHHSI cucmeMu ricrnisl gusieneHHs1 HecripagHocmed. O6rpyHmosaHo HeobxiOHicmb repe-
x00y 8i0 raneposoi doKymeHmaujii 00 efeKmpOHHOI 3 BUKOPUCMAHHSIM Cy4aCHUX €KCIIepMHUX CUCMEM, W0 3Ha4YHO
MPUCKOPIOE ma rosie2awye fpoyecu mexHiYHo2o 06CTy208y8aHHs.

Haykoea Hoeu3Ha pobomu nossizae y anposadxeHHi H08020 ridxody 00 nid8uUeHHsT eghekmueHoCMi asapiti-
Ho-nonepedxysansHux cucmem (AlC) cydeH 3asdsiku sukopucmarHio ClITP, wo 6a3yembcsa Ha HO8UX Mamema-
muyHux modensix dns GiaeHocmuku HecripasHocmel. Briposadxera ClI[IP 0o38orsie 3Ha4HO CKOpomMumu 4yac Ha
nowyk HecripagHocmed, nidguwumu moyHicms GiagzHOCMUKU ma 3HU3Umu ennue nodcbKo2o hakmopa, Wo € Kpu-
muyHUM Onisi 3abesneyeHHs be3nexku ma cmabinbHoi pobomu cyGHO8UX CUCMEM.

BucHoeku. Pe3ynbmamu 0ocnidxeHHs1 ceidyamb, U0 yOOCKOHa/IeHHSI agapiliHo-rnonepedxysanbHUX cucmem
cyOeH yepes anposadxeHHsi ClP Moxe cymmeso nokpawumu pieeHb be3srneku ma eghekmusHoCcmi ekcrinyamauji
cyOeH. ClIP He nuwe 3HUXYe PU3UKU, N08’3aHi 3 MeXHIYHUMU HecripagHoCmsamMu CyOH08020 o0briaGHaHHs, ane
U MiHimi3ye Moxnuei chiHaHco8i empamu, SKi MOXYymb 8UHUKHYMU 8HacidokK asapiliHux cumyauild. BukopucmaHHs
MameMamuyHux molenel ma aneopummie 0nsi diaeHoOCMUKU HecripasHocmel 3abesredye weudke i moyHe peazy-
eaHHs Ha asapiliHi cumyauil, wo € Ko4oeum Orisi 6e3rneyHoi ekcriyamauii Cy0eH 8 ymogax Cy4acH020 MOPCbKO20
mpaHcriopmy.

Knro4oei cnoea: asmomamu3sosaHi cucmemu cyOHa, ekcriepmHa cucmema, cucmema nidmpumku mpuliHammsi
piweHb, 06°ekm OiaeHOCMUKU, MPUCMPOI erekmpoasmomMamuku, cknadHa mexHiyHa cucmema, onepamop, cucme-
Ma MOHImopuHay mpusoa.
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MODERNIZATION OF SHIP EMERGENCY ALARM SYSTEMS BY INTEGRATION
OF AN EXPERT DECISION SUPPORT SYSTEM

Purpose of study is to thoroughly investigate and develop efficient methods and models for the rapid diagnosis
and troubleshooting of electrical systems in ship automation. The research focuses on the construction of fault trees
and decision trees for defect identification in specific diagnostic objects and their structural units, with an emphasis
on improving the speed and accuracy of fault detection. Methodology. An integrated approach was applied to
analyze diagnostic systems, including the use of advanced methods for building fault trees and decision trees.
A novel Decision Support System (DSS) is proposed, which enhances the efficiency of fault detection processes
through the application of mathematical models. The study also systematizes the key subjective and objective
factors that influence the time required for system recovery after faults are detected. The need for a shift from paper-
based to electronic maintenance documentation, utilizing modern expert systems, is substantiated as a crucial step
for accelerating and facilitating maintenance processes.

Scientific novelty of the work lies in the introduction of a new approach to improving the efficiency of ship
emergency warning systems (EWS) through the use of a DSS based on innovative mathematical models for fault
diagnostics. The implemented DSS significantly reduces the time required for fault detection, improves diagnostic
accuracy, and minimizes the impact of human factors, which is critical for ensuring the safety and reliability of ship
systems.

Conclusions. The results of the study indicate that enhancing ship emergency warning systems through
the implementation of a DSS can substantially improve the safety and operational efficiency of ships. The DSS not
only reduces risks associated with technical malfunctions of ship equipment but also minimizes potential financial
losses that may arise from emergency situations. The use of mathematical models and algorithms for fault diagnostics
ensures quick and accurate responses to emergencies, which is crucial for the safe operation of ships in modern
maritime transport conditions.

Key words: automation devices, decision support system, expert system, diagnostic object, electromechanical
complex technical system, operator, ship automated systems, alarm monitoring system.

AHani3 pocnigxkeHb i nybnikauin. CydacHi y po3pobui iHTenekTyanbHUX CUCTEM OOCNIOXY-
€NEeKTPOHHI TEXHOMOrIT 3HanWNM Wwupoke 3actocy-  Banu P. baxeHos i [. JlonaTtiH (baxeHos, JlonaTiH,
BaHHA y cepi HaBirauii. BoaHovac ycknagHeHHs — 2014). Takox iCHye HuM3ka npaub, WO po3rngga-
KOHcpirypauii enekrpoobnagHaHHs, 30inblieHHs  10Tb Nigxoam A0 (hOopMyBaHHS €KCNepTHUX rpynm.
MOro KiNbKOCTi Ta LUMPOKE BNPOBaAXeHHs iHTerpo- Y poboTtax (KoBaneHko, JasuaeHko, Lsen, 2019)
BaHOI aBTOMaTM3aLii Ha Kopabnsix HEMUHYyYe Npu-  3anpPONoOHOBaHO Migxig, WO [03BOMSE BUAINUTH
3BOAMTb A0 36iNbLUEHHS KINbKOCTI BIAMOB CYAOBUX  TPYMNM €KCMnepTiB i3 «Onuabkumuny aymkamu, npo-
cuctem. [locsig ekcnnyaTauii CKrmagHMX TEXHiY-  aHanidyBaTty ixX 3 MeTo po3pobkn diHanbHoI (rpy-
HUX CUCTEM MOKasye, L0 OCHOBHA YacTWHa 4Yacy  MOBOI) OLiHKKW, sika BpPaxoByE OYMKW (aprymMeHTn)
BUTPA4YeHOro Ha BigHOBIEHHS pobOTM MPUCTPOIB  KOXHOro ekcnepta. b. MNantox Ta iHwWi posrnaganu
enektpoasTomatukn (EAD), npunagae Ha nOwykK  iHTENeKTyanbHy CUCTEMY NIATPUMKM NPUAHATTS
AedekTiB. AKTyanbHICTb CTaTTi Nongarae y Heobxig-  pilleHb Ana ynpaeniHHS CcKnagHuMmn o6’ekTamu
HOCTi 3HANTWU piLLEHHA ANS 3MEHLUEHHS HEeraTmB- 3 BUKOPUCTAHHAM AMHAMIYHUX HEYITKUX KOMHIiTUB-
HOro BMMBY TaK 3BAHOMO «JloACbKoro dhaktopa»  Hux kapt ([antox, KakatyHoBa, barysosa, 2013).
npu ekcnnyaTauii Ta TeXHiYHOMY OBCnyroByBaHHI Y [OCHIMKEHHAX [HCTUTYTY eneKkTpoeHepreTuku
cyaHoBoro obnagHaHHs, Wo 3asHadveHo y pe3o- CLUIA B ranysi po3pobku Ta BUMKOPUCTaAHHA €KC-
nouii IMO A.884(21). Bkntoyatoum, notpeby B niga-  NepTHUX cucTem ocobnmBy yeary NnpuaineHo TpboM
BULLIEHHI Be3nekn ekinaxy, a TakoX 30ifblUeHHs  OCHOBHMM HanpsiMKam: YnpasniHHA, AiarHOCTUKa
eKkcrnnyartauinHoro nepiogy enekTpoobnagHaHHsa — obnagHaHHs Ta iHpopmauiiHa niaTpymka. Jocsig

CYO€EH. po3pobok 3apybixKHMX BYEHNX ONucaHo B poboTax
AHani3 HaykoBuMX npaub nokasas, wo 6arato  (MopeHo, Ecnexo, 2015; Jliepago, 2015).
JocnigHukiB BMBYanun npobnemy nporHo3yBaHHS Ha gaHum yac BMKOPUCTOBYETHLCA | po3pobns-

i nepenbayeHHs BigMOB cucTeM cyaeH. Po3pobneHi  eTbca Garato iHOpMaUinHUX cUCTeM, METOZAIB
Ta BNPOBagKEHi METOAN JONOMOINN 3HU3UTU Kiflb-  Ta IHCTPYMEHTIB 451 MOHITOPMHIY Ta OiarHOCTMKM
KiCTb BiAMOB enekTpoobnagHaHHs. OgHak Hegoni-  TEeXHIYHOro CTaHy enekTpoobnagHaHHa (Kpaw-
KOM Takoro migxogy € BiACYTHICTb koopauvHauii gim  Huk, [HasmgeHko, Tomaw, 2019, c. 258-262).
onepartopa npu hakTU4HIN BiAMOBI, WO MOXe Npu-  AHani3 X edeKTUBHOCTI nokasye, Lo, nopsag i3
3BECTU 0 KaTacTpodivHUX HachiaKiB. OaraTbMa KOHKPETHMMU NMepeBaraMmmn, BOHU MakTb

MpuHUMNM  pO3pOoOKM  eKcnepTHUX cucTtem  aekinbka Heponikie (Adpomees, 2013). Ak npa-
Oynn onucaHi we B HaykoBuMx npausax A. bpykiHra  Buno, e Mmetoam BunyyYeHHs iHpopmadii 3 ocuTb
(Bpykinr, 1980), K. Hennopa (K. Hewnop, 1991)  Benukoi KiNbKOCTi KOHTPOMbHUX TOYOK. Y TakoMy
Ta iHWKX. BuKopuUCTaHHS CcyyacHUX TEXHOMorin  pasi npouec AiarHOCTUKW BKNKOYae peanisadito
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po3srany>keHux anropuTMmiB, CKNagHiCTb AKMX 3pOC-
Tae i3 30inNblUEHHAM pPO3MipiB AiarHOCTOBAHOMO
€NEeKTPUYHOro Kona.

MocTtaHoBKka npob6nemu. [lpouec yCyHEeHHS
HecnpaBHOCTEN € HANCKNaAHILWMM Mig Yac PEMOHTY
enekTpoobnagHaHHs. LWo6 nokasatm moxnmey
KifTbKICTb Yacy, BUTPAYeHOro Ha MoLyK i PEMOHT,
OyB npoBeaeHUn ekcnepuMeHT Ha OQHOMY 3 KOH-
TenHepoBo3iB koMmnaHii Mediterranean Shipping
Company (MSC) — cyaHi MSC «LETIZIA». Mn
BUKOPUCTOBYBaNu apxiBHUA >XypHan cuctemu
MoHiTopuHry Tpueor Kongsberg K-Chief 600, sika
BCTa@HOBIEHa Ha koHTelHepoBo3i MSC «LETIZIA»,
nobygosaHomy y 2015 poui. 3aranbHa KinbKiCTb
napameTpiB, ki KoHTpontowTbca AMS, cknapae
3410 oguHuupb (KoHcbepr, 2013).

[ani npo HecnpaBHOCTI cygHa, 3adikcoBaHi
Yy CyOHOBOMY >XypHani npoTAroM LWecCTn Mics-
uis, 6ynu ymoBHO nodineHi 3a piBHeM cknag-
HOCTi CMCTEM, Y SIKUX BOHM BMHUKAnNW, i Nigcymo-
BaHi B Tabnwuui, nokasaHin y Tabnuui 1. MeToro

eKcnepuMMeHTy Oyno nigpaxyBaTu CepepHio Kinb-
KICTb MOXITMBUX MPUYMH LMX HECNPaBHOCTEWN,
a TaKOX KiNbKIiCTb MOXIMBMX CNOCOBIB X YCYHEHHS
Ta yac, BUTPaYeHUIN Ha iX YCYHEHHS.

3aranbHa KinbKicTb HecrnpaBHOCTEN, 3adikco-
BaHuXx cuctemoro AMS 3a wictb micauiB. Moyar-
KOBIi AaHi 3 )XypHany 3BefeHi y Tabnumuto 2.

Ha ocHoBi oTpuMaHux gaHnx mm 6ygyemo Bapi-
auinHnn pag cnocTepexXeHb 3a KiNbKiCTIo Hecnpas-
HOCTen, Wo BiAdynMca NpoTArom LWEeCcTn MicsauiB
Ha CYAHi, Ta KINbKICTHO IX MOXMIMBUX NPUYMH. 3Ha-
MOEMO BiQHOCHY 4acTOTy Nogin 3a WiCTb MicAuiB
W, Ansa KOXXHOro piBHA CKNagHOCTi CUCTEM.

W, ==, (1)

Ae N, — KinbKiCTb HecrnpaBHOCTEN Ha JaHOMYy
iHTepBani; n — 3aranbHa KifnbKiCTb HECNPaBHOCTEN
3a WicTb MicAaLiB.

lNipcraBnsemo uvcnosi daHi, otpumyemo: W, =
0.05; W, =0.235; W, =0.367, W, = 0.321, W, =0.027.

Tabnuus 1

Tabnuusa HecnpaBHOCTen cuctemn MoHiTopuHry TpuBor Kongsberg K-Chief 600
Ha KOHTenHepoBo3i MSC «LETIZIA»

MpocTi enemeHTN MpocTi cucremun

Cuncremu cepegHbOi

CknagHi cncremu Ayxe cknanHi

CKNagHoCTi cuctemu
1. Pipe Duct BW 1. Ballast valve 061 | 1. SCU 0800 NET 1. Boiler burner 1. PTG
level high. open fail. COMMERR. swing out. synchronization fails.
2. HFO TK (PS) level | 2. WBV064 2. Bilge water oil 2. SW cool. pump 2. Elevator abnormal.
high. Feedback fail. content is high. No.1 inverter

abnormal.

24, ULS HFO Tk 126. Heating temp.

198. Working air

168. EDG common 12. Bow thruster not

(PS) temp. low. of oil st-by AE 1 too |compressor fail. alarm. operation.
low.
Bcboro — 26 Bcboro — 123 Bcboro — 192 Bcboro — 168 Bcboro — 14
Tabnuugs 2
Tabnuua BUXigHMX gaHux
Ne | 3miHHa | 3Ha4yeHHs XapaKTepucTuku
1 M 180 KinekicTb gHIB, NPOTArOM AKMX giKCyBanucs HECNPaBHOCTI
2 n 523 CepefHs KinNbKiCTb HECMPABHOCTEN 3a LWICTb MiCALIB
3 m 5 KinekicTb KaTeropivi HecnpaBHOCTEW 3a PiIBHEM CKIagHOCTI
4 X1 5 CepefHs KinbKicTb MOXIUBUX NPUYNH HECNPABHOCTI ANSA NPOCTUX ENTEMEHTIB
5 X2 11 CepefHsa KiNbKiCTb MOXITMBUX MPUYUH HECMIPABHOCTI AN MPOCTUX CUCTEM
6 X3 18 CepegHs Kil‘leiCTb MOXITMBUX NMPUYNH HECMPABHOCTI ANA CUCTEM CepeaHboil
CKNagHoCTI
7 X4 23 CepefHs KinbKiCTb MOXIUBUX NPUYNH HECNPABHOCTI ANSA CKITagHUX CUCTEM
8 X5 27 CepefHs KinNbKiCTb MOXITMBUX NPUYNH HECNPABHOCTI AN AYXKe CKNagHUX CUCTEM
9 N1 26 MiBpiuHa cepenHsa YacToTa HECNPABHOCTEN A5 NPOCTUX ENIEMEHTIB
10 N2 123 MiBpiyHa cepeaHsi YacToTa HECMPABHOCTEN A5 NPOCTUX CUCTEM
11 N3 192 CepegHs yacToTa HecnpaBHOCTEN 3a LWICTb MiCALIB AN CUCTEM CEPEeaHLOI
CKragHocTi
12 N4 168 MiBpiyHa cepenHsa YacToTa HECNPABHOCTEN AS151 CKNagHUX CUCTEM
13 N5 14 MiBpiyHa cepeaHst YacToTa HECMPABHOCTEN A9 OY)XKEe CKNagHMUX CUCTEM
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3Hangemo 4MCcnoBi NapaMeTpu: cepedHe 3Ha-
YeHHs | gucnepcito.
BubipkoBe cepegHe:

(2)
[ucnepcia anckpeTHOI BUNagKoBOi BENMNYMHU:

D, =1 3)

5 n

&:%ZN, * X, ~18
i=1

(X, - X, ) =30.12

i=1

CtaHpapTHe BiOXMNEeHHS:
0, =v30.12 =5 4)

Taknm 4MHOM, cepegHst KifbKiCTb MOXITMBUX
NPUYNH BUNAOKOBOI HECMPaBHOCTI, 3adiKCOBaHOI
cuctemoro AMS, X, =18, 3i cTaHOapTHUM BiOXu-
NeHHsM o, =5.

IHTepBan y mMexax ogHoro curma (AMOBIp-
HICTb AoBipy 67%) Aons uiei BUNagkoBol BENNYMHU
ctaHoBuTb Big 13 Ao 23 moxnmBmx npuuunH. Lle
O3Hauvae, Lo HaBiTb 4OCBIAYEHI €NeKTPUKM YacTo
OyoyTb BUTpadatM gocuTb Garato yacy Ha 3go-
ragkv npo NPUYMHM NOSIOMOK Ta X YCYHEHHS.

Metooun pocnigxXeHHs1. TexHika AiarHOCTUKU
SAS (ABTOMaTU30BaHi cMcTeMu Kopabns) BKIO-
Yyae iepapxiyHUn NpyHUMN nowyky gedekTis. Ha
KOXXHOMY eTani [iarHOCTMKM MOCTYNOBO YTOYHIO-
€TbCA Micue 3HaxomkeHHs aedoekTy. BusHava-
€TbCS HEeCnpaBHUN ONOK (CTPYKTYPHO CMpPOEKTO-
BaHW enemeHT OOD (o6’exkT giarHOCTWKK), KR
HagicnaB NoBiJOMIIEHHsSI MPO MOMUIIKY). Busine-
HWUIA BNOK AiarHOCTyeTbCA 3 MUOMHOK MOLUYKY A0
By3na/enemeHTa (yHKUIOHanNbHOI CXemMu TOLLO.
Pesynbtatom € pgiarHoCTMKa Ha piBHIi enemeHTa
(byHKUIOHaNbHOI CXeMU 3 MUOUHOK MNOLUYKY [0
enemMeHTa NPUHLMMNOBOI CXEMU.

Micna nigTBepmxeHHs ¢akTy 3000 cucTemu
noyMHaeTbCa nepiog nowyky aedekty. Ockinbku

OCHOBHa YacTuHa 4Yacy BiA MOMeHTy 36010 [0
BiQHOBMEHHS Mpaue3naTHOCTi cucTemMu BUTpada-
€TbCA CamMe Ha MowyK AedekTy, M1 po3rnsiHemo
Len nepion AetarnbHiwe.

ByOpb-sIKy TEXHIYHY CUCTEMY MOXHA NPEeaCTaBUTK
y BUrnsdi fepesa BiAMOB, NoKa3aHOro Ha PucyHky 1.

Ha nepomy eTtani peecTpyeTbcs (pakT BiAMOBU
KOHKPETHOI kopabenbHoi cuctemun. 3aBoaHHs cne-
uianicta, BignoBiganbHOro 3a Mpaue3gaTHICTb
CUCTEM — MOBEPHYTU CUCTEMY 3i CTaHy Hecnpas-
HOCTi A0 po60o40oro cTaHy.

Ha gpyromy etani 06’eKT giarHOCTMKM YMOBHO
po3bMBa€eTbCA Ha MOro CKNagoBi YaCTUHWN — CTPYK-
TypHi oamHuui (SU), 3’egHadi nocnigosHo. [Ons
rpaciyHoro nogaHHa SU 3a3Buyan BUKOPUCTOBY-
toTbca mogeni OOD y Burnsai CTpyKTYpHUX, OyHK-
LiOHanNbHUX, €NEKTPOMOHTaXHUX | NPUHLMMNOBUX
cxeM. KoxHa SU moxe ByTn okpeMum moaynem,
Onokom, By3nom, CEKTOPOM TOLLO.

Cneuianict o6upae cTpaTterito noganbLIoro
nowyky aedekty, To6To skumu mMeTogamu Oyae
Nnokani3oBaHO HecnpaBHICTb B KOHKpeTHin SU.
IcHye Tpu meToaum:

1. MocnigoBHM MeTO[ MOWYKY — MOLUYK
AedekTy 30iNCHIETLCA LUMSAXOM BUMIPIOBaHHSA
CUrHany B KOHTPOMbHUX TOYKaX NO Yepsi Big OHiel
SU po iHwoi. BuxigHun curHan koxHoi SU nepe-
BipseTbca. Hambinbl 3pyyHUMU Mogensamu ang
BUOOPY KOHTPONbHUX TOYOK € MNPUHUMMOBI Ta
CTPYKTYpHi cxemun OOD.

2. NapanenbHun metop nowyky — OOD pos-
AiNseTbCca Ha ABi piBHI abo Marke piBHI YaCTUHM
npy KOXHIN nepesipui, aKkwo kinekicts SU y OOD
€ napHot abo HenapHoLo.

3. KombiHOBaHMI1 MeTOoA NOLIYKY — KOMOiHa-
Lis nocnigoBHOrO i NapanensHoro MeToAIB.

YHiBepcarnbHi anropMtMy MOLLYKY HeCnpaBHOI
SU npeactaeneHi Ha PucyHky 2, ge:

System failure
------- Component failure
- - = Element failure

- = Failure events

- - Types of impact

Puc. 1. YMoBHa cxema nobyaoBu AepeBa BiAMOB KopabenbHOI cucteMmm
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Object of diagnosis

Object of diagnosis

Cz

!
A A: Asi
SU1 —+~ SU2 4~ += SUn
iC:
i+ C : SU1
Defect in SU1 G
! Defect in SU 2
' X Defectin SUn
DefectinSUn-1 |
1A
: Ct L Defectin SUn
C o, Defect in SU n-1
2
A DefectinSU2 Defect in SU 1

a

A

| Az | i
SU2—1*

16

e

~

~

Defectin SU 2 Defect in SU n-1

S~

Defect in SU n

o

Puc. 2. YHiBepcanbHi anroputmun nowyky aedekrtHux SU:
a — nocnigoBHUM MeTOAOM, 6 — napanesibHUM MeToA0M

SU,, SU,, SU_ — cTpykTypHi ognHuui ob’ekta
JiarHoCTUKN.

A, A, A, — KOHTPOSIbHI TOYKM (BMXIHI cUrHanm
3 KO)KHOI SuU).
C, C,, C_,— nepesipku.

n — nopsiakoBun Homep SU y cxemi.

MocnigoBHICTE  MepeBipoK  Mig  4Yac  MOLUyKy
OedekTy npeacTaeneHa y Burnsagi rpaca (oepesa),
e BeplMHM — LUe NepeBipku, a Finky BKa3yloTb
HanpsM nepexody B 3aneXHOCTi Big pesynbraTty
nepesipKun, KIHUEBI BEPLUWHN — Lie BUSIBMEHI AedeKTu.

Mepesipka gedexkty B SU Moxe npoBOaMTUCS
ABoMa cnocobamu: 3 noyaTky 4o KiHUs i 3 KiHUa Ao
noyarky.

Hanpuknag, gna OOD, wo cknagaetbca 3 4
CTPYKTYPHUX OOMHULB (N = 4), NOLIYK BUKOHYETbLCS
(amB. Puc. 2): a) nocnidosHum memodom.

Y nepLiomy Bunagky HeobxigHo nepesiputn C,
y Touui A,. AKLIO curHan 3HaxoauTbCs B AONYCTH-
MUX Mexax, Todi nepesipka C, noB1HHa By TW BUKO-
HaHa y Touui A,, L0 BMU3HAYUTbL CTaH SU2. Axwo
pe3ynsTtaT nepeBipkn HeratuBHWA, OedeKT 3Ha-
XOOUTbCSA Y CTPYKTYPHIN oguHuLi. AKWo pesyrb-
TaT NO3UTMBHMIA, HEOOXIOHO BMKOHATK MEPEBIPKY
Yy HacCTyMHIN ToYLi.

Y opyromy Bunagky (3 KiHua 4o novaTKy), SKWo
pesynetar nepesipkn C, y Todui A, HEratueBHum,
HacTynHy nepesipky C, crig BUKOHATK y Touui A,
(A,). AKwo pesynsTar NO3UTUBHUIA, OEDEKT 3Ha-
xoguTtees y SU_.; AKWO pesynsTaT HeraTUBHUM,
BMKOHYETbLCHA HacTynHa nepeBipka.

B pesynbraTti NOCNiAOBHOCTI NepeBipoK NOLUyK
npu3BOAMTL [0 MEBHOro CTaHy, WO Bignosigae
BUSIBNEHHIO HecnpaBHoi SU.
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b) napanensHUM Memodom.

MNepwa nepesipka C, BUKOHYETLCA y TouUi A,.
Akwo pesyneraT HeraTMBHUMW, HAcTynHa nepe-
Bipka C, BMKOHYETbCA y Todui A,, WO [OO03BO-
nse Bu3Ha4MTM Micue dedekty (SU, abo SU,).
B iHwomy Bunagky, nepesipka C_, npusHa-
YyaeTbCs y Touui A ; Ue A03BOSISIE BU3HAYMTU
nedekt y CE | abo CE, .

Ha TpeTboMmy eTani yCyHEeHHS HecnpaBHOCTI
ana gedektHoi SU Oyayetbca oepeBO pilleHb.
Ona cknagaHHa anroputMmy MOLWYKY AedekTy
y BUMsAAi gepeBa pilleHb BUKOPUCTOBYHOTLCS
mogeni OOD MpMHUMNOBUX CXEM, €NeKTPOMOH-
TaXHUX cxem i cxem 3’egHaHb. SU po3buBaeTtbes
Ha OKpeMmi B3aemonos’sidaHi By3nu abo npocrTi
€NeMEHTU, i KOXEH 3 HUX MepeBipAeTbCA (OuB.
PucyHok 3).

Anroputm nowyky aedgekty B SU siBnsie coboto
JepeBo pilleHb Yy BUrMsadi NocnigoBHUX nepe-
BipOK By3niB Ta enemeHTiB uiei SU. lNepesipku
BUKOHYIOTBCA Pi3HUMM MeToAaMu B 3arnexHOCTi
Bif, pilLeHHs1 onepartopa. HaibinbLw BMKOpUCTOBY-
BaHi MeToau A51s NepeBipku NMMOBIPHUX OedeKTiB:
30BHILUHIN ornsag, NPoO3BOHKA, OUiHKa ekcnryara-
LiMHMX OaHUX, MOPIBHAHHA 3 pobovMM GNOKOM,
MOAEMOBAHHA, TUM4YacoBa Moaudikauis cxemu,
MeTo 3aMiHW, nepesipka pobo4oro pexumy ene-
MEHTa, NPOBOKaLiiHi BNNVBW.

Ona TunoBMx HecnpaBHOCTEW BUKOPUCTOBY-
toTbca Tabnuui gedektie OOD. lNicnsa BUSIBNEHHS
aedekty B SU nouMHaeTbcs 4eTBepTM eTan
aHanisy npuymH. BusHadaetbes nogia, sika npu-
3Berna no gedpekty uboro enemeHTa. Lle moxe
OyTM nNOraHWM KOHTaKT, KOPO3isi, OKUCIEHHS,
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Defective SU

'

Supposed cause of
defect - in E1

Check E1 for a
defect

1

Troubleshooting E1

Supposed cause of
defect - in E2

i

Check E2 for a
defect

NO

Troubleshooting E2

Supposed cause of
defect - in En

t

Check En for a
defect

Check again
using other
diagnostic methods

YES

NO

1

Troubleshooting En

Aftar
troubleshooting YES

C

E

ND

) .
J

Puc. 3. YHiBepcanbHun anroputm nowyky aedekriB B SU y Burnagi aepesa pilleHb

npoOin i3onsuii, cTpubku Hanpyru, nepeBaHTa-
XeHHA cTpyMy, AedekT marepiany towo. [licna
YCYHEHHS nogiji, Wo npv3Bena o BigMOBKU ene-
MEHTa, MNOYMHAETLCA (PiHanbHM eTan. Ha octaH-
HbOMY €eTani BU3Ha4alTbCHA Ta YCyBalOTbCA BUAU
BMMMBY, SKi CAPUANM BUHUKHEHHIO nogji, Lo
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BUKNukana sigmosy enemeHta OOD. Hannowwupe-
HiLLi TMNKM BNAMBY: Temnepartypa, BonoricTb, Bibpa-
Lisl, MexaHi4YHi HaBaHTa)KeHHS, ereKkTpoMarHiTHe
KepyBaHHs1, NN TOLLO.

Peanisauisi. 3anponoHoBaHa cuctema 6yae
nobygoBaHa Ha OCHOBI 3HaHb, $IKi BKOYaOTb
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JOCBIZ eKkcnepTiB y ranysi peMOHTY Ta YCYHEHHS
HecnpaBHocTen. basa 3HaHb opmyeTbCca Ha
OCHOBI €KCNEePTHUX OLHOK (EKCMEpPTU — Le enek-
TPMKM 3 [OCBiAOM pobOoTM He MeHwe 5 poki.,
a TaKoX CynepiHTEeHOAHTU KPKOIHIOBMX Komna-
HiM 3 Taknm Xe gocsigom). Cuctema BUKOPUCTO-
BYE niaxig, KM peanisye 3aBAaHHA po3dineHHs
iHopMmauii, wo 30epiraeTbCs B 3arasnbHin Gasi
OaHux, i ©esnocepegHbo B 6asi 3HaHb (Habip
Tabnuub pileHb).

[Ona peanizauii UboOro niaxogy BMKOPUCTOBY-
IOTbCA 3MiHHI 3B’sA3Ky (3’eaHyBanbHi Tabnuui). 3a
OOMOMOroK UMX Tabnuub 3B’A3Ky 3MiHHa 3 6asu
3HaHb MOB’A3YETLCA 3 AaHMMWU, WO 30epiraloTbecs
y 3aranbHiv 6asi gaHnx obnagHaHHs, Ta rOTOBUMM
anropuTMamMm yCyHEHHS1 HECNPaBHOCTEN.

Bnok-cxema ekcnepTHOI cMCTeMM NoKasaHa Ha
PucyHky 4.

ba3sa 3HaHb BKIo4aEe 3HAHHA Ta OLHKM eKkcnep-
TiB WOA0 HECnpaBHOCTEN, a TakoX 6a3n gaHux 3i
CTPYKTYPHUMW CXEMaMU, MPUHLUNOBUMUN CXEMAMM
€NeMEeHTIB Ta KOMMOHEHTIB, a TaKOX anroputmamm
YCYHEHHS HecnpaBHOCTEN.

3anoBHEHHSA BigOyBaeTbCA Ha OCHOBI CyAHO-
BUX XypHaniB. PiKCYeTbCS KifbKICTb HecnpasHOC-
Ten, BuaABneHnx cuctemoro APS gns cygeH tuny
KOHTenHepoBo3. [Ans BBedeHHA y 6a3y AaHux
HEeCnpPaBHOCTI PaHXYKTbCA 3a PiBHEM CKMNagHOCTI.
Yci 3anncu nepeparTbCa 40 KPHOTHIOBOI KOMMNaHil
cynepiHTeHgaHTOM. basa gaHMx 3anoBHIETLCS
Ha OCHOBI AaHuX XXypHanis, 3ibpaHux 3 ycix cyaeH
KPIOTHIY MPOTArom yCbOro nepiogy ekcnryaraduii.

KiHueBMM npogyktom € nporpamHe 3abes-
NMeYeHHsd, sike Hagae onepaTtopy MOBHY, ane He

HaaMipHY iHpopMaLito Npo HeoOXxigHy Hecnpas-
HiCTb, @ TaKOX YiTKy NOCMIQOBHICTb Ain ansa ii
LUBMAKOro YyCyHeHHs. Ha PucyHky 5 nokasaHi gesii
BiKHa MPOMOHOBAHOI EKCNEPTHOT CUCTEMU:

Onepauia NpUAHATTA pPILLEHHS B E€KCMEepTHIl
cuUCTEMi enekTpuka cyaHa BUIMsgae Tak: 3ape-
e€cTpoBaHa nomunka cuctemm AMS BBoOAUTbLCS
y BiKHO cuctemn. Kopmctysad oTpumye ycto Heob-
XigHY OOKYMEHTaLil0 Ha Onok, Lo BMAaB curHan
NOMUIIKK, @ TakoX Habip cTpaTerin Ans ycyHeHHs
HeCnpaBHOCTI.

BucHoBku. CTpPyKTYpHi, CXeMaTu4dHi Ta Tex-
HOMOriYHi BapiaHTX NigBULLEHHS HaginHocTi SAS
obmexeHi, | 6inbLwicTb Yacy, BUTpayeHoro obeny-
roByHOYMM MEepcoHanoM Ha BiAHOBMEHHS npa-
uesgaTHOCTI CyAHOBOro enekTpoobnagHaHHs,
BUTpPAYaeTbCA Ha MOWyK HecnpaBHocTen. Ove-
BMOHMM CMOCOBOM YCYHEHHS LUX cynepevHoc-
Tel € po3pobka MeToAiB, WO MiHIMI3ylOTb 4ac,
HeoOXigHWMI ONs NOLWyKY Ta YCYHEHHS Hecrnpas-
HocTen. TepmiHM 0oBpobku i aHanisy cygHoOBOI
AOKyMeHTauUii ckopodytoTbca Ha 50%. Bwuko-
PUCTOBYIOYM MPOMOHOBAHY CUCTEMY, Yac, Heob-
XiOHWA ONs YCYHEHHA MPUYUHKM HECMNPaBHOCTI
ckopouyeTbes Ha 25-50%. B pesynbraTi BNpoBa-
OXEHHS CUCTEMM OTPMMAHO 3HAYHO NONIMLWEHHS
AKOCTI NPUAHATUX PillEHb.

Lla ctatTa YiTkO OEeMOHCTpye HarasnbHy Heob-
XiOHICTb BMpOBaMXeHHs cneuianbHuX iHdopma-
LiMHNX eKCNepTHUX CUCTEM, siKi MPU HU3bKIA KBa-
nidhikauii 06cnyroByto4oro nepcoHany Ta HU3bKil
€(PeKTUBHOCTI KOHTPOMto 06’eKTiB  AiarHOCTUKM
MOXYTb LIBWMAKO 34iACHIOBATU MNOLWYK AedekTis
Yy HECNPAaBHI CY4HOBIA CUCTEMI.

ENOWLEDGE PROCESSING

. MODULE clecn']i-:c"; iﬂr;-inev:rs
(modification and addition) b
Module
KN OE"f":}EIET}('iF of ready-made repair alternatives
INFERENCE MECHANISM
Module
of ready-made search algorithms
\ \/

CUSTOM INTERIOR

T

Query for a possible defect
Query algorithm request

Alternatives to possible defects
Defect elimination algorithm

Puc. 4. bnok-cxema ekcnepTHOI cUcTeMU
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<4 » filterby | like ~! value to filter w

o g name level group_name € d...
4 % T b Aux Fngine #1 Vary camploy cyctom Gonpratore rs [a]
13 Aux. Engine 82 Very complex system Generators = 0

4 -
|4 Aux. Engine #3 Very complex system Generators # =]
' 5 Aux. Engine #4 Very complex system Generators F o
6 Fresty wates generator Aux_System = ]
7 Emergency Genarator Camplex cyctom Ganerators # ]
8 Control Systems Complex system Main_tngine rd o
2 FO system Medium syster Main_Enginc = [+]
10 Air condition system Complex system Aux_System # a
1" Bilge system Very simple system Aux_System = =]

10 ~ t o .2 3 Next Last

Puc. 5.1. CtopiHka CIINP 3 onucom cyagHOBUX CUCTEM

Jecision Support “ystem Info Systems Alarms Reasons Attributes Experts admin

SHIP'S SYSTEM: AIR CONDITION SYSTEM

Goneral Information
Marsial A CondEon system pof
Factory settings for the system
[ one ——————
> Pages frrum Alr rondition eyt 4
-
-
> . Alarms & Defects « b
- 2 4
Ml A i tion vyt 1 - >
L) ‘. - Manual Alt condiion systens-2 A <
- »
i » Electrical diagrams <
. Masssal A condition sysaem | ~
f » M Jd4 { -

Location U-deck, A Cond Room

Power diagrams:

Puc. 5.2. CyaHoBa cucrtema KOHAULiOHYBaHHS NOBITPSA
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Jecision Support System Info Systems Alarms Reasons Attributes Experts admin
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Puc. 5.3. BikHo CIIIMP 3 onucom BCix MOXNMBUX HECNPaBHOCTEN CYAHOBOI CUCTEMU
KOHOULiIOBaHHA NOBITPs

ALARMS

Filter by | Name - |{like - || pressure |

I Code  Name Content System Belong to Sew reasons

1... AC- 14008 High discharge pr... Aux. system Alr condition system | Local controlier See reasons a
6 AC14002 Suction pressurel...  Auxsystem Alr condition system  Local controller See reasons -]

10 ': Hrst Prav . Next Last

Puc. 5.4. lNowyk HeobXxigHOT HeCNPaBHOCTI MO KOHKPETHIN cucTemi
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REASONS
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Puc. 5.5. BikHo CIIMP 3 MOXNMUBMMU NMPUYNHAMUN KOHKPETHOI HeCnpaBHOCTI

NITEPATYPA:

1. BpykiHr A., EkcnepTHi cuctemu. MpuHumnm poboTtu i npuknaau, pagio i 38’s3ok. 1980.

2. Hennop K.: Ak cTBopuTK BnacHy ekcrnepTtHy cuctemy. EHeproatommnsgar. 1991.

3. baxeHos P., JlonaTiH [1. lMpo 3acTtocyBaHHSA Cy4acHWX TEXHOMONI Y PO3BUTKY iHTENEKTyanbHi CUCTEMMW.
XKypHan Haykoeux nybnikauili acripaHmie i dokmopaxmig. 2014.

4. Kosanetko |., JasuaeHko €. Ta Lsen A. PopMyBaHHS y3rofxeHuX rpyn eKCnepTHUX CBiAYeHb Ha OCHOBI
MoKasHWKIB BigMiHHOCTI B Teopii aokasis. [lpaui 14-i mixHap. KoHgbepeHuis 3 KOMMIOMEPHUX HayK ma iHghop-
mauitiHux mex+onoeiti (CSIT). INesis. 2019. C. 113-116. doi: 10.1109/STC-CSIT.2019.8929858

5. Ween A., Kosanetko ., JaBnaeHko €. MeToa BUABNEHHS Y3ropKeHUX Niarpyn eKCrnepTHMUX OLHOK y rpyni
Ha OCHOBI Mip BiAMIHHOCTI B Teopii AokasiB. [JocsieHeHHS iHmernekmyarnbHux cucmem ma obyucneHs V. CCSIT.
Tom 1080. 2019. C. 36-53. doi: 10.1007/978-3-030-33695-0_4

6. Mantox b., KakatyHosa T., barysosa O. IHTenekTyanbHa cuctema NigTPUMKM NPUNHATTSA pilleHb Ong
ynpaBeniHHA CKNagHUMK 06’eKTaMm 3a ONOMOrO AUHAMIYHUX HEYITKUX KOTHITUBHMX KapT, MPOrpamMmHux npo-
AyKTiB i cuctem. lpoepamHi npodykmu ma cucmemu. 2013.

7. MopeHo K., Ecnexo E. OuiHka NnpoayKTMBHOCTI TPbOX MEXaHi3MiB BUCHOBKY SIK EKCMEPTHUX CUCTEM Ans
ineHTudikauii pexxvmy BigMoBK y Banax, aHanis ilxxeHepHux Biamos. 2015.

8. Jlibepano E. HoBa ekcnepTHa cuctema Ans BU3HAYEHHSI KOMMEHCATOPIB SKOCTi enekTpoeHeprii. Ekc-
nepmui cucmemu. [Jodamku. 2015.

178



Information Technology: Computer Science, Software Engineering and Cyber Security, Bun. 3, 2024

9. KpawHuk A., NaBuaeHko €. Ta Tomaww B. KoHgirypoBaHuin By3on kepyBaHHs Anst 6e34p0ToBOI CEHCOPHOI
mepexi. Mamepianu 3-i MixXHapoOHOI KOHGbepeHUii 3 nepedosux iHGhopMayitiHUX ma KOMYHIKauitiHuX mexHo-
noeit (AICT). NeeiB. 2019. C. 258-262. doi: 10.1109/AIACT.2019.8847732

10. Adppomees E. Kputepii TexHiuHoT gockoHanocTi cygeH. 2005.

11. KoHcbepr. CTangapTHa cuctema curHanisadii Ta moHitopuHry K-Chief 600. 2013.

12. KoHcbepr. KepiBHMLTBO N0 BCTAHOBMEHHIO CUCTEMI MOPCHKOI aBToMaTtu3aauii. 2013.

REFERENCES:

1. Brooking, A. (1980). Expert systems: Principles of work and examples. Radio and communications.

2. Naylor, K. (1991). How to build your own expert system. Energoatomizdat.

3. Bazhenov, R., & Lopatin, D. (2014). On the application of modern technologies in the development of
intelligent systems. Journal of Scientific Publications of Graduate Students and Doctoral Students.

4. Kovalenko, I., Davydenko, Y., & Shved, A. (2019). Formation of consistent groups of expert evidences
based on dissimilarity measures in evidence theory. In Proceedings of the 14th International Conference on
Computer Sciences and Information Technologies (CSIT) (pp. 113—116). Lviv. https://doi.org/10.1109/STC-
CSIT.2019.8929858

5. Shved, A., Kovalenko, I., & Davydenko, Y. (2019). Method of detection of the consistent subgroups
of expert assessments in a group based on measures of dissimilarity in evidence theory. In N. Shakhovska
& M. Medykovskyy (Eds.), Advances in Intelligent Systems and Computing IV (pp. 36-53). CCSIT. https://
doi.org/10.1007/978-3-030-33695-0_4

6. Palyukh, B., Kakatunova, T., & Baguzova, O. (2013). Intelligent decision support system for managing
complex objects using dynamic fuzzy cognitive maps. Software Products and Systems.

7. Moreno, C., & Espejo, E. (2015). A performance evaluation of three inference engines as expert systems
for failure mode identification in shafts. Engineering Failure Analysis.

8. Liberado, E. (2015). Novel expert system for defining power quality compensators. Expert Systems with
Applications.

9. Krainyk, Y., Davydenko, Y., & Tomas, V. (2019). Configurable control node for wireless sensor network. In
Proceedings of the 3rd International Conference on Advanced Information and Communications Technologies
(AICT) (pp. 258-262). Lviv. https://doi.org/10.1109/AIACT.2019.8847732

10. Afromeey, E. (2005). Criteria for the technical excellence of ships.

11. Kongsberg. (2013a). Standard K-Chief 600 Alarm and Monitoring System: Marine Automation System
Installation Manual.

12. Kongsberg. (2013b). Kongsberg K-Chief 500/600 Marine Automation System Installation Manual.

179



Information Technology: Computer Science, Software Engineering and Cyber Security, Bun. 3, 2024

YOK 519.8: 338.4
DOI https://doi.org/10.32782/1T/2024-3-19

TemsHa XOM’SIK

kaHOudam ¢biuko-Mamemamuy4HuUX HayK, doyeHm, doyeHm Kaghedpu cuCmemMHO20 aHasni3y ma yrnpaersiiHHS,
HauioranbHut mexHidHul yHisepcumem «/Hinpoecbka nonimexHika», npocn. uumpa HAeopHuubkoeo 19,
Mrinpo, YkpaiHa, 49005

ORCID: 0000-0002-6177-2827

Scopus-Author ID: 56997472200

OnekcaHop MNPYC

CmydeHm, HauyjoHanbHUU mexHidHUl yHisepcumem «[Hinposcbka nonimexHika», npocn. [mumpa
SAsopHuupkkoezo 19, [JHinpo, YkpaiHa, 49005

ORCID: 0009-0002-6084-6617

Bi6niorpacdiuHunm onuc crtartti: Xom'ak, T., lpyc, O. (2024) CucteMHUn aHani3 BUSABMEHHSA
npobrnem cucteMu OCBITK Ta LUNSAXM iX BUpiweHHS. Information Technology: Computer Science, Software
Engineering and Cyber Security, 3, 180-188, doi: https://doi.org/10.32782/1T/2024-3-19

CUCTEMHWUIN AHANI3 BUABNEHHA NPOBNEM CUCTEMU OCBITHU
TA LWWNAXW IX BUPILWEHHSA

O0HUM i3 npiopumemHUX HanpsIMKie po3sUMKY Cycnifnbcmea € oceima, momy wo ocgima — ye 3006ymms 6a3o-
8UX HAaBUYOK ma 3HaHhb, siKi 6yOymb ghyHOameHmom 0518 nodasibuwio20 Hag4aHHS ma malibymHboi peanizauii nioduHU.

Bidomo, wo sikicmb 0c8imHb020 npouecy y Micmax ma CifibCbKili Micueeocmi 8 YKpaiHi 3Ha4HO 8i0pi3HSeMbCS,
WO CrpUYUHSIE HEPIiBHICMb MOXIuUgocmel y4Hie rpu ecmyni 00 8UULUX HagyaslbHUX 3akniadie.

Memoro pobomu € nposedeHHs aHani3y pesynbmamie icriumie y4Hie, aHania cmaHy MamepianbHO-MexXHiYHO20
3abe3reqyeHHs 8 WKonax, aHasni3 8iky ma pieHsi 0ceimu e4umenie, a maKkoX 8U3HaYeHHs WIIsXie sUpilueHHs1 OaHoi
npobremu.

3 yjieto memoro nposedeHo aHanis pesynsmamie 3HO muHynux pokie ma HMT, mamepianbHo-mexHi4YHOi 6a3u
WwiKin, 8iky equmertig. lNposedeHull aHari3 nidmeepous HepigHicMb MOXIUBOCMeEU yYHI8 WKIf 3a MPUHaNEeXHICmio 00
muny micuesocmi. BusierneHo npobnemu makoi HepigHOCMI y4Hi8 ma 3anpornoHO8aHO WIISIXU iX 8UPILUEHHS.
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SYSTEM ANALYSIS IN IDENTIFYING PROBLEMS OF THE EDUCATION SYSTEM
AND POTENTIAL WAYS OF SOLVING THEM

One of the priority directions of the development of society is education, because education is the acquisition
of basic skills and knowledge, which will be the foundation for further learning and future realization of a person.

It is known that the quality of the educational process in cities and rural areas in Ukraine is significantly different,
which causes unequal opportunities for students when entering higher education institutions.

The purpose of the work is to analyze the results of students’ exams, analyze the state of material and technical
support in schools, analyze the age and level of education of teachers, as well as determine ways to solve this

problem.

For this purpose, an analysis of the results of the previous years’ external independent assessments and national
multitest, the material and technical base of schools, and the age of teachers was carried out. The conducted
analysis confirmed the inequality of opportunities of school students according to the type of area. The problems
of such inequality among students were identified and ways to solve them were proposed.

Key words: system analysis, education, external independent assessment, national multitest.

AxTyanbHicTb npo6nemu. Ctatreto 53 KoH-
CTUTYLIi YKpaiHM Ta 3akoHOM YKpaiHW Npo OCBITY
Big 05.09.2017 BCTAHOBMEHO, LIO KOXEH Mae
npaBo Ha ocBiTy. [oBHa 3aranbHa cepefHs ocBiTa
€ 000B’sI3KOBOI0.

[epxaBa 3abe3nedye QOCTYNHICTb i 6esonnat-
HICTb [OOLUKINbHOI, MOBHOI 3aranbHOI cepenHbOl,
NPodecCiNnHO-TEXHIYHOI, BULWOI OCBITU B OepXXaB-
HUX | KOMYHanNbHUX HaBYanbHWUX 3aknagax; pos-
BUTOK [OOLUKINIbHOI, MOBHOI 3ararnbHOi cepenHboI,
NO3aLlKifbHOI,  NPOECINHO-TEXHIYHOI,  BULLOI
i MicnNAgMNIOMHOI OCBITH, Pi3HUX (DOPM HABYaHHS;
HafaHHA OEep)KaBHUX CTUNEHAIN Ta Minbr y4YHAM
i CTyoeHTam.

B YkpaiHi cTBOpIOIOTECA PiBHI yMOBM OOCTYyNy
0o oceiTn. Hixto He Moxe 6yTn obmexeHun
y npaBi Ha 3000yTTsi ocBiTU. [lpaBo Ha OCBITY
rapaHTyeTbCs He3anexHo Big BiKy, CTaTi, pacw,
CTaHy 3[0pOoB’d, IHBaNIgHOCTI, rPOMaaaHCTBa,
HaUiOHANbHOCTI, MOMITUYHUX, PENMiNHMX YN IHLINX
nepekoHaHb, KOMbOpPY LUKIpX, MICLUSI MPOXMBAHHS,
MOBW CMiNIKYBaHHSA, MOXOKEHHS, couianbHOro
i MarHOBOrO CTaHy, HAABHOCTI CYANUMOCTI, a TakoX
iHLLIMX 0B6CTaBWUH Ta O3HaK.

MpaBo ocobu Ha OCBITY MOXe peani3oByBaTUCS
LWNAXoMm 1T 30oByTTH Ha Pi3HMX PIBHAX OCBITH, Y Pi3-
HUX hopMax i pisHUX BUAIB, Y TOMY YAUCHTi LLMSXOM
3000yTTS OOLWKINbHOI, MOBHOI 3aranbHOI cepen-
HbOI, NO3aLUKINbHOI, npodecinHoi (NpodeciiHo-
TexHi4Hol), axoBoi NepeaBuLLIOi, BULLIOT OCBITK Ta
OCBITU JOpPOCANX.

3rigHO  pesynbTaTiB  MiXKHapogHoOro  Aocrii-
DPKEHHSA sKocTi ocBiTM PISA-2022, yyHi i3 cinbcbkoi
MiCLIeBOCTi BiCTalOTb BiJ CBOIX OAHOMITKIB 3 BENU-
KMX MICT Y YUNTaHHI Mamxe Ha M'saTb POKiB, Y npu-
POOHNYO-HAYKOBUX OUCUMMAIHAX — Ha 4O0TUPM,
a 3 MaTemMaTtuku — Ha NoHag YoTUpW 3 NONTOBUHOKD
POKN HaBYaHHS.

HepiBHiCTb B cuCTeMi OCBITM YKpaiHu 3ymMOB-
fieHa KOMMSIEKCOM HaCTYNHUX haKTopIB:
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1. Kadposi npobnemu (Hectada negaroriyHUX
npauiBHUKIB, HegocTaTHs KBanidikauia negaroriy-
HWUX KaapiB);

2. ObmexeHHs1 pecypcie (HegocTaTHe dpiHaH-
CyBaHHS, OOMEXEeHHA  MaTepianbHO-TEXHIYHOI
6a3n 3aknagis ocBiTK);

3. TeoepagpiyHi hakmopu (BigOoaneHIcTb LLKin,
Hepo3BMHEHA iHpaCTPyKTypa, HeJOCKOHara cmc-
TeMa TPaHCMOPTHOMO CMOMyYeHHs);

4. CouianbHi ¢hakmopu (couianbHa cerpera-
Lisl, HU3bKMIA PiBEHb XNTTS);

5. Cucmema oceimu (HegocTaTHs aganTtoBa-
HICTb HaBYanbHUX Nporpam Ans CiNbCbKUX LUKIN);

6. IHwi gpakmopu (COVID-19, BinicbkoBWI CTaH
B KpaiHi).

Takmm YMHOM, 32 BM3HAYEHUMU NOTEHLINHUMM
npobnemamu, WO HaBedeHi y BUrMsagdi gepesa
npobnem (puc. 1) MOXXHa 3a3Ha4YnTK, LLO NUTAHHS
HEpPIBHOCTI B CUCTEMI OCBITU € aKTyaribHUM i NoTpe-
Oye aHani3y OCHOBHMX (bakTopiB BMMMBY.

AHani3a ocTtaHHiX pocnimkeHb i nyb6nika-
uin. [Mpobnema SKOCTi LWIKINbHOI OCBITM 3aBXau
Oyna npegmMeToMm HayKoBOrO i MPakTUYHOIO iHTep-
ecy nepgaroris. 3MiHM CYyCNifbHUX NPIOpPUTETIB
B OCTa@HHE OEeCcATUPIYYST OKPECHUNN HOBI acnekTu
KaTeropii «sikocTi ocBiTu». Haeegemo ornsg
OCTaHHiX nybnikauini, aki po3rnsgalTb NMUTaHHS
SAKOCTi OCBITW B LUKOMaXx, aHasnisy Ta MOHITOPUHrY
pesynbraris icnuTis i3 3HO ta HMT.

Tak, gepxxaBHa cny>x6a sIKOCTi OCBIiTU NPE3eHTY-
Bana pesynsrtati AOCHiLKEHHS NPO SKICTb OCBITU
Yy CiNbCbKMX LUKOMax. Y4yacHukam cpokyc-rpyn
Oyno HenpocTO MOPIBHATU SAKICTb OCBITM Yy MiCb-
KMX LLKOMax Ta CiNbCbKuX LwKonax. [ymMKn pecnoH-
OEHTIB LLOA0 TOro, SK BiAPIi3HAETBCA SKICTb OCBITU
Y MICbKMX LUKONax, PO3Linunucs, ane Bce-Taku
€ TeHOEHUIA, WO Kpallle OLHIETLCS SKICTb Y MiCb-
knx wkonax. 33% pecnoHOeHTiB BBaXaloTb, LLO
Y MiCbKMX LLUKONax sKiCTb OCBiTK kpaLia npotn 11%,
SKi BBaXKalOTb, WO SKiCTb OcBiTM ripwa. e 36%
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Puc. 1. lepeBo npo6nem ykpaiHCbLKOI CUCTEMU OCBITU

BBa)alTb, WO SKICTb He Bigpi3HseTbes, a 21%
He 3MOrnu BiQMNOBICTU Ha 3anuTaHHSA. [pu Lbomy,
cepen pecnoHaeHTiB 3 cin Ta CMT ouiHkM 6nun3abki:
npo Te, WO Yy MICbKMX LUKONax siKiCTb OCBITU KpaLla
roBopsaTb, 35% pecnoHaeHTiB y cenax i 30% pec-
noHgeHtiB y CMT. Mpo Te, WO SKiCTb OCBITM He
BiApi3HAETLCS, FOBOPSTL, BiaNoBiaHO, 39% i 32%,
a nNpo Te, WO SKICTb OCBITU Y MICbKMX LUKOMax
ripwe — 10% i 12%. Takox 3a3Ha4aeTbCs, WO 340-
OyBaHHSs SKICHOT OCBITUK, HAa AYMKY BinbLUIOCTi y4ac-
HUKIB, 3aneXuTb He nuile Big LWKOMNW. YYacHUKM
JOCNigXeHHs BBaXatoTb, WO SIK B Ceni, TaK i B MiCTi
MOXXHa HaB4yaTWUCs | 3a JOMOMOrOK CaMOOCBITH,
pecypciB Mepexi iHTepHeT. BogHouac, niatpmmka,
AKY AT MOXYTb OTpUMaTu B 3aknagi ocBiTW Bif
BUYMTENIB Ta iHWWX YYHIB € LiHHOK NepeBarow
came LWKINbHOro HaB4aHHS. [NpoaoBXeHHSA OCBITU
i OTPUMaHHS SIKICHOT OCBITW LiTWU BCE-TakM y CBOIN
BiNbLIOCTI NOB’A3Y0TL i3 HABYANBHUMU 3aKnagamm
y MiCTax — Le Koneaxi, yHiBEpCUTETU, SKUX HEMAE
Yy CiNbCbKMX HaceneHux nyHkTax. AKCTb XuUTTs
i camopeanisauis npAMO 4M OMocepenKoBaHO
acoLUilOETLCA B YYHIB cCaMe 3 XUTTSAM Y MicTi. Tak,
PECNOHAEHTU, SKi BXXE BU3HAYMMMCA i3 3000yTTAM
nofanbLUoi OCBITU, MOB’A3YIOTb CBOE MaWOyTHE i3
nepeisgom y micta abo HaBiTb 3a KOPAOH.
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MiHicTepcTBO OCBITM i Hayku cninbHO 3 [ep-
»KaBHO cny>x60t0 SIKOCTi OCBITU pO3podun MeTo-
ANYHi pekoMeHaauil 3 NuTaHb (POPMYBaHHSA BHY-
TPIlWHLOI cuctemn 3abesnevyeHHs SKOCTi OCBITU
y 3aknagax 3aranbHol cepefHbol OocBiTU. Peko-
MeHgauii onpunogHeHo Ha canti MOH (30 nmcto-
naga 2020 poky).

MeTogmnyHi pekoMeHaauii opieHTOBaHi Ha fono-
MOTY LLKOMaMm y BHYTPiLUHbOMY 3abe3neyeHHi skic-
HOT OCBITKW. 3rigHO 3 AOKYMEHTOM, cuctema 3abes-
NneyeHHs SKICHOT OCBITM Y LUKOMi MOBWHHa MaTu
He nuwe 30BHiWHi ctumynu (3HO, iHCTUTYUiINHMI
ayouT, atecTtauia Ta cepTudikauis negaroriyHmx
npawiBHUKIB TOLLO), @ 1 BHYTPILLHI iHCTPYMEHTMW.

Po3pobui onTtumanbHMX MeToguK Ta iHHOBa-
LinHMX nigxodiBs 4O opraHisauii gucTaHuinHOro
HaBYaHHS LLKOMAPIB i3 BpaxyBaHHAM crieumdiku
YMOB BOEHHOIO CTaHy NPUCBAYEHO OOCHiaXEeHHS
HaykoBLiB (YepBiHCbka, 2024). 3asHayeHe [03BO-
NUNo yBMpasHMTU npobnemy opraHisauii guctaH-
LiHOrO HaB4aHHA 3000yBadiB LUKINBbHOI OCBITH,
PO3KPUTK T LiNiCHO, BUOKPEMUTWN MPAKTUKO 30pi-
€HTOBaHi acnekTn, BU3Ha4YMTU npobnemu Ta cxa-
pakTepusyBaTy NepcnekTuBM NoaanbLIoro po3Bu-
TKy. 3a pesynsratamy NpoOBEAEHOro LOCHIIKEHHS
3anponoHOBaHO LUMSXW, BUPILLEHHS Uux npobnem.
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OcobnmBOCTi  3aCTOCYBaHHA MapKETUHIOBOIO
Nigxo4y B yNpasniHHI SIKICTIO LUKINbHOI OCBITU pPO3-
rMaHyTo B poboti Tumowko (Tumowlko, 2024).
ABTOpKa Harorowye Ha HeobxigHOCTi BnpoBa-
[PKEHHA MapKETUHrOBUX CTpaTerin y AisanbHICTb
3aknagiB 3aranbHOI CepeaHbOoi OCBITUM 3 METOH
NiABULLEHHS TXHBbOI e(PeKTUBHOCTI B YMOBaXxX pPWH-
KOBMX BiAHOCWH. BnuaHauyeHo 0CHOBHI doyHKLiT Map-
KETUHrY B OCBITHLOMY NPOLIECi, AKi CNpsiMOBaHi Ha
3a0BOSIEHHA NOTPeD CNoXmMBaYiB OCBITHIX NOCHYT
i CTBOpPEHHS MO3WMTUBHOIO iMiIKYy HaBYanbHOro
3aknagy. OcobnuBy yBary npugineHo nUTaHHSM
SIKOCTi OCBITHIX NOCNYT i poni KepiBHUKA.

OTxe, BMHMKae HaranbHa notpeba B npose-
OEeHHi JOCMigKEeHHSA CTaHy CUCTEMW OCBITU B LLKO-
nax, sike Oyge rpyHTyBaTUCA Ha BWKOPUCTaHHI
OOUINbHMX  MaTeMaTUYHUX IHCTPYMEHTIB, [Ans
BU3HAYEHHS] NPWUYMH HEPIBHOCTI YYHIB 3@ TUMOM
micueBocTi npu 3gadi 3HO Ta HMT.

Meta pocnipkeHHA: MpOBedEHHs aHanisy
Cy4acHOro cTaHy cuctemm OcBiTU B YKpaiHi, BUSB-
NIEHHSI NPUYNH HEPIBHOCTI Ta BU3HAYEHHSA LUMSXIB
X BUPILUEHHS.

Buknap ocHoBHOro martepiany Aocni-
AXKeHHA. [1na npoBefeHHS AOCHILKEHHSA B SAKOCTI
NoYaTKOBMX [OdaHWX B3ATI CTAaTUCTUYHI OaHi 3a
pesynsratamu icnutie i3 3HO ta HMT Bigkputux
kepen (zno.testportal.com.ua/opendata).

Ha pucyHky 2 npeacrtaBneHo pesynbsraty 3gadi
3HO yu4HiB LWKiN 3 pi3HUX ANCUUNIIH 3@ TUMOM MiC-
ueBocTi. Lle oanH i3 nokasHuKiB, KU JEMOHCTPYE,
3 OfHi€l CTOpPOHM, Hackinbkn gobpe BuKNagaBcs
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MaTepian y4HAM, a 3 iHLOI CTOPOHU — Ha CKiNbKK
Aobpe KoXeH yyeHb 3Mir BUKNageHunm marepian
3acBoiTn. HaBegeHa piarpama cBiguntb nNpo Te,
LLIO iCHYE 3Ha4yHa HEepIBHICTb y pe3ynbrartax icnu-
TiB MK YYHSIMU 3 MICT Ta cin. A came, Y4Hi Cinb-
CbKWX LUKiST 3a3BMYal MatoTb HWXKYI pesynbraTty i3
CKNafaHHA po3rmnsHyTUX NPeaMETIB, WO y nogarnb-
LLIOMY, NMPU3BOAUTL OO MEHLUOro BiACOTKY BCTyMy
no BH3.

Ha pucyHKy 3 HaBedeHO NOpPIBHANbHUA aHani3
pesynbratiea 3HO Ta HMT y pi3Hi 4acoBi npomixkku,
LLIO OO3BOMSE BUABUTY 3anexHiCTb MiX pesynbra-
Tamu icnuTiB Ta MiCLLEM HaBYaHHS.

Tox, y 2021 poui cnoctepiraetbCsi 3Ha4YHe 3HU-
XKEHHS Bi4COTKa TUX, XTO Mogonae nopir 3 maTe-
MaTUKM Ta icTopii YKpaiHuM sK y CinbCbKii Micue-
BOCTIi, TaK i B MmicTax, nopisHsHo 3 2019 pokom
(puc. 3). MpuunHoo uboro morno Gyt Te, WO
BYMTENI HE Manu BIiAMNOBIAHMX 3HAHb Ta HaABWYOK
ANS 34INCHEHHSA OUCTaHLUIMHOIo HaBYaHHA. Yepes
Te, HaBYaHHS YaCTKOBO 3BOAMIIOCHA OO CaMOCTIl-
HOrO omnpaulBaHHA HoBoro Mmartepiany. g vac
ANCTaHUIMHOMO HaBYaHHS 3POCMO0 HaBaHTaXKEHHS
Ha y4HiB, 0COBNMBO B YaCTWHiI BUKOHAHHA AOMalLLl-
HbOro 3aBAaHHA. BogHoyac y4Hi noro He 3aBxau
BMKOHYBamnu, a BUMTenNi — He 3aBXau nepesipsany,
LLIO CTBOPUIIO BUAMMICTb HABYamNbHOIO Npouecy Ta
3HeLiHNNo NOoro CyTb.

Ha pucyHKy 4 npegcrtaBneHo cepefHin 6an
YYHIB (XTO nMogonae Mopir) 3a pisHMMK gucumnili-
HaMmu (mMatematuka, ictopia YKpaiHu, aHrmincobka
MOBa,

Bl ceno
T . micTo (He obnackuia LeHTp)
[l obnackumin uenTp

yKpaiHCbKa MOBa

Puc. 2. CepegHin 6an 3a pesynsratamm 3HO BunyckHukiB wkin 2019 poky
y po3pi3i HaBYaNbHUX AUCLUNIIIH 32 TUIMOM HACeneHoro NyHKTy
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Puc. 3. BiacoTok y4HiB, siki nogonanu nopir 3 pisHUX HaBYanbHUX AUCLUNIIIH
3a TUNOM HacesleHOro NyHKTY

Omxe, cepegHin 6an, 3a pesynsratamm pos-
FMAHYTUX ICNUTIB, Y YYHIB i3 CiflbCbKOT MiCLUEBOCTI
HWK4YMIA 3a YYHIB i3 MICT 3a BCiMa pO3rMaHyTUMMU
npegmMeTaMmu, HesanexHo Big poky Ta dopmaTty
CKMnagaHHs icnuTy.

Baxnueo, LLO KOXHa NoanHa iHaMBigyanbHa Ta
BUTpayYae pi3Hy KinbKiCTb CBOIX BHYTPILLHIX pecyp-
ciB Ha onaHyBaHHA matepiany. OgHOMY yYHIO ons
OonaHyBaHHS TemMu NOTpibeH ognH ypoK, a iHLWoMYy
noTpibHi gogaTkoBi 3aHATTA. Buxogaum i3 uboro,
pes3ynbTaTiB aHanidy 4aHoro acnekTy HegoCTaTHbO
ansa 00’€KTMBHOI OLHKM MPUYUH HEPIBHOCTI Mix
YYHAMM i3 Cin Ta MIiCT. Xo4a NpOAEMOHCTPOBaHi
pesynbsratun (puc. 3, puc. 4) cBigyatb nNpo Te, Lo
3anexHicTb Big TMna MicLueBOCTi icHye. Ane notpe-
OyloTb AeTanbHOro aHanisy iHWi NOTeHUinHI dak-
TOpW BNNUBY.
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MaTepianbHoO-TEXHIYHE 3a0e3nevYeHHs  LLKiN
Bidirpae Baxxnuey ponb Y POPMYBaHHI OCBITHLOrO
npouecy. 3a gaHMMW, HaBeAEHNMWN Ha PUCYHKY 5,
BiJCOTOK LLUKiN, sIKi He 3abes3neyeHi HanexHum
obnagHaHHAM 0N  NPOBEAEHHSA  BigMOBIOHUX
3aHATb, Y CiNbCbKiN MiCLEBOCTI BULLE, MK Y MiC-
Tax, WO TaKoX HeraTMBHO BMMMBAE Ha pesynbraTt
OCBITHBOrO MpoLEeCy.

[na npuknagy, BiACYTHICTb JOCTyny AO iHTep-
HETY, Y/ HEYKOMMMEKTOBaHi kabiHeTn Ximii Heob-
XigHMMm obragHaHHAM Onsi HaBYarbHOroO NMpoLecy,
HeraTMBHO BMNIMBaKOTb HA YCMILIHICTb Y4YHIB.

KntoyoBy ponb y npoueci nepegadvi 3HaHb
y4HAM BigirpatoTb BuuTeni. [ns petenbHoOro aHa-
nizy npobrnemu, BpaxoBaHO TaKOX BiK BYMTENiB,
afpke MOnoALWi negarorn, $IK npasumio, MakTb
OinbLU akTyanbHi 3HaHHS.
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Puc. 4. CepepnHi 6anu y4HiB y po3pi3i HaBYanbHUX AUCUUNIIH 32 TUNOM HaCeslIeHOro NYHKTY

HaBegeHa piarpama Ha pUCYHKY 6 CBIiguvThb,
wo y BikoBin kateropii 4o 30 pOKiB KiNbKiCTb BYX-
TeniB y cenax Buwia Ha 5%, HiX y cenuiax Mmicb-
Koro Tuny Ta mictax. Llen dakt mae sk NO3UTUBHI
CTOpPOHM (BMOTMBOBAHICTb nefarora, HasBHICTb
Yy HbOro CBIXXMX MiAX0AiB A0 HaBYaHHSA), TakK i Hera-
TMBHI (BigCYTHICTb pocsigy poboTu, HecTabinb-
HICTb BUYMTENs). TakoX, OaHWn pesynbTaT MOoXe
OyTn 06YMOBNEHNI MEHLLIOK KOHKPETHICTHO Y Cinb-
CbKi MicLEeBOCTi, Ta OinblUMM LLIAHCOM 3HaAWTU
nepLy pobory.

He nuwe Bik BnnNmMBae Ha SAKiCTb BUKMNaAaHHSA
BUMTENIB, a 1 IX piBeHb OCBITU. Tak, Ha PUCYHKY 7
NPOOEMOHCTPOBAHO, L0 BiOCOTOK BYMTENIB i3
cepefHbOl OCBITOK Ta OCBITHbO-KBanidikaLiniHUM
piBHEM MOSOALLOrO cneujianicta y CinbCbKin Micue-
BOCTi OinbLuni, Hix y Mictax. BogHoyac, y mictax
BULLE BIACOTOK BYMTEMiB i3 CTyneHeM marictpa.

185

Tox, HecTaya BUUTENIB 3 BULLIOKO OCBITON B CiNnb-
CbKil MiCLIEeBOCTi MOX€ HeraTMBHO BMNMBaTU Ha
AKICTb OCBITW.

MpoBiBWN [OeTanbHUMA aHanis, MoXHa 3po-
OWTM BUCHOBOK, WO HEPIBHICTb MK MICbKMMKU Ta
CifTbCbKMMW YYHAMM Cnpasgi iCHye, Ta BUAINUTH
HacTynHi npobrnemMn, a TakoX 3anpornoHyBaTu
LWASXK iX nogonaHHs (puc. 8).

Moganbwi gocnigXeHHss MOXyTb OyTuM 3oce-
peokeHi Ha po3pobui mogeni i 6isHec-nnaHy
3 BIOKpUTTA npuBaTHOI LWKonM abo [oOaTKOBMX
NiAroTOBYMX KYyPCiB 3 OCHOBHWX AWCLMNIIH Ans
fiTen i3 cinbCcbKoi MicLeBOCTI. TakoX HeobXigHUM
€ po3pobka ekcnepTHOI CUCTEMU ON1sl MPOBEAEHHS
TECTYBaHHA Y4YHIB 3 BUABMEHHA 3AiOHOCTEN [0
ManbyTHbOI cneuianbHocTi. Mpu ubomy Tpeba
BpaxoByBaTW YMOBMW CbOrOAEHHS, Ha OCHOBI SIKMX
BiAOyBaeTbCs PopMyBaHHA PUHKY OCBITHIX MOCHYT.
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Puc. 5. BiacoTok LKin 3a TMNom mMicLeBOCTi, IKWA He 3ab6e3nevyeHnn
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—CE  —CEWUE WICEKDTD THIT = T

Crapwe 61 pory
30

Ao 30 pois 15 gin 55 no B0 poxie

eig 31 Ao 40 porz eia 51 ao 54 porie

Ein 41 po 50 pokie

Puc. 6. BiacoTok BuuTeniB 3a BikOM Ta TUNOM MiCLIeBOCTi
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Puc. 7. Po3nogin BunteniB 3a piBHeEM OCBIiTU
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WKW
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BHECKH CyGCuayBasHa

Puc. 8. NpacpiuHe 306paxxeHHA npobnem 3aknaaiB cepeaHbLOI OCBITH
Ta WNAXiB X BUPILLEHHA
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