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IHOOPMAUINHI TEXHONOTI 3 BAKOPUCTAHHAM HEMPOHHUX MEPEX
NMPU EKCMEPUMEHTAJIbHOMY OOCHIAXEHHI BIBPALINHUX CUTHATNIB
POTOPHUX OB'EKTIB

Y pobomi nokazaHa akmyarsibHiCmb B8UKOPUCMAaHHS HeUPOMEPEeX rnpu KOHmMposi eibpauiliHux napamempig
pomopHux 0b6'ekmis. [Npu ubomy Helipomepexxesi Memodu donyckaroms emnipudHul nidxid do 3adayi knacugikaui.
Lna Hag4aHHS HEUPOHHUX Mepex nompibHa MeHwa Kinbkicme peanisayid, Hix 0111 cmamucmu4Ho20 aHarnisy exio-
HUX cueHarnis. Y 3azanbHoMy eunadky mepexa 3i 360pOMHUM MOWUPEHHSIM MoMUIKU 0o3eorsie docsiamu MeHWoi
KirlbKocmi MOMUIIOK Kracucbikauii, Hix 6ydb-skull 3 eapiaHmie ART. Memoro pobomu € obrpyHmysaHHs 8ubopy
Memody ¢hopMy8aHHsI MePBUHHUX iHGhopMamueHUX 03HaK 8ibpauiliHux cuaHarnie 06'ekmie yrpaesiHHs 3 8UKOPUC-
marHsM rnepebydo8yrombCcs MampuYHUX CIEKmMparbHUX 0repamopis i BUKOPUCMAaHHST HEUPOHHUX MEPEX 3 MEMOt
KoHmpormo eibpauitiHux napamempie. Memodousiozisi supilieHHs1 MocmaesneHo20 3agdaHHs osisi2ae 8 8UKOpPUC-
maHHi memodie criekmpasibHo20 aHasidy ma Helpomepexesux memodie Orisi sUpiueHHs Knacucgbikauir eibpayitiHux
cueHarnie pomopHux ob'ekmis, w0 3abesnedyye KOHMPosb Napamempie ob6'ekmie npu ix ¢pyHKUIOHy8aHHI. Haykoea
Hoeu3Ha. Brniepwe 3anponoHosaHo sukopucmarHs nepebydosaHux criekmparsnbHUX ornepamopig 0r1s1 hopMy8aHHS
KOHMPOJIbHOI 8UBIPKU, W0 3abesnedye Knacugikauito sIKy MOXHa NopieHMU 3a echekmusHiCmio 3 Knacucbikauyj-
€r0 3a 00romoeot0 dsowiaposoi HelipOHHOI Mepexi, 8 Mol xe yac 3abe3neqyoyu 3Ha4yHO MeHWUU Yac Hag4yaHHs.
BucHoeku. BukopucmarHs iHghopmauiliHoi mexHosoeii i3 3acmocysaHHsaM nepebydosaHux criekmparnbHUX orepa-
mopis i HelipOHHUX Mepex 00380119€ e(heKmUBHO KOHMPOI8amu rnapamempu pomopHuUX 06’ekmie Onsi OUIHKU iX
yHKUiOHanbHO020 cmaHy o eibpauyiliHuM cueHanam, 3abesnedyyrodu 3Ha4HO MeHWUL Yac HagHaHHs.

Knruoei cnoea: pomopHuli 06°ekm, KoHmposb, eibpauiliHull cueHarn, Helpomepexa, nepebydosaHi criek-
mparibHi ornepamopul.
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INFORMATION TECHNOLOGIES WITH THE USE OF NEURAL NETWORKS
IN THE EXPERIMENTAL STUDY OF VIBRATION SIGNALS OF ROTARY OBJECTS

The paper shows the relevance of the use of neural networks in the control of vibration parameters of rotary
objects. In this case, neural network methods allow an empirical approach to the problem of classification. Neural
networks require fewer implementations than statistical analysis of input signals. In the general case, the inverse
error propagation network allows to achieve fewer classification errors than any of the ART variants. The aim
of the work is to substantiate the choice of the method of formation of primary informative features of vibration
signals of control objects with the use of tunable matrix spectral operators and the use of neural networks in order
to control vibroparameters. The methodology for solving this problem is to use the methods of spectral analysis
and neural network methods to solve the classification of vibration signals of rotary objects, which provides control
of the parameters of objects during their operation. Scientific novelty. For the first time, the use of rearranged spectral
operators is proposed to form a control sample that provides a classification that can be compared in efficiency with
the classification using a two-layer neural network, while providing much less learning time. Conclusions. The use
of information technology with the use of rebuilt spectral operators and neural networks allows you to effectively
control the parameters of rotor objects to assess their functional state by the vibration signal, providing much less
training time.

Key words: rotor object, control, vibration parameter, neural network, rearranged spectral operators.

AKkTyanbHicTb npobnemu. CnekTpanbHi  CTaTTi PO3rMsAHEMO 3aCTOCYBaHHS A11S Lifen KOHT-

mMeToan ob6pobkn iHdopmauii Habynu LWKMPoKoro
MOLUMPEHHA B 3ajadyax KOHTpom BibpauinHux
napamMeTpiB pOTOpHMX 00'ekTiB. AHani3 4acTOTHUX
napameTpiB BibpaLii 00'ekTiB ynpaBniHHA 0O3BO-
nge oTpumyBaTh iHpopmauilo Npo iX TEXHIYHWI
CTaH. Y baraTbOX BuNagkax pilleHHs 3agad Bibpa-
LiMHOrO KOHTPONSA i AiarHOCTYBaHHSA pPOTOPHUX
00'ekTiB NoB'A3aHO 3 knacudikaLieto BibpaLinHMX
curHanis. OgHak TpaauuiviHi cnekTpanbHi MeTogu
He 3aBXAW 33a[0BOMbHAITE HEOOXiAHMM BUMO-
ram no TOYHOCTi KOHTPOMIO NapaMeTpiB POTOPHUX
00'ekTiB. TOMY aKTyanbHUM € BUPILLEHHS 3aBAaHHSA
3 BMKOPUCTaHHAM nepebygoBaHuX CrnekTpanbHUX
onepaTtopiB i WUTYYHUX HENPOHHUX Mepex. Y Uuin

poro NapamMeTpiB poTopHUX 00’eKTIB BigOMi napa-
ONTMU HENPOHHNX Mepex [1].

AHani3 ocTtaHHix pgocnigxeHb i nyb6nika-
uin. lNpouenypa BUMKOPUCTAHHA METOLIB KOHT-
pono napamMeTpiB pOTOpHMX OO'EKTIB 3a Ccnek-
Tpamn B TpaauuinHux 6asucax gobpe Bigomo
i lWMpoKko onucaHa B nitepaTypi. BignosigHo go
BUMOT, WO Npea'sBnsitoTbCA 4O O3HaK Mpu BUpI-
LWEeHHi 3aga4 onepatuBHOrO (PyHKLIOHANbHOro
KOHTpOMo, obrpyHTOBaHUn BWUbip ©0asucy pos-
KrnagaHHs HeobXxigHO MPOBOAUTU 32 KOMMIEKCOM
KpuTepiis, LLO BUNMMBAKOTbL 3 po3rnagy iHpopma-
LiHoro Tta ob4YKMcnoBanbHOrO acnekTiB MeToAiB
¢dopMyBaHHS O3HaK, a TaKOX BUMOMK MPOCTOTU
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anapaTypHo i nporpamHoi peanisauii meToais.
3rigHo 3 Nigxo4oMm, siKMA 3anponoHOBaHWA akage-
mMikom [NeTtpoBum B.M., OOUINBHO BUKOPUCTaHHSA
B SAKOCTi iHOpMaUiNHOro KpuTepito npu BuUBOpI
O3HaK MNOHATTA eHTponii. OcHoBHa igest npwm
iHdbopMaLUinHO-eHepreTM4HOMY Bigbopi i NopsiAoK
O3HaK nonsarae B aJeKBaTHOCTI OMMCY BMMNaaKo-
BOro npouecy 3 BigOMOKW MaTpuuelo Koapiauii
CrneKkTpanbHUMN CKNagoBUMK, siki 3abe3nedytoTb
HaMMeHLy eHTponilo KoedilieHTiB po3knagaHHs,
HanbinbLle CKYN4YeHHsA eHeprii BUNagKoBOro npo-
Lecy B MiHiManbHIN KiNbKOCTi YNeHiB po3kna-
OaHHsA, pekopensuil koediuieHTiB po3knagaHHs
i MPMCTOCOBAHICTb A0 BXigHMX AaHux. Liumn Bnac-
TUBOCTAMM BOMOAiOTb KoedilieHTn po3knagaHHA
B Oasuci KapyHeHa-JloeBa. lNpoueaypa giaroHa-
nisauii mMaTpuui koBapiaui LWoAo NpocTo peani-
3yeTbCA AN MaTpuui KoBapiauin LMpKYyNsSHTHOMO
TMNY i giagHon matpuui Kosapiauin. Y nepliomy
BMNaaky 6asncom KapyHeHa-J1oesa € 6asnc Pyp’e,
y apyromy — Yonwa. OgHak matpuui, Ski giaroHa-
nisyloTbCa Ans TpaguuinHux 6asucie, He LifkoMm
BPaxoBYylOTb 0COONMBOCTI  (hi3nyHMX npoLEeciB.
3anponoHoBaHWA MeToL, KOHTPOS0 MnapameTpis
00'ekTiB ynpaBrniHHSA, 3acHOBaHWA Ha BUKOPUC-
TaHHi cybontumanbHux no KapyHeHy-JloeBy nepe-
OyooBaHUX MaTPUYHUX CNEKTPanbHUX oneparopis,
KOXEH 3 SKMX CUHTE30BaHMN 3a 3pa3koM TEXHO-
noriyHol cuTyadii, 3aBAdKM YOMY NiABULLYETLCA
MMOBIPHICTb MpaBunbHOI Knacudikauii napame-
TPIB i CKOPOUYETLCS Yac Ha MPUMHATTA KEPYHOUOro
PiLLEHHS.

Meta cTaTtTi: 06r'pyHTYBaHHA BMOOpY MeToady
OpMYyBaHHA MEPBUHHUX IHOOPMATUBHUX O3HaK
BiGpaLinHMX curHanis pOTOpPHNX 06'EKTIB 3 BUKOPUC-
TaHHAM nepebynoBaHNX MATPUYHKX CREKTpanbHNX
onepaTopiB i BWKOPUCTAHHS HEWPOHHUX Mepex
3 METOK KOHTPONto BibpaLiiHMx napameTpis.

Buknag ocHOBHOro martepiany.

KoHTponb BibGpauiiHMX napaMeTpiB pOTOPHMX
00'eKTiB BUKOHYBaBCS 3a AOMOMOrow Knacudika-
uii BibpauifHMx curHanis 3 BUKOPUCTaAHHAM Gara-
TOLIApPOBOI HEMPOHHOI Mepexi 6e3 3BOPOTHUX
3B’A3kiB. Mepexa cknaganacs 3 HEWpOHIB 3 Heni-
HIMHOT aKTUBALINHOT (OYHKLIE Y BCiX LWapax, Kpim
OCTaHHbOro wWapy. [Ons HaB4YaHHSA HEWPOHHOI
Mepexi BUKOPUCTOBYBABCS METOA 3BOPOTHOMO
MOLLUMPEHHSA MOMWUIIKWM, MoamdpikoBaHM NS nig-
BULLEHHSA CTINKOCTI HaB4aHHA. B npoueci moge-
NOBaHHA HEWPOHHOI Mepexi KoedilieHT iHep-
LINHOCTI HaBYaHHSA BCTaHoBMoBaBcs piBHUM 0,5;
KoedilieHT LWBMAKOCTI HaB4yaHHA nigbupasca
MakcMmMmarnbHO AOMYyCTUMMM 38 YMOBOK CTIiNKOCTI
Mepexi (Ons pi3HMX Mepex 3HadeHHsl BapitoBa-
nocsa B gianasoHi 0,3-0,05). Metoa knacudikauii
3a J0NOMOrOK HEMpPOHHUX Mepex MoAertoBaBcs

3a JOMNOMOro creuianbHO CTBOPEHOro Ans uiei
MEeTU Henpocimyndatopa, po3pobneHoro B cepea-
oBuLLi Microsoft Visual C ++.

MopiBHAHHA MeTodiB Knacudikauii curHanis
NPOBOANIOCA Ha CnekTporpamax BibpauiHmx cur-
HaniB. CnekTporpamn 3HiManucsa B XapakKTepHUX
TOYKaX BEHTUNALUINHMX YCTAHOBOK LUAXT 3axigHoro
HoHbacy.

BigibpaHi cnektporpamu Oynu npuBeneHi o
AO0BXMHI cnekTpa Pyp'e B 128 BignikiB i HOPMOBaHi
A0 OOVHULI No amMnniTygi cnekTpanbHUX KOMMo-
HeHT. 3 BigibpaHnx ANS BMKOPUCTaHHSA CMEKTPIB
Oynu ccpopmosaHi 10 pisHux knacie. Po3ouTTs Ha
Knacu curHanie BWKOHYBarocsi 3 ypaxyBaHHSM
TOro, Ha SIKMX OB'eKTax, B AKUX TOYKax i 3a SIKMX
YMOB OTpMMaHi cnekTpw Bibpauin.

B pesynerati 6ynu ccopmosaHi 10 BMXigHUX
Krnacis, 4O SIKMX BigHECEHO CrneKkTpu Bibpauin, Wwo
XapaKkTepuayrTb Pi3Hi CTaHW OG'EKTIB KOHTPOIHO.
CnekTpw, BiGHECEHI 4O NEBHOrO KNacy, B BinbLUOCTI
BUMAKIB KOpErnbOoBaHi Mixx coboto B BinbLuin mipi,
HiXXK CNeKTpW 3 pi3HMX KnaciB. TUM He MeHL, OesKi
CMEeKTPUY NOpiBHAHO criabo KopentowTb 3 NpeacTas-
HUKamMmM «CBOro» knacy. 3okpema, krnacv NeNe 1, 3,
6 i 10 € baraTo3B’sA3HNMK B NPOCTOPI CnekTparnb-
HUX KOMMNOHEHT. KoxxeH 3 cpopmMoBaHMX BUXIGHUX
Knacie BMnagKoBum YvHOM OyB po3gineHun Ha aBi
NPUOBAN3HO PiBHI YacTWMHK, O4HA 3 AKUX BUKOPMUC-
TOBYyBarnacs sik CyKynHiCTb BMOIpOK ANsi HaBYaHHS
po3nisHae anropuTMy, a gpyra — Ans nepesipku
AKOCTi pO3ni3HaBaHHS.

B npoueci ekcnepumeHTy nopiBHOBanacs
edeKkTUBHICTb Knacudikauii BUXIOHUX CneKTpiB
3 KOHTPONbHOI rpynn (B AyXKax — MO3HAYEHHS
meToay knacudikadii, BUKopuctaHe B Tabn. 1):

1. 3a eBknigosum BigctaHsam (ED).

2. 3a MiHiMymy eHTponii cnekTpaneHuXx koedi-
LieHTiB NnepebyaoByOTbCA MaTPUYHUX OnepaTopiB
(Entr).

3. 3a ponomorow HaB4YeHOI
HaCTynNHOI KoHdirypaduii:

e OpauH wap 3 10 HenpoHis (NN-10).

o [lepwwuin wap — 128, apyrun — 10 HENPOHIB
(NN-128-10).

e [lepwwuin wap — 128, apyrmn — 60, TpeTin —
10 HenpoHiB (NN-128-60-10).

e nepwmn wap — 128, apyrnn — 300, TpeTin —
10 HenpoHis (NN-128-300-10).

e nepwwmn wap — 200, gpyrun — 80, TpeTin —
10 HenpoHiB (NN-200-80-10).

TakoX B mnpoueci ekcnepumeHTy 6yna 3po-
GneHa cnpoba BMKOPUCTAHHA MepeXi 3i CTPYKTY-
poto 128-128-60-10 (4 wapwn). OgHak BHacnigok
He3aJ0BiNbLHOrO Yacy HaB4YaHHS Mepexi pesynb-
Tatn poboTM YOTMPULLIAPOBIN Mepexi B Tabnuuto
He BKJITIOYEHI.

Henpomepexi



Information Technology: Computer Science, Software Engineering and Cyber Security, Bun. 1, 2021

Tabnuus 1
PesynkTaTtn po3nisHaBaHHA CMEKTPiB KOHTPOIbLHOI rpynu
Homep KinbkicTb noMmunok 3a merogom knacudikauii
knacy ED Entr NN-10 NN-128-10 | NN-128-60-10 | NN-128-300-10 | NN-200-80-10
1 5 2 3 2 2 2 1
2 2 2 2 1 1 1
3 2 2 1 1 2 2 2
4 1 2 2 2 1 1
5 6 2 3 2 1 1 2
6 5 2 2 2 2 2 1
7 3 2 1 1 1 1 2
8 3 2 2 1 1 1
9 2 1 3 2 2 2 2
10 5 2 3 2 3 3 1
BCEro 28 19 22 18 17 16 14
Bcero, % 57% 19% 18% 17% 17% 16% 14%
Kinbkictb enox 453 181 132 142 82

BucHoBKkuM 3 gaHoro gocnigXeHHs i nepcnek-
TUBM NoAanbLUMX PO3BiAOKY AAHOMY HanpPsiMKY.
Y 3aranbHOMy BMNagKy Mepexa 3i 3BOPOTHUM
NOLUMPEHHAM MOMUITKM 4O3BONSE OOCAITU MEHLLOI
KiNbKOCTI NOMUNOK Kracudikauii, HiX B6yab-akuin
3 BapiaHTiB ART. Lle 0GyMOBNEHO BENUKUM, HiXK
B ART, KinbKiCTIO MbKHENPOHHWX 3B'A3KIB i LWapis
HEeNpoHiB, a, OTXe, i BINbLUOK EMHICTIO Mepexi.

Mepexa ART 3pgatHa BMAINATU  TinNbKK
OOMH3B'A3HI KNacK, Tak Sk BoHa pakTUYHO pobuTb
OVHaMiYHY KnacTtepusauito HagxogaTb Ha ii BXig
BEKTOPIB 3a KpuTepiem (3a3Bu4art reoMeTpuyHin)
Onmn3bkocTi. TakMm YMHOM, Mepexa He 30aTHa Bia-
HEeCTW OO0 OOHOrO i TOro X Kfacy BEKTOPM, SKi pO3-
nagarTbCHa Ha OBi reOMETPUYHO BigganeHi rpynu.
Cnig 3a3HaunTu, ogHak, WO LUeW Heaonik Bnac-
TMBUN BCIM HENPOHHUX Mepex, AKi HaB4alTbCA
6e3 yuntens. [ins noro nogonaHHs B mepexi ART
HeoOXiaHO NepeBeECTN MEPEXY B PEXNM HaBYaHHS
3 yumTenem.

Ho nepesar mepex ART cnig BigHecTu 3gat-
HiCTb A0 AOHaBYaHHSA HOBMM obpa3sam 6e3 BTpaTu
paHiwe HabyTux 3HaHb. 3a paxyHOK LibOro napa-
anrma ART [o3Bonsie NOeEAHYBaTU PEXUM poboTK
3 HaBYaHHAM, 4YMM | BIOpPI3HAETBCA Big IHWKUX
HenpomMepexeBux napagurMm. Y gogatky 4o npo-
MWCIIOBOI AiarHoCTULi Lie o3Ha4vae, WO cucTtema
@YHKLIOHANbLHOrO KOHTPOMIO, LWO BUKOPUCTOBYE
ART, 3patHa npuctynutu go poboTu Bigpaay,
He BMMarawyu nonepeaHboi HacTpolku abo
HaBYaHHA.

B npoueci yHKUIOHYBaHHA 3MIHIOIOTLCA He
TiNbKW Barn MKHEMPOHHUX 3B'A3KiB, arne i KOoH-
girypauia wapy posnisHaBaHHsa mepexi ART, wo
yCKIagHHoeE it anapaTHy peanisauito.3 iHLWoro 6oky,
3Ba)kaluM Ha HEBUCOKY OO4YMCHIOBaNbHOI CKnag-
HOCTI MepeXxi i Haa3BUYanHO LBUOKOIO Nporpecy

MikpornpoLecopHux 3acobiB, nporpamHa peani-
3auis napagurmm ART He npenctaBnsie Hisikux
TPYAHOLLIB i Nnerko moxe GyTu BBeAeHa 4O cknagy
iCHYIHOUMX CUCTEM YNpPaBIiHHSA, AKWO B HUX BUKO-
pUCTOBYIOTECA KOMM'toTepu abo iHLWI MikponpoLe-
COPHi NPUCTPOI.

BapiaHT mepexi ART 3 0OMeXEHHAM KinbKOCTi
KaTeropin gosonsie no3dytucsa Big HeoOXigHOCTI
HanawToByBaTM napamMeTpu  (PYHKLIOHYyBaHHS
Mepexi ART. 3amicTb LbOro 4OCTaTHLO NMLIE BCTa-
HOBUTU OMiKyBaHa KifbKiCTb Pi3HMX KNnaciB BXigHUX
curHanie. Y pasi, AKWO Kracu po3ni3HalTbCs CUr-
HaniB MOXYTb BUSBUTUCHA GaraTto3B'si3HUMU, MOXE
3HagobuTMCs 36inblUEHHsT MakcuMarbHO [Onyc-
TUMOI KiNbKOCTi KaTeropin.

Akwo Ana nepekogyBaHHA OTPUMMaHUX BUXIO-
HuXx peakuin mepexi ART-C B HeobxigHi Buxogu
BUKOPUCTOBYE goAdaTtkoBe MokpuTTsa [poccbepra,
36iMblUIEHHSA KiNbKOCTI KaTeropin, sk posni3Ha-
I0TbCS Mepexeto, B 2—3 pasn B MOPIBHSAHHI 3 Kinb-
KICTIO KnaciB BXigHMX CUrHaniB [03BONsE MigBu-
LMTN TOYHICTb Knacudikauii, ocobnueo B paasi
CKnagHoi KoHairypadii knacis.

Mpwn BUKOPUCTaHHI penpe3eHTaTUBHOK KOHTp-
OnbHOI BUBIpKK Knacudikauis 3 BUKOPUCTaHHAM
nepebynoByOTLCS  CMEKTparnbHMX  onepartopis
no egeKTUBHOCTI MOPIBHAHHI 3 Knacudikauieto
3a OOMOMOroK [BOLIAPOBOI HEMPOHHOI Mepexi,
B TOW e Yac 3abe3neyyoun 3Ha4HO MEHLLUIN Yac
HaBYaHHS.

MoganbWwi gocnigpKeHHa OOoUiNbHO NPoBOAUTU
B Hanpsimy po3pobku MaTtemMaTuyHMX METOAIB CUH-
Te3y OUCKPETHUX MapaMeTpudHo nepebynoBaHMX
OpTOroHarnbHUX CneKkTpanbHMX ofepaTopis, pPoO3-
LUMPEHHA 0bnacTi BUKOPUCTaHHS 3anpornoHOBaHOI
iHdbopMaUiNHOT TEXHONOTIT AN1S1 KOHTPOSHO (PYHKLi-
OHanNbHOrO CTaHy Pi3HUX 06’EKTIB.
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OUIHIOBAHHA XAPAKTEPUCTUK CAMOMNOAIBEHOIO TPA®IKY
IHOOPMALINHO-KOMYHIKALIMHUX MEPEX ONA CUCTEM BUSABNIEHHA ATAK

Y pobomi eusHadeHa akmyarsbHicmb pPo3pobKU ma 800CKOHaNEHHs cUCMEM BUSIBNIEHHS 8MOpPaHeHb, 20510-
BHUM 3a80aHHSIM SIKUX € PO3rii3HasaHHs Mepexesux amak, crpob HecaHKUioHo8aHO20 Aocmyry ma 6uKopuc-
maHHs1 pecypcie Mmepexi. Lis npobnema supiluyembCsi WIASIXOM 8UKOPUCMAaHHST 3acobie MOHIMOpUHay, 30amHux
aHarnisysamu mpacik Mepexi 8 pexxumi peasibHoe2o Yacy. [ns ybo20 po3pobreHa Memoduka OUiHI08aHHS ma 8U3Ha-
YeHHS xapakmepucmuk camonodibHoeo mpaghiky cydacHUX iHGhopmauiliHO-KOMYHIKauitHUX Mepex, wo 00380r1sIE
hopmysamu eekmop iHhopMamueHUX 03HaK W00 BU3HaYeHHs1 aHoOMarlil Orisi cucmeMu 8usiefnieHHs amak. Ha npu-
knadi ekcriepumeHmarnbHo20 cueHany mpadika mepexi Ethernet 8idnosioHo do 3anpornoHoeaHoOi MemoduKu rpoa-
Hari3o8aHi ma 8U3Ha4YeHi xapakmepucmuku Mepexeso2o mpadghika. Memotro po6omu € 0b62pyHmysaHHs Memoou-
KU KOMIT/IEKCHO20 OUiHI0B8aHHS Xxapakmepucmuk camornodibHo20 mpadpika iHgbopmauyitiHO-KOMYHIKaUilHUX cucmem
i Mepex wodo eu3HadeHHs1 aHomanil Onisi cucmem eusienieHHs amak. Memodosiozisi supilwieHHs ocmasneHo2o
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3ae0aHHs nosisizae y KOMIIEKCHOMY 8UKOPUCMaHHi Memodig Yac-4acmomHo20, Cmamucmu4Ho20, (hpakmasbHO20
ma MyrnbmughpakmarsbHO20 aHarsisie, abekeamHux 3aKOHOMIPHOCMSIM Cy4acHo20 mpadiky iHgbopMauiliHO-KOMYHi-
KayitHUX Mepex, wo mae camonoldibHull (chpakmarnbHUl Yu MynbmugpakmarnbHul) xapakmep. Haykoea Hoeu3-
Ha. ObepyHmoeaHa memooOuKka KOMIMIIEKCHOI OUiHKU Xapakmepucmuk camornodibHo2o mpadpika iHghopmay,itiHo-
KOMyHIKayilHUX Mepex, WO 6KMYae Yac-4yacmomHud, cmamucmuyHul, copakmanbHul i MynbmugbpakmanbHul
aHanisu, sika 0oseonse nidsuwumu UMOBIPHICMb 8U3HAYEHHST 8MOopaHeHb Or1s1 cucmeM 8USIBIIEHHST amak 3a paxy-
HOK nidsuuieHHs1 docmosipHocmi iHbopMamueHUX 03HaK camorodibHo2o0 mpadpika. BucHoeku. 3anpornoHosaHa
MemoduKa KOMITIIEKCHO20 8UKOPUCMaHHS Memodie aHarisy, adekeamHux 3aKOHOMIPHOCMSAM Cy4yacHo20 mpagiky
iHGbopMaUuiliHoO-KOMYyHIKauiliHuUX mMepex, rnidsuulye eheKmueHicmb 8U3Ha4YeHHsT aHoMarili 3a paxyHoK ni08uULEHHS
iHgbopMamueHOCMI OUiHIBaHUX Xapakmepucmuk mpacgiky.

Knro4osi cnoea: ouiHka, xapakmepucmuka, camonodibHuli mpagbik, iHpopmayiliHo-KOMyHiKauiliHa mepexa,
8USIBIIEHHS] amak.
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ESTIMATION OF SELF-SIMILAR TRAFFIC CHARACTERISTICS OF INFORMATION
AND COMMUNICATION NETWORKS FOR ATTACK DETECTION SYSTEMS

The urgency of development and improvement of intrusion detection systems, the main task of which is to
recognize network attacks, attempts of unauthorized access and use of network resources, is determined in
the work. This problem is solved by using monitoring tools that can analyze network traffic in real time. For this
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purpose, a method of estimating and determining the characteristics of self-similar traffic of modern information
and communication networks has been developed, which allows to form a vector of informative features for
determining anomalies for the attack detection system. On the example of the experimental signal of Ethernet traffic
in accordance with the proposed method, the characteristics of network traffic are analyzed and determined. The aim
there is a substantiation of a technique of complex estimation of characteristics of self-similar traffic of information
and communication systems and networks concerning definition of anomalies for systems of detection of attacks.
The methodology the solution of this problem is the integrated use of methods of time-frequency, statistical, fractal
and multifractal analysis, adequate to the laws of modern traffic of information and communication networks, which
has a self-similar (fractal or multifractal) nature. Scientific novelty. The method of complex estimation of self-
similar traffic characteristics of information and communication networks, including time-frequency, statistical, fractal
and multifractal analyzes, which allows to increase the probability of intrusion detection for attack detection systems by
increasing the reliability of informative features of self-similar traffic. Conclusions. The offered technique of complex
use of the methods of the analysis adequate to laws of modern traffic of information and communication networks,
increases efficiency of definition of anomalies at the expense of increase of informativeness of the estimated
characteristics of traffic.

Key words: estimation, characteristics, self-similar traffic, information and communication network, detection
of attacks.

AkTyanbHicTb npo6nemu. CtpiMkuin po3sutok  piBHi IP. daHi MOXyTb OyTK arperoBaHi 3a NeBHUI
iHOpMaLiNHO-KOMYHIKaLIMHUX CUCTEM | MepeX  4YacoBMKW iHTepBan i Hopmarsi3oBaHi, N0 HUM OLi-
(IKM) Ta iHdopMaUiiHUX TEXHOMNOriN BWKMWKAE  HIOKTbCA XapakTepucTukn (Habip 03Hak) Tpadiky.
psg npobnem, noB'si3aHnX 3 6eanekoto MmepexeBux  CTBOpeHUIn Habip 03HaK NOPIBHIOETLCSA 3 HAOOPOM
pecypciB. ToMy akTyanbHO € po3poOKka Ta BAO-  XapaKTepUCTMK HOpMarbHOI AisnbHOCTI ob'ekTa
CKOHarneHHs1 CUCTEM BUSIBfIEHHSI Ta 3anobiraHHA  (KopucTyBada abo cuctemm) — LWabrioHOM Hop-
BTOPrHEHb, FONMOBHUM 3aBOaHHAM SIKUX € po3nidHa-  ManbHOI NoBefiHKW. FAKLO CrnocTepiraeTbCsa CyT-
BaHHS MepeXeBux atak, Cnpod HeCaHKLiIOHOBaAHOrO  TeBa PO3biXKHICTbL NOpiBHIOBaAHNX HabopiB, TO dik-
JOCTyMy Ta BUKOPUCTaHHA pecypciB Mepexi [1; 2].  cyeTbca MepexeBa aHoManiqa. B iHwWoMy Bunagky

Lis npobriema BMPILLYETBLCSA LUMSIXOM BMKOPUC-  BigOyBaeTbCA YTOYHEHHS LWAGMOHY HOPMAarbHOro
TaHHs 3acobiB MOHITOPUHIY, 30aTHUX aHanidyBatun  Tpadiky 3a AOMOMOrow 3MiHM napameTpiB Noro
Tpadik Mepexi B pexumi peanbHOro 4acy. [lo  HacTpoOMKM 3 ypaxyBaHHSM MOTOYHOrO criocTepe-
Takux 3acoBiB MOHITOPUHTY BiAHOCATLCSH CUCTEMU  KYBAHOIO MPOMINto MepexeBoi akTUBHOCTI.
BUSIBMIEHHS Ta 3anobiraHHs aTak (CBA). Ha Takuin anroputm BUSBNEHHS aHOManin opi-

AHania ocTtaHHiX AocnimkeHb i nybnika-  €HTYOTbCA NOBEAiHKOBI METOAN aHanidy Mepexe-
Lin. 3axmcT KpUTUYHO BaxnnBMX OO'eKTiB iH(ppa-  Boro Tpadiky, A0 SKUX MOXHa BiAHECTW: BEMBIET-
CTPYKTYpWU Bi HaBMMUCHUX KiDEpPHETUYHMX BTOpP-  aHani3; CTaTUCTMYHWWA aHani3; aHania eHTponii;
rHeHb 3i CTOPOHW OKPEeMUX OcCiO, opraHisauin abo  cnekTpanbHU aHani3; dpakTanbHU  aHanis;
KpalH € Haa3BMYanHO akTyanbHuMM. Hanpuknag,  knactepHwun aHanis [1; 6; 7].

[0 OCHOBHMX 3arpo3 Afd MPOMUCIIOBUMX CUCTEM Tpadik B IKM € HENiHINHUM CTOXaCTUYHUM NPO-
ynpaeniHHa BiOHOCATLCS, 30KpeMa: MepexeBi  LecoM 3 BnacTMBOCTAMU camonofobu Ta 3 xao-
aTaku Yepes KopropaTuBHI MEPEXi; aTaku Ha CTaH-  TUYHOK | ppakTanbHOK AnHamikow. Kpim Toro,
OapTHI MepexXeBi KOMMOHEHTW; aTakm TUNY «Bif-  BCTAHOBMEHO, LLO arperoBaHui Tpadik Big pisHUX

MoBa B o6cnyroByBaHHi» [3]. J)Kepen Ha Manux 4acoBuxX MacluTabax NnposiBrsie
3acobom 3axucty IKM Big iHdbopmauinHO pyn-  MynbTUdpakTansHMn xapakrep [8].

HIBHUX BTpyYaHb y BUIMSAAi KibepHETUYHMX BTOpP- Takum YMHOM, aKkTyarbHOK 3aJayeld € KOMIM-
rHeHb € cuctemn CBA, OCHOBHe 3aBAaHHSI SIKMX  JIEKCHE CMOCTEPEXEeHHSA iHOopMaTUBHUX O3HaK
rnonsirae B onepaTtMBHOMY iX BUSIBIIEHHI Ta B iHiLi-  MepexeBoro camonogibHoro Tpaduka ansa Bu3Ha-
toBaHHi €EeKTUBHOIO 3aXMCHOMO CLEHApPIl0 OO0  YEeHHS aHOMani B cMCTeMax BUSIBIIEHHS aTak.

NPUNMHEHHA pakTy nNOpYyLIEeHHs KOoHdigeHuin- MeTa cTtatTi: OGrpyHTYBaHHA METOAMKN KOMIM-
HOCTi, OOCTYMHOCTI Ta LiNIiCHOCTI iHpopMaUiHNX  JIEKCHOTO OLHIOBAHHA XapakKTepUCTUK camoro-
pecypciB Ta cepsiciB. AibHoro Tpadika iHOpMaLiNHO-KOMYHiKaLiMHNX

Hapaasi cchopmyBanuck ABa HanpsMKu NpOTUAIT  CUCTEM | Mepex LWoao BU3HAYEHHS aHoManin ans
BTOPrHEHb: BUSIBNIEHHSA 3NOBXMBaHb Ta BUSIBIEHHS  CUCTEM BUSABIEHHS aTak.
aHomanin [4; 5]. Buknan ocHoBHOro marepiany.

Mpn BusiBNEHHi MepexeBux aHomanin [1] KomnnekcHa ouUiHKa XxapaKTepucTuK Tpa-
JaHuMKM  Ona  aHanidy € wMepexesun Tpacdik,  piky. PpaktansHum (camonogibHum) € cTauioHap-
npeacTaBneHuin SK iHTEHCTIBHOCTb (WUBMAKICTb)  HWIM BUNAAKOBUIM NPoLEC X i3 MOCTIMHUM cepegHim
nepenayi gaHux abo Habip MepexeBux nake- i aBTOKOpensuinHow dyHkuieo (AKD), sky MOXHO
TiB, B 3aranbHOMY BMMNadKy pparMeHTOBaHWX Ha  3anucaTtw k.

10
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r(k) ~L,(t)k™® npu k — o, (1)

ae L, — nosoni 3MiHOBaHa Ha HeCKiHYeH-

HOCTi dyHKUis, To6TO Ans x>0 BoHa Mae

!i_r)TOlLl(xt)/Ll(t):l; B=2-2H; O<PB<L;H
napameTtp XepcTa.

Yac-yacmomHult aHaniz. Ana camonogibHux
npouecie 3 pJosrotpuanok (noeoni ybysato-
yoto — IMY3) sanexHicTio AK® rinepboniyHo yoOy-
Bae 3i 3pOCTaHHSAM YacoBOi 3aTpUMKK kK . HaBnaku,
npoLecn 3 KOPOTKOCTPOKOBOK (LIBUAKO ybyBato-
yoto — LLIY3) 3anexHIiCTio XapaKTepuayTbCs eKc-
NOHEHLINHO cnagato4oto iHTerpoBaHoto AK®. [1na
BM3HAYEHHS TUMY 3aneXHOCTi B eKCnepuMeHTanb-
HOMY YacoBomy psadi HeobxigHo noro AK® anpok-
CUMyBaTU 3a BENNYMHOKO NMOXNOKM BCTAHOBUTM TUM
npouecy (MYy3 abo LWY3).

CnekTparnbHa LWinbHiCTb camonoaibHoro npo-
Lecy NigKoprETLCS CTYNMEHEBOMY 3aKOHY:

S(f)~L,@)f " npn f >0, (2)

Ae L,(t) — nosoni 3miHIOBaHa B Hyni pyHKLis;
O<y<l; y=2H+1.

CnekTpanbHun aHania [go03BONsSE BUAINATU
HanbinbLWw iHOpMaTMBHI CKNagoBi OocCnigXyBa-
HOro Mpouecy 3a AOMOMOroK 3MiHW PO3MIPHOCTI
BUXiAHOrO NPOCTOPY O3HaK. [OMNOBHI KOMMOHEHTU
00MpaloTbCs TaKMM YMHOM, OO BOHM BignoBsiganu
HanBInNbLWIN MIHAMBOCTI NPoLECy. IHLI KOMAIOHEHTH
MOXYTb OYTW PO3rMAHYTI K CKNagoBi LWyMY.

BeriBneT-aHania nonsrae y BMU3HAYeHHi Koe-
QilieHTIB po3KknagaHHA BUXIOAHOro curHany no
BasncHumM dyHKUiam. Ak curHan moxe po3arnsaga-
TUCSA IHTEHCUBHICTb MepexeBoro Tpacdiky abo gaHi
npo kopensauito IP-agpec npmusHadeHHs [1].

BukoHaHHA BeMBNeT-nepeTBOpPEHHS O03BONSE
BMAINUTN HanbinbWw BaroMy iHopMaLito 3a pis-
HeM KoedilieHTIB nepeTBopeHHdA. Hanpuknag,
BOHO pgo3Bonse Buginutu [1]: aHomanil, BUKNuK-
KaHi MOMUMKaMM B HanawTyBaHHSAX MEpPEeXeBOro
obnagHaHHsA, a Takox 360emM B pob0Ti 06nagHaHHS;
MepeXeBi aTaku KrnacoMm «BigMoBa B 0OCnyroBy-
BaHHi»; NepeBaHTa)XEHHsI B MepeXxi Ta iHLui.

CkeneToH (MOTYXHICTb KoedilieHTiB BenBneT
NepeTBOPEHHS) MOKasye HasiBHICTb camonogobu
y BUMAOI PO3BMHEHOI [epeBOnodibHOi CTpyk-
TYypu 3 posranyXeHHAMU (rinkamu), 3anexHicTb
Big MacwTaby siKMX OMUCYETLCA MO CTYNEHEBOMY
3aKOHY.

MigpaxoBytoun YMUCIIO TOYOK MaKCUMYyMIB Koe-
dilieHTiB BensneT-nepetBopeHHs N(n) Yy3[oBX
napameTpa 3cyBy B ob6nacTti macwtaby n MOXHa
OLHUTK 3HAYEHHS NapameTpa XepcTa:

H =1og[N(n)]/log(n). )
CmamucmuyHul aHanis. SAkwo aucnepcis
npouecy noeojli ybyBae, To6TO gucnepcis Bubip-
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KOBOrO CepefHboro Ma€ MOBINbHIWWIA cnag, Hix
BEMMYMHA, 3BOPOTHA OOBXWUHI BUBIpKU:

*(x™)~m™ npu m — o, 4)
TO AaHui npouec € camonogidHum (B =[0,1]).
[HCTpPYMEHTOM CTaTUCTMYHOIO aHanidy € Jocri-

DKEHHA yHKUii posnoainy. [Ona camonogibHux

npoueciBs 3i cTyneHeBuMm (rinepboniyHmum) yoy-

BaHHAM AK® xapakTepHUM € pO3MOAiN 3 «BaXKKNUM

XBOCTOM».

BunagkoBa BenuumHa Z mMae po3nogin 3 «Bax-

KMM XBOCTOMY, SIKLLIO

P[Z > X]~cx" npu X — o, (5)

e O<a<2 — napametrp copmu (MOKa3HMK
«TSKKOCTI XBOCTa»), C — NO3MTUBHA KOHCTaHTA.

HanuacTiwe gns anpokcumaldii rictorpam ekc-
nepuMeHTanbHUX AaHWX camonogibHMX npouecis
3aCTOCOBYIOTbLCA (OYHKLji CcybeKkcrnoHeHuianbHmX
3aKkoHiB posnoginy: MNapeto, Benbynna, norHop-
ManbHWU ToLwo. [1ns nepeBipkn agekBaTHOCTI TEO-
PETUYHNX PO3NOAINIB eKCNEPUMEHTaNbHNM SaHUM
BUKOPUCTOBYHOTbCA kpuTepii 3rogn Konmoroposa
i MipcoHna.

MokasHMK  «TSKKOCTI  XxBOCTa»  (Napamertp
dopmun) o, BU3Ha4atoTb No metogy Xinna abo wns-
XOoM nobynosu rpadiika 0OAaTKOBOrO po3noAiny
B noaBinHoMy norapudmivHomy macwtabi (LLCD).

[na nepeBipkn HynbOBOI riNOTE3N MpPO Hesa-
NEXHICTb | TOTOXHICTb PO3Noginy 3HayeHb 4aco-
BOro psiy 3anpornoHoBaHO BDS-TeCT, KM Takox
[O3BOMSE BUSABUMTU HEMIHIMHICTE MOPOOXKYHOYOT
cuctemu, BIQPI3HUTM  BUNAZKOBI cuctemMu Big
AEeTEPMIHOBaAHOro xaocy abo Bif HeniHiHMX CTO-
XacTU4HUX cuctem [8].

BDS-ctatnuctuka w € HopmarnbHO po3nogine-
HOO: SKWO W MpUMMae 3Ha4YeHHs |W|£l,96, TO
HyNbOBY rinoTe3y 3 BiporigHicTio 95% MoxHa npu-
NHATK (CnoCTepiraeTbCa CTOXaCTUYHWUIA NpoLec,
BiANIKW SKOrO He3anexHi, OOQHAKOBO pPO3nogifeHi
BMNAAKOBI BEMNYMHN), iHAKLLE |W| >1,96 —HYNLOBY
rinotedy HeobXxigHO BiOXMNMTM (CNoCTepiraeTbes
XaoTWYHMI NpoLuec). AKLWO B pe3ynbTaTi BUKOHaHHSA
BDS-tecta gna 3anuwikiB  (NOXMBKM)  NiHINHOT
MoZeri BUSBUTLCS, LLIO HYMbOBY rinoTe3y NoTpibHO
BiAXUITUTU, TO AaHN NPOLEC € HENIHIMHUM.

CratuctnyHmi ananis [1; 7; 8] € sgpom mMeTo-
AiB BUSIBNEHHS aHOManin B mepexi. [NepeBaramum
CTaTUCTUYHMX CUCTEM € X aganTauis A0 3MiHu
NoBeAiHKM KOpPUCTyBa4a, a TakOX 34aTHICTb [0
BUABMEHHA Moaudikauin atakn. Cepen Hegonikis
MOXHa BiA3HAYNTN BUCOKY WMOBIPHICTb BUHWK-
HEHHA MOMWNKOBMX MOBIOOMIEHb MNPO  aTaku
i 3aNeXHICTb Bif NOPAAKY MPOXOIKEHHS MOAIN.

®pakmarnbHUl aHanis. Cy4acHUA MepexeBui
Tpadik € camonogioHuM i Mae dpakTanbHy (Opo-
00BY) PO3MIpHICTb B Yaci.
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3a yacoBMM pagoM MpU BiAOMOMY 3HaYeHHi
KopensuinHoro iHTerpana C(g) BM3Ha4YaeTbCH
KopensuinHa po3MipHicTb D :

Bt (6)

Je & — MiHiManbHa BiACTaHb Y NPOCTOPI.

lMokasHuk Xepcta H xapakTepuaye CTyniHb
camononobu npouecy. [1n1a Moro BU3Ha4€HHs1 BUKO-
pUCTOBYIOTb: METoq nepiogorpam, BenBnet-aHa-
ni3, metoq arperoBaHux gucnepcin i R/S-ananis.
3rigHO 3 OCTaHHIM NOKa3HWK XepcTa BU3HaA4YaeTbLCs
no cpopmyrni

H Iog(R/S), 7)
log(cN)

e S — cepegHbOKBagpaTUYHE BIOXWUNEHHS
CMOCTEPEXYBAHOIO 4acoBoro psagy, R — po3amax
HaKoMNU4eHoro BigxuneHHss, N — 4yucno nepiogis
crnocTepexXeHb, ¢ — NO3NUTUBHA KOHCTaHTA.

[aHnin nokasHuK CBigQYUTbL MNPO HAaSABHICTb
TpeHaa abo Npo BMMAAKOBICTb MPOLECY, a TaKoX
XapakTepuaye €eBOSIOLi0 A0CMigKyBaHOroO Mpo-
uecy. Akwo 0,5<H <1, To AaHWn npouec xapak-
TEepU3yeTbCA AOBrOTPMBANow Nam'aTTio i € nep-
CUCTEHTHUM, AKWwo X 0<H < 0,5, To ue roBopuTb
NpO aHTUMEPCUCTEHTHICTL npouecy. 3HaYeHHs
H=0,5 xapaktepHe pAnsa OpOyHIBCbKOro pyxy
3 HesanexHumn gobyTkamu i Bignoeigae BMnagko-
BUM BiOXWNEHHSM NPOLECY Bif cepeaHboro.

[na BU3HAYEHHST peXxrMMy NOPOMAXKYHYOro npo-
Lecy, OUiHITb noro eHTponito Konmoropoea K,
sika JOPIBHIOE CYMi CTapLUMX Noka3Hukis JlsnyHoBa
i XapakTepuaye LWBUAKICTb BTpatu iHdopmauii
npo CTaH AMHaMI4YHOI cucTeMn B Yaci. K-eHTponis
OOPIBHIOE HYMIO MpU perynsapHoOMy pyci, HEeCKiH-
YyeHHa [Ons  BUNAOKOBUX CUCTEM, MO3NTUBHA
i obmexxeHa anst CUCTEM 3 AMHAMIYHMM XaoCOoM.

3Ha4YeHHa KopensiLinHOT eHTpOonii OLiHIOTL Mo
KopensuinHomy iHTerpany C(e,d), 3anexHomy sk
BiZ BigCTaHi ¢, Tak i Bi4 po3mipy ¢asoBoro npo-
ctopy d:

_ C(e,d)
K.(s,d) = CedeD) (8)

KopensiuinHa eHTponisa TakoX O03BONSIE BU3HA-
YUTU OUIHKY iHTepBany TO4YHOI nepenbavyBaHOCTI

npouecy:
1 1

T.=—In| =|. 9

() ©

KopensuinHa eHTponisa K. € HMWKHbOIO MeXeto
K-enTponii. 3a yac, 6inbwmn T, MOXNUBE TiNbKu
CTaTUCTUYHE NPOrHO3yBaHHS.

MynbmugbpakmaneHul aHanis. ArperoBaHun
Tpadik Big PpisHMX [DKepen Ha Manumx 4acoBuX
MacwwTabax NposBAsie MynsTUdPaKTansHUN Xapak-
Tep, TOOTO Ma€e rHy4KUin 3aKOH MaclLTabyBaHHS.

12

3anexHicTb y3aranbHeHOI CTaTUCTUYHOI PyHK-
uil Q Big BigCTaHI € Ta 3HAYEHHS NOPSAKY q onu-
CYEeTbCS K
Qg.e)~e”, (10)
Ae t, — CKeiniHroBa ekcrnoHeHTa (MacliTabHa
dYHKUiST), WO BU3HAYAETbCS SK

o = limn@:€) (1)
9 0 Ing
t, =(q-1)D,, (12)

Ae D, — CNeKTp CUHrynsipHOCTeW, sikuid Xxapak-
Tepusye po3nodin TO4YOK B AesKin obnacTi i noka-
3y€e HacCKifIbkKM HeogHopigHow € JocnigxyBaHa
MHOXWHa TOYOK.

Akwo Dq 3anexuTb Bi4 g, TO 4AaHOK MHOXM-
HO TOYOK € MynbTUdhpakTan (HeogHopigHa dpak-
TanbHa MHOXMWHA) 3 HEMiHINHOK YHKLE Ty

[nsa aHanisy BnactMsocTen camonogobu i nos-
roTpuBarnoi 3anexHocCTi HeCTaliOHApHUX YaCoBUX
psAiB 3aCTOCOBYIOTb MyNbTUdPAKTaNbHUI aHani3
aetpeHpoBux dnyktyauin (AQP), skun € pisHoBU-
AOM OucnepcinHoro aHarnisy.

Yacoeui psg x(k) po3buBaeTbca HA m nigno-
cnigoBHOCTEN JOBXUHW N (Nnm = N'), ANA KOXHOro
3 AKMX OBuUMCNIOETLCA mnoKanbHuA TpeHa X, (k)
Ta cepedHbOKBagpaTMyHa Moxmbka Takoi anpok-
cumauii F(n). BignosigHi po3paxyHKM NOBTOPHO-
I0TbCA ANd Bigpi3skiB pisHOl AoBXuHKW. Mpo HasBs-
HiCTb camonogobu CBigYNTL CTYNEHEBMWIA XapaKkTep
3anNeXHOCTi:

F(n)~n®“; o ~logF(logn). (13)

3anexHo Big 3HAYEeHHs MOKa3HWK CKenriHra

o MOXHa KnacudikyBaty Yacosuin psg. Tak, ans

BMMAAKOBOro npouecy (HekopenboBaHa MoBe-

aiHka) o =0,5; 0<a<0,5 Bignoeigae aHTMnep-

cucteHTHomy psagy; 0,5 <a <1 BM3Ha4ae nepcuc-

TEHTHi JOBroTpmBani kopensuii; o =1 xapakTepHe

ansa 1/f-wyma. MNpu o > 1 Kopensuii icHyoTb, NpoTe

CTYNEeHeEBY 3anexHiCTb BOHM He BigobpakatoTb;
a =1,5 xapaktepHe Ans 6poyHIBCbKOrO LUyMy.

Mpun myneTndpaktansHomy AP obuncnioeTbcs
KymynsatueHun psag x(k), Wwo noTiM po3ainderbes
Ha N, =N/s HenepeciyHuX BiApi3KiB JOBXUHM S,
ANA AKX 0BYNCTIIOETLCA ancnepcis F2(s).

DyHKUIT donykTyauin q-ro nopsagky Bu3Ha4va-
€TbCH yCepeaHeHHsaM UuxX ANcnepcin:

1 2N ar2 lq
Fs)={=—2[F©] } . (14
2Ns v=1
Akwo 3anexHicte F (s) Binp s Mae cTyneHe-
BUI XapaKkTep
h(a)
F,(s)~s"™, (15)
TO AaHWA YacoBWUW psig 3BOOMTbCHA OO CaMo-
nogibHOI MHOXMHM, WO MNpOosBNSAE OOBroTpusani
Kopensuii.
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3 Bupasis (14), (15) Bunnueae, Wwo npu q =2
nokasHuk [enbgepa (y3aranbHEHWA MNOKa3HUK
Xepcta) h(g) =H . Ons MoHoMpakTanbHNX Yaco-
BUX PpAAIB y3aranbHEHWW MOKasHMK Xepcta He
3anexuTsb BiA ¢, a dnykTyauiiHa dyHKuia F*(s)
nocTinHa.

Ona mynetudpaktansHux pagis h(q) — Heni-
HiMHa yHKUiF. Tpy NO3UTMBHUX 3HAYEHHSX g
OCHOBHWI BHECOK y (PyHKUito F (S) AawTb cer-
MEHTM 3 BENVKUMU BiaxXuneHHaMu F*(s), a npu
HeraTMBHUX — 3 ManMMu. Taknum YMHOM, NpU Hera-
TUBHUX 3HAYEHHAX (¢ Y3aranbHEHWA MOKa3HWK
XepcTta h(g) onuncye noBediHKY CErmMeHTiB, Lo
NposaBnATb Mani rykTyauii, a npy no3nTuBe-
HUX — BEMWKI.

MeToauKka OLHKM XapaKTEPUCTUK Mepexe-
Boro Tpadpiky Ha OCHOBI BULLEBNKNAOEHOrO BMIO-
Yyae HacTynHi eTanu.

1. Yac-yacToTHWMIn aHanis:

— BM3Ha4yeHHsa no AK® npouecy Buay 3anex-
HOCTi (KOpoTKkOCTpokoBa abo goBroTpusana);

— nobygoBa i aHani3 rpadpika cnekTpanbHOi
LWiNBHOCTI NOTY>XHOCTI (BMpa3s (2));

— aHani3 Buay BewBneT NepeTBOpPeHHs (OuiHKa
nokasHuka Xepcrta H (supas (3)).

2. CTaTUCTMYHWIA aHanis:

— aHani3 aucnepcii BMOIpKOBOro cepeaHbLOoro
(8upas (4));

— nobygoBa rictorpamu ekcnepumMeHTanbHOro
pO3MOoAiNy i BU3HAYEeHHA MOro agekBaTHOCTI Teo-
peTUYHUM posnodifiaM 3a JONOMOroK KpuUTepiiB
3rogn Konmoropogsa i NipcoHa;

— BM3HAYEHHS NOKa3HUKa «TSHKKOCTI XBOCTa» o
posnoainy metogom Xinna ta/aéo metogom LLCD

— 3acTtocyBaHHA BDS-tecta gns nepesipku
HYNbOBOI FiNOTE3MN NPO HE3aNEeXHICTb | TOTOXHICTb
po3noginy 3HayeHb YacoBOro psdy Ta BUSBMEHHS
HEMiHINHOT 3aNeXHOCTiI.

3. dpakTanbHuiA aHanis:

— BM3HaA4YeHHs NokasHuka Xepcta H 3a Bupa-
3om (7);

— obuuncrneHHs kopenauinHol eHTponii K. 3a
BMpasom (8);

— obuncneHHs kopensduinHoro iHTepBany npo-
rHO30BaHOCTi (rMMBKHKM NporHo3y) npouecy T. 3a
Bupasom (9).

4. MynbtndpaktanbHUA aHania:
BM3HAYEHHS MOKasHMKa
(supas (13));

— 0BYMCrEHHsI CKeWniHroBOi EKCMOHEHTU T,
(supas (11));

— obuncneHHa nokasHuka [enbaepa h(q)
(supas (15));

— BU3HAYEHHs1 CMEeKTpa CuHrynsipHoctein D,
(Bnpas (12)).

TakuMm 4MHOM OpPMYETLCA BeKTop iHdop-
MaTUBHMX O3HaK (XapaKTepuCTUK i mapameTpiB)
MepeXeBoro camonoaibHoro Tpadgiky Ana nogarnb-
Lworo BusiBneHHa aHomanin ansa CBA.

Mpuknaa aHanisy Ta OUiHKM XapaKTepucTUukK
MepexeBoro Tpadiky. BignosigHo oo meToamku,
po3rnsHyTOi BUlle, OyB BMKOHAHWMA aHania cur-
Hany Tpadiky mepexi Ethernet [8], akun GyB arpe-
roBaHuM 3 KPOKOM 5 C.

Mpouec, WO nopoaKye eKkcnepumeHTanbHui
curHan Tpadpiky Mae BNacTUBOCTI, MpuUTaMaHHi
camonogibHmMm npouecam: rinepbonivyHe yoyBaHHS
AK® i3 3pocTaHHsIM YacoBoi 3aTpumMku (puc. 1,a),
CTYNEeHEeBMA 3aKOH WOro CnekTpanbHOI LWinb-
HocTi (puc. 1,6) Ta noBoni ybyBatouy gucnepcito
(pnc. 1,8).

CwvrHan mae (tabn. 1) posnogin 3 «BaXKuM
XBOCTOMY» (MOKa3HWK hopMu CTaHOBUTL o =1,4),
rictorpama  eKCnepuMMEHTanbHOro  po3noainy
3rigHo 3 kpuTepismu 3rogu Konmoropoea i [ipcoHa
Bignosigae posnoginy llapeto, CKeNneToH Bewn-
BNET-NEPETBOPEHHS CUrHany mMae gepeBonoaibHy
CTPYKTYPY, @ NOKa3HUK XepcTa Mae€ Aiana3oH 3Ha-
yeHb [0,888; 0,980]. MNpouec TakoX € HeNiHINHUM
BiANoBIiAHO Ao pesynbraTtiB BDS-TecTy.

cKkeunniHra

o

g D nmpeim,

— o0b4yMcrneHHs  KOpensuinHoi  PO3MipPHOCTI
atpaktopa D, 3a Bupasom (6);

kg 50

14 ™ an
; | 3
f-: e T. :'
£ o 1o
i o 1

.".E:-: ] 000 'mc 1axm
a

Puc. 1. AK® (a), cnekTp (6) Ta ancnepcis (8) curHany Tpaduka
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Tabnuus 1
Tabnuusa BeKTOpy O3HaK MepexeBoro Tpadiky

Moka3Huk CurHan Tpadiky

AKD rny3

CnekTp CTyneHeBWin 3aKOH

BenBneTt-nepeTBopeHHs HepeBonogibHa
CTPyKTYpa
CKeunneToHa

Oucnepcis MoBoni ybyBatoya

3akoH posnoginy 3a KpuTepiem:

— Konmoroposa Mapeto

— [MipcoHa Mapeto

[NoKka3HUK «BaXXKOCTi XBOCTa» 1,40

BDS-tect XaoTnyHun

HeniHinHWA Npouec

lMokasHuk XepcTa

— nepiogorpaMmHnin MeToa 0,980
— MeToq arperoBaHoi aucnepcii | 0,888
— R/S ananis 0,913
KopensuiiHa po3mipHiCcTb 2,956
KopensuinHa eHTponia 0,640
IHTepBan NPorHo30BaHOCTI 2,525
[Noka3HuK ckenninra 0,980
CkenniHroBa ekcrnoHeHTa* -0,253
MokasHuk Menbaepa* 0,212
CnekTp cuUHrynapHocten® 0,614

* BHauyeHHs1 QoyHKUiU On1si nopsioKy q=2.

lnoTe3an Npo TOTOXHICTb PO3MOAINY 3HaYeHb
curHany npuimanuce 3 BiporigHicTio 95 %.

AHaniz getpeHgoBux orykTyauin npoBOAVBCS
Ha BCbOMY curHani Tpaciky (nosxuHoro 16384 Taktn
TpuBanicTio 5 ¢), a TakoX Ha Maninn YacTuHi LbOoro
cvrHany (goBxuHoto 256 TakTiB) — curHan 1.

Ona curHany Ttpadika 3HaAYeHHA MNoKasHWKa
ckenniHra cknano o =0.980, wo 6nu3bke Ao
1 (puc. 2, a) i ue BnactMeo anga dnikep-wyma,
Yy 9KOro eHepria crnekTtpa 3BOPOTHO MponopuinHa
yacToti. Cnig BiAMITUTY, WO OTPUMAHE 3HAYEHHSI
NMoKasHMKa CKenriHra oo cniBnagae 3i 3Ha4eHHAMMU

a3

nokasHuka XepcTa, OTpUMaHUM nepiogorpamMmHnm
MeToAdoM. (ave. Tabn. 1).

AHanisz curHany 1 Jo03BONUB BUAINUTU Pi3Hi
pexnmMmn ctaHy mepexi (noro Tpadiky). NosegiHka
curHany 1 (puc. 2,6) Ha iHTepBani Big 10 oo 86 Tak-
TiB HEKOpEenboBaHa, OCKiMbKW NOKa3HUK CKeunniHra
al=0,5.

Mpomixky vacy Big 87 go 129 TaktiB Bignosi-
pae a2=1,793>1, wWo cBiguMTbL Npo Kopensuii,
npoTe CTYMNeHEeBY 3aneXHiCTb BOHW He MatoTb. Ha
iHTepBani Ginbwe 129 TakTiB NOKasHMK NpuiMae
3Ha4yeHHs 0,5<a=0,921<1, wo Bnactuee Ans
NepCUCTEHTHUX NPOLECIB, AKi MalOTb TPEHA.

Takmm 4nHoM, BMKopucTtaHHsa AP Ha manux
YacoBMX iHTepBanax AO03BOMSIE BU3HAYUTU Pi3Hi
CTaHu Mepexi Ta knacudikysaTtu T aHomannii.

CwvrHan Tpacpiky B Linomy BUABUB MynbTudpak-
TarbHi BNAcTMBOCTI: MOro rpaddikn CKEMMIHIOBOT eKC-
NMOHEHTWN Ta MnokasHuka [enbaepa € KpMBUMU MiHi-
AMM, LLO 3anexaTb Bif 3HaYEHHS MOPSAAKY, a CeKTp
CUHIYISAPHOCTEN HE € KOMMAaKTHOK MHOXWUHOLO.

BucHoBKM 3 faHoro aocnimkeHHs i nepcnek-
TUBM NoganbLUNX PO3BiA0K Y AAHOMY HanpAMKY.
OGrpyHTOBaHa METOAMKA KOMIMMEKCHOI  OLiHKM
XapakTepucTuk camonopioHoro Tpacpika IKM, wo
BKNIOYaE Yac-4acTOTHUI, CTaTUCTUYHWIA, opaKkTasib-
HUR | MynbTUdPaKTanbHUM aHanisu, Wo A03BoNnse
NiABALLMTL  MMOBIPHICTb BW3HAYEHHS BTOPrHEHb
ana CBA 3a paxyHOK MigBWLLEHHSI OOCTOBIPHOCTI
iHdbopMaTMBHUX 03HaK camonoaidHoro Tpadika.

Ha npuknagi ekcnepymeHTanbHOro curHany
Tpadiky mepexi Ethernet nposegeHun aHanis
Ta BU3HAYEHi NOro XapakTepUCTUKM.

Mopanbli pocnigkeHHs MakTb OyTn cnps-
MOBaHi Ha poO3pOOKy aAeKBaTHWX MPOrHO3YHYMX
MoJenen MepexeBoro camMonodibHoro Tpadiky
Ans  nigBuLIEHHA edeKTUBHOCTI  onepaTuBHOMO
BU3HAYEHHs1 BTOprHeHb anga CBA.

28

Puc. 2. Noka3Hukm ckennidvra curHany tpacpika (a) Ta curnany 1 (6)
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MPOIPAMHI PILLEHHA NO 3ABE3NEYEHHIO HAQINHOIO ®YHKLIOHYBAHHA
CKNAOHUX IHOOPMALIMHO-KEPYKOUMUX CUCTEM
KPUTUYHUX OO PEXUMY PEAJIbHOIO YACY

Binbwicme cknadHux cucmem asmomamu3aauii 2ipHuU4o-MemarypailtiHo2o Komriniekcy YkpaiHu nompebytoms 00Ko-
PiHHOT MOdepHisauii. ¥ cydyacHUX yMosax maka ModepHisauis nepedbayae 8UKOPUCMAHHS KOMITIOMEPHUX MEXHOI02Il
0151 CMeopeHHS iHhopMaUitiHO-KepyHUX CUCMEM SIKi payroomb 8 PEXUMI peanbHO20 Yacy, a eumoau 0o HadiliHoc-
mi ix GbyHKUIOHY8aHHS € KpUMUYHO 8UCOKUMU. Bpaxosytodu bacamogbyHKUioOHannbHICMBb i cknadHicmes cucmem asmo-
Mamu3auji, wo 3abe3rneyyoms KepysaHHS MEXHOMO_IYHUMU fipouecamu 2ipHU4o-memartypailiHumu supobHuymeamu,
npobnema 3abesrneyeHHs1 ix HadilIHo20 (hyHKUIOHY8aHHS 8 PEXUMI pearibHO20 Yacy He 3800umbCsi 0o subopy 8idrnoeio-
HO20 arapamHOo-rpoepaMHO20 iHCmpyMeHmapito, a nompebye ocobnugux nidxodie o MPoeKkmMy8aHHs1 NPUKIadHo20
npoepamHoe2o 3abesrnedyerHHsi. Memotro pobomu € 0brpyHMys8aHHs npoepamMHUX pilleHb Mo 3abe3neyeHHI0 HadiliHo2o
PYHKUIOHY8aHHSI CKnadHUX iHGhopMaUiliHO-KepyrHUX cucmeM KpUumuYHUX 00 pexxumy peanbHo20 Yacy. Peanizayis
rnocmaerneHoi Memu rnepedbadyae supilieHHs1 3a80aHHSI cMBOPEHHST HaliliIHO (OYHKUIOHYHHO20 8 pexuMi pearibHO20
yacy npoepamHo20 3abe3neqyeHHs CKIIadHUX IHGhopMauiliHO-KEPYIOHUX CUCMEM, WO IPYHMYEMbLCS Ha oCTid08HOMY
aHarnisi ghyHKUiOHarbHOI cmpyKkmypu cucmemu, cmpykmypu ii 064uCsIo8anbHUX 8yarie, sKi npus’sizaHi 0o moroepadii
pO3MiLeHHST Micub 8800y-8UB00y iHGhopMauii i mocmie KepysaHHS MexXHO02iYHUM rpoyecam, ma po3rnodiny ¢byHKUI-
OHarbHUX 3a0a4 MiX rMpoepamMHUMU omoKamu 3 ypaxy8aHHSIM KpUMUYHUX OBMEXeHb Ha Yac ix eukoHaHHs. Memo-
dostoeist supileHHsI MocmaenieHo020 3a80aHHs1 rosisieae y nocnioo8HOMy aHanisi 3azanbHUX (OyHKUIOHaIbHUX 3a0ady,
wo supiwye iHghopmauitHo-yrpaesnsoda cucmema, aHaiizy cmpykmypu mexHidHux 3acobie cucmemu, deKoMno3uyi
3aearnbHUX (ByHKUIOHaIbHUX 3adaq cucmemMu Ha nid3adadi ma po3nodiny yux nié3adady Mix rnpospaMHUMu 3adaqyamu
3 ypaxysaHHsIM 0bMeXXeHb Ha Yac ix pearnizauii. Haykoea Hogu3Ha. Y cmammi rnokasaHo, wo fpu po3pobui npoepam-
HUX piweHb siKi 3abe3nedyromb HadiliHe (hyHKUIOHY8aHHS CKTaOHUX iIHGbOPMaUItHO-KepyrYUX CUCMeEM KpUMUYHUX
00 pexxumy pearnbHO20 Yacy npospamHi 3adadi hopMyrombcs 8UX00s4U, nNeplu 3a ece, 3 sumMoe 00 vacy ix peasnizauji
ma ypaxyeaHHsaM po3nodiny iHghopmMayiliHO-KePYHO20 3a8aHMaxeHHs 064UCIH8aIbHUX 8Yy3rlie cucmemu.

Knro4oei crioea: cucmemu peanbHO20 Yacy, HadiliHicmb ¢byHKUIOHy8aHHS, rpozpaMHi 3adauvi, byHKUioHanbHa
cmpykmypa, iHgbopmauitiHo-Kepyrodu cucmemu.

16



Information Technology: Computer Science, Software Engineering and Cyber Security, Bun. 1, 2021

Volodymyr KUVAIEV

Doctor of Technical Sciences, Professor of the Department of Computer Systems Software, Dnipro University
of Technology, 19 Dmytra Yavornytskoho ave., Dnipro, Ukraine, 49005, kuvaiev.v.m@nmu.one

ORCID: 0000-0001-6329-071X

Scopus Author ID: 6602411915

Pavlo ISHCHUK

Assistant of Department of Computer Systems Software, Dnipro University of Technology, 19 Dmytra
Yavornytskoho ave., Dnipro, Ukraine, 49005, yshchuk.p.o@nmu.one

ORCID: 0000-0001-6399-6771

Artem POLITOV

student of the Faculty of Physics, Electronics and Computer Systems, Oles Honchar Dnipro National University,
72 Gagarina ave., Dnipro, 49000, politov3601@gmail.com

ORCID: 0000-0003-2822-8026

Vladyslav BURIAK
student of specialty 121 "Software Engineering" of the second (master's) level of higher education, Dnipro
University of Technology, 19 Dmytra Yavornytskoho ave., Dnipro, Ukraine, 49005

To cite this article: Kuvaiev, V., Ishchuk, P., Politov, A., Buriak, V. (2021). Prohramni rishennia po
zabezpechenniu nadiinoho funktsionuvannia skladnykh informatsiino-keruiuchykh system krytychnykh do
rezhymu realnoho chasu [Software solutions to ensure the reliable operation of complex information and
control systems critical to real-time]. Information Technology: Computer Science, Software Engineering
and Cyber Security, 1, 16—24, doi: https://doi.org/10.32782/IT/2021-1-3

SOFTWARE SOLUTIONS TO ENSURE THE RELIABLE OPERATION
OF COMPLEX INFORMATION AND CONTROL SYSTEMS CRITICAL TO REAL-TIME

Most complex automation systems ofthe mining and metallurgical complex of Ukraine need radical modernization.
In modern conditions, such modernization involves the use of computer technology to create information and control
systems that work in real time, and the requirements for the reliability of their operation are critically high. Given
the versatility and complexity of automation systems that control the processes of mining and metallurgical production,
the problem of ensuring their reliable operation in real time is not limited to the selection of appropriate hardware
and software tools, but requires special approaches to application software design. The purpose of the work is to
Substantiate software solutions to ensure the reliable operation of complex information and control systems critical
to real-time. Realization of the set purpose provides the decision of a problem of creation of reliably functioning
in real time software of difficult information and control systems based on the consecutive analysis of functional
structure of system, structure of its computer knots which are tied to a topography of placement of input-output
of information and control posts. technological processes, and the distribution of functional tasks between program
flows, taking into account the critical constraints on their execution time. The methodology for solving this problem
is a consistent analysis of general functional problems solved by the information management system, analysis
of the structure of technical means of the system, decomposition of general functional problems of the system into
subtasks and distribution of these subtasks between program tasks. Scientific novelty. The article shows that in
the development of software solutions that ensure the reliable operation of complex information and control systems
critical to real-time software tasks are formed based primarily on the requirements for the time of their implementation
and taking into account the distribution of information and control load of computer nodes.

Key words: real-time systems, reliability of operation, software tasks, functional structure, information-control
systems.

AKTyanbHicTb npobnemu. binblwicTe cknag-  iX PyHKUiIOHYBaHHS € KPUTUYHO BUCOKMMU. Bpaxo-
HUX CUCTEeM aBTOMaTusadii, 30Kkpema ripHM4O-  BYyHOUM GaraTogyHKLIOHAMNBHICTb i CKNagHiCTb CUC-
MeTanypriitHoro Komnsekcy YkpaiHu, noTpebyoTb  Tem aBTOMaTu3auil, Wo 3abe3nevyoTb KepyBaHHS
OOKOPIHHOT MofepHi3aLii. Y cydacHMX ymoBax  TEXHOMOMYHWMW npoLecamu ripHU4o-meTanyprin-
Taka MoaepHisauis nepenbadvae BUKOPUCTAHHA  HUMM BUPOBHMLUTBaMK, npobnema 3abesnedeHHs
KOMM'IOTEPHUX  TEXHOMOriM  ANA  CTBOPEHHA  iX HafinHOro (OyHKLIOHYBaHHA B pexumi peanb-
iHbOpPMaLNHO-KEPYUMX CUCTEM SIKi MPaUolTb  HOMO Yacy He 3BoauTbCA A0 BUMOOpPY BignoBigHOro
B peXnMIi peanbHOro Yacy, a BUMOr1 4O HaZinHOCTI  anapaTHO-NPOrpamMHOro iHCTpyMeHTapito, a noTpe-

17



Information Technology: Computer Science, Software Engineering and Cyber Security, Bun. 1, 2021

Oye ocobnmBux niaxodiB 4O MPOEKTyBaHHA MNpu-
KnagHoro nporpamHoro 3abesneveHHs. Cy4acHi
KOMM’tOTEPHi TEXHOMOrIN i, NepLl 3a BCe, CUCTEMHE
nporpamHe 3abesnevyeHHs Hagae iHCTpyMeHTapin
AN peanisauil pexxMMiB peanbHOro yacy, B cknag-
HUX BaraToyHKLiOHaNbHMX CMCTEMAaX, ane BOHO
He Jae pekomeHAauin no po3pobui npuknagHoro
nporpamHoro 3abeaneyeHHsa ana Hux. Tomy BuUpi-
LUEeHHA 3afadi CTBOPEHHS HAdiMHOro NpuKnagHoro
nporpamHoro 3abesneyeHHs cknagHux 6Garato-
byHKUIOHarNbHNX CUCTEM TEXHONOrYHOI aBToOMa-
TM3auii € aKkTyanbHOI0.

AHani3 octaHHiX gocnigxeHb i ny6nikauin.
AHanis nitepatypHux gxepen nokasye iCHyBaHHS
OBOX OCHOBHUX HanpsamiB pPO3BMTKY Mporpam-
Horo 3abesneyeHHs1 CUCTEM 3 >XOPCTKUMU BUMO-
raMy [0 Yacy peakuii Ha 30BHIWHI Ta BHYTPILLHI
nogdii — cuctem peanbHoro yacy (CPY). Lle cuc-
TeMHe MpuKnagHe nporpamHe 3abe3nevyeHHs sike
YHKUIOHYE Nig KepiBHMUTBOM creLiani3oBaHoi
onepauifHoi cuctemn peansHoro vacy (OC PY),
sIKi He OpiEHTOBaAHO Ha anapartHi NaToOpMKN KOH-
KpeTHoro BUpobHuKa, Ta cucteMu, e onepadiiHa
cMcTeMa € YaCTMHOIO creLiani3oBaHoro anapaTHo-
nporpamMHoro Komnnekcy. [Jo nepLworo HanpsiMky
pPO3BUTKY CUCTEMHOrO nporpamHoro 3abesne-
yeHHs1 Hanexutb OC PY QNX — ogHa 3 HanbinbLL
noLUMpeHnX onepauinH1UX CUCTEM Takoro Knacy, 4o
apyroro — OC P4 koHTponepis SIMATIC S7 chipmu
Siemens i nporpaMoBaHuX MOriYHUX KOHTpoOnepis
iHLLUMX BUPOBHMKIB.

OcHoBHi iHcTpymeHTapii OC PY QNX i oco-
ONMBOCTI iX MPaKTUYHOrO BUKOPUCTAHHSA OMUCaHI
B poboTax [1-5]. Y Tom e Yac Tam He HaBOAUTbLCS
HaBiTb 3aranbHUX pekoMeHAauin LWoao KOMMOHY-
BaHHA MpPUKNagHoOro nporpamHoro 3abesneyvyeHHs
3 po3nogifioMm MYHKUiOHaNbHUX anropuTMivYHMX
OnokiB MixX nporpamHUMK 3agadamu, npouecamm
i noTokaMu nNpw peanisauii napanensHoi 6barato3a-
Aa4YHOCTi peanbHOro Yacy, 3anuilatym ue Ha pos-
cya nporpamicra.

AHanoriyHa cuTyauis mae micue i npu CTBO-
peHi MpUKNagHoOro nporpamMHoro 3abesnevyeHHst
i ana koHTponepie SIMATIC S7 cipmun Siemens.
Tak B [6-9] HaBoguTbCs B nogpobuusx iHCTpy-
MEHTapil, WO Hagae cuctTeMHe nporpamHe 3abes-
nedeHHs STEP 7 3 npuB’si3KOO 400 anapaTHoro
3abesnedeHHs SIMATIC S7, ane Hemae pekomeH-
Jauin Wwoao KoHdirypyBaHHA cknagHux barato-
YHKLIOHANbHUX CUCTEM | pPO3NOoAineHHs anro-
PUTMiIYHMX OnNoOKiB i BIAMNOBIAHOrO NpPUKNaAHOro
nporpamHoro 3abesneyeHHsa Mix opraHisauinHMmm
6nokammn B cepefoBuLli 3aranbHO CUCTEMHOIO
nporpamHoro 3abesneyeHHs

MeTtoto ctaTTi € JocnimpkeHHA ¢opMyBaHHSA
npuvKnagHoro nporpamHoro 3abesnedyeHHs barato-
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dyHKUiOHaNbHWX iIHPOPMaLINHO-KEPYHOUYUX CUCTEM
KPUTUYHUX OO pexumMy peanbHOro 4yacy Ha npu-
Knagi cuctem ynpasmiHHS LUBUMAKICHAM PEXMMOM
npokaTtku 6e3nepepBHOro ApiGHOCOPTHOrO CTaHa.

Buknap ocHoBHoro marepiany. Cy4acHi cuc-
TeMn aBTOMAaTM3aUil CKNaAHUX TEeXHOMOrYHUX
00’eKkTiB 0O SKMX, 30Kpema, BigHOCATbCA 00’eKTU
ripHMYO-MeTanyprinHoro  komnnekcy, 6asytTbes
Ha CyYacHMX KOMMIOTEPHUX TEXHOMOoriAX, Lo
Ao3Bonsie (pyHKUioOHaNbHO o6’edHyBaTM B OAHIN
cucTemMmn Aekinbka pisHOpigHMX 3a CBOIM MpuU3Ha-
YEHHSIM NOKanbHUX CUCTEM i, 3aBOSAKW CMiNbHOT
iHdbopMaUinHoi 6asun, gocsaratv CUHEepPreTMYHOro
edeKkTy ynpaBniHHA TEXHOMOrYHMM OO’EKTOM.
Y TOW € 4vac iHTerpaudis npuknagHoro nporpam-
Horo 3abesneyveHHs nokanbHUX CcucTem npu
CTBOPEHHI KOMMMNEKCHOI BaraTtoyHKLUiOHaNbHOI
iHdopMaUiNHO-KePYOYOT  CUCTEMM  CTUKAETLCSA
3 npobnemoto 3abe3nevyeHHs 4acoBMX Mnapame-
TpiB BUPILLEHHSA foKanbHMX 3adad KpUTUYHUX 00
pexnmMy pearnbHOro 4acy.

Takum 4YMHOM OOHMM 3 HanpsiMKiB 3abesne-
YEeHHA HafinHoro YHKUIOHYBaHHA  CKNagHuX
BaraTtodhyHKUiOHANbHUX iHOPMAaLiIMHO-KEPYOUNX
CUCTEM KPUTUYHMX OO PEXUMY pearbHOro 4acy
NexuTb B NOLWMHI NigxXo4iB WoA0 NpOeKTYBaHHS
NPUKMagHOro NporpamMHoro 3abesnedeHHs Takux
CUCTEM | BMKOPUCTAHHA anpoboBaHuX nporpam-
HUX pilleHb, SKi agekBaTHO BigoOpaXkalTb OyHK-
LioHanbHY Ta TEXHIYHY CTPYKTYpY iHdopmaLiiHO-
Kepyoyoi cucTemum.

Taki piweHHs 6ynu BignpauboBaHi Npu CTBO-
peHi i BNpoBamKeHi CUCTEM KepyBaHHS LUBUAKIC-
HUM PEXUMOM MpoKaTkM Ge3nepepBHUX ApiOGHO-
COPTHMX NPOKATHMX CTaHiB. 3aranbHWUA ONUC LMX
cuctem HaseaeHo B [10; 11].

Cuctemmn KepyBaHHS LUBMAKICHUM PEXUMOM
NpoKaTku € OOHUMM 3 OCHOBHUX CUCTEM TEXHO-
nori4yHoi aBTomaTu3auii 6e3nepepBHNX COPTOBMUX
ctaHiB. Lli cuctemn 6arato B YoMy BM3HaAYalOTb
TOYHICTb COPTOBOrO MpoKaTy, BUTPATM 4acy Ha
HaCTPOIOBaHHSA LUBUAKICHOrO PEXUMY MpOKaTKK,
CTabinbHICTb pO6OTM MexaHi3miB BUXigHOro 6oky
CTaHiB.

Cucrtemu, wo onucadi B [10; 11], 3 camoro
novaTtky CTBOpOBanucs sik 6aratodyHKUiOHanNbHi
i GaratosagadHi 3 posranyXeHuMu nepexpec-
HUMW  MiKYHKLIOHANbHUMK | MiK3agavyHuMK
3B’d3kaMy Ta 3 MOXIMBICTIO PO3LIMPEHHA 1X
Moxnueocten. B npoueci po3pobku Ta Bignpa-
LIOBaHHA cucTeMm cknanacs ix gyHKUiOHanbHa
CTPYKTypa i3 3agad 3 iHgopmaLinHOK B3aeMo-
Aieto, Wo HaBedeHa Ha puc. 1.

TexHiyHa peanizaudias cucTeMn KepyBaHHS
LUBMAOKICHAM PEXMMOM npokaTku GasyBanaca Ha
ABOX iHOyCTpianbHUX Komn'toTepax, o6'egHaHux
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Pigens 2
OIITUMIZALIIA

ABTOMaTHYHE
HACTPOIOBAaHHS

ABTOMaTHYHA

KOPEKIIis L
IIBUJIKICHOTO pexUMy IIPOKATKH 3 napamempie i
peXuMy IIPOKATKU NIPOTMHOM pO3KaTy yCmasox cucmemu
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ABTOMAaTH4YHA Pigens 1
Hudpose 3apaanus craGimisaris I[TPAME
IIBUAKOCTI KITITEH PEHKHUMY IIDOKATKH C L1 PPOBE
(L13110) TPOrHHOM KEPYBAHHS
(ACPII) [TPOLIECOM

Puc. 1. ®dyHKuUioHanbHa CTPYKTypa CUCTEMU KEPYBaHHA WBUAKICHUM PEXUMOM NPOKaTKn

B fokanbHy obumcnioBarnbHy Mepexy. Po3nofin  neyYeHHs pexumy peanbHOro 4acy npu nporpam-
dyHKUiOHaNbHUX 3aday No By3nax obuucnioBanb-  HOI peanisauii 3agad kepyBaHHSA BignosigHO [0
HOT Mepexi Bu3Hayanacs Tonorpadielo po3mi-  OyHKLIOHANbHOI CTPYKTYpU cucTeMn. Ha cTaHuio
LLIEHHS1 NOCTIB KepyBaHHS, MiCLb MigKMIOYEHHA O onepaTopa (By3on 1) 6ynu noknageHi iHdopma-
BXiAHMX Ta BUXiOHUX CUrHanNIB i BUMOT Woao 3abe3-  UilHI 3agavi | 3agadvi no opraHisauii npu3Ha4yeHoro
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Ona KopucTyBada iHTepdency, a Ha KOoHTponep
ynpaeniHHa (By3on 2) — 3agadi npamoro umdpo-
BOIO KEPYBaHHSA LUBUAKICHUM PEXMMOM NPOKaTKK.

OnepauinHnm cepegoBuiemM po3pobkn npo-
rpamHoro 3abesnedeHHs (M3) cnctem ynpaeniHHS
LUBMAKICHUM peXnmoM npokatku Oyna onepadiiHa
cuctema (OC) peanbHoro yacy (PY) QNX, a 6aso-
BOIO MOBOI MporpamyBaHHSA (MOBHUM cepefoBu-
wem) — Cu.

Y cTtpykTypi npuknagHoro M3 cuctemun kepy-
BaHHA LUBMAKICHAM PEXMMOM NPOKaTKM BUAiNs-
IOTbCA ABi OCHOBHI rpynu 3agad: neplua peanisye
BnacHe pyHKUIT ynpaBriHHA TEXHOMOTMYHUM MpPOo-
Lecom B peanbHomy Maclutabi yacy (PY) — 3agaui
KepyBaHHS TEXHOSOMYHUM Mpouecom, a pgpyra
rpyna 3agady 3abesnedye 3pyyHiCTb 0OCnyroBy-
BaHHA CUCTEMW | cuUTyauiiHMiA aHanis poboTu
CUCTEMMW KepyBaHHS LUBMAKICHUM PEXUMOM Mpo-
KaTKM — CUCTEMHUI CepBicC.

Mepwa rpyna 3agady OOCUTb YiTKO CTPYKTYpO-
BaHa 3a PiBHAMU: NPSMOro LUMgPOBOro KepyBaHHS
TEXHOSMONYHMM MNpPOLIEeCOM, ONTUMI3aLii napame-
TPIB | yCTAaBOK CUCTEMM KepyBaHHS, ANcneTyepmsa-
Lji, sIKi 0QHO3HA4YHO MOB'A3aHi 3 iX iHopMaLiNHOI
NiANOPSAKOBAHICTIO | KPUTUYHICTIO A0 pexumy PY.

MpupogHo, HamBinbLL XXOPCTKI OOMEXEHHSA 3a
4YacOM BWKOHaHHSA i NepioguyHOCTI NMOBTOPEHHS
MaloTb 34adi NepLIoro piBHSA, TOMY LLO BOHW pea-
Ni3yl0Tb 30BHILLHIA KOHTYP KepyBaHHS eneKkTpo-
npuBoay KNiTi, BAMOr 40 WBWAKOAIT AKOro BU3Ha-
Yyae YyacToTa 3pi3y KOHTYpPY PEeryroBaHHs 4acToTu
obepTaHHs enekTponpmeogy KniTi.

Y nepsicHomy Burnagi M3 ogHo3HavyHO Bigo-
Opaxano ¢yHKUiOHaNbHy cxemMy poO3B'a3yBaHHS
TEXHOMOrYHOro 3aBAaHHdA. B pesynbraTti Uboro
oKkpeMi npouecu 0BCnyroByBaHHA BUSIBUNUCSA
3aMKHYTUMW Ha KOXEH 3 00'eKTiB KepyBaHHSA (abo
MNOro YacTMHK), BUKOHYHOUM MPU LbOMY AOCUTb Pi3-
HoMNaHoBi (PYHKUIT, 9K TO: onepaLii HaCTPOWKM,
perynioBaHHs, iHopmauiiHoro oO6MiHy Ta iH.
OpHak nopanblue TecTyBaHHA MOZENi cuctemm
3 13, nobygoBaHoi 32 UMM NPUHLMMNOM, BUABWIO i
HeedeKTMBHICTb. BHacnigok HeOAHOPIAHOCTI OAHi
KOMMOHEHTU KOXHOro 3 06'ekTiB BMMaranu GinbLu
4yacTtoro 0o6CnyroByBaHHS 3 JXOPCTKUMKU TUMYa-
COBMMW OBOMEXEHHAMM, B TOW Yac SK iHWi Oynu
MEHLU KPUTUYHI O uboro abo X notpebyBanu
nvwe acvHXpoHHe obcnyrosyBaHHs. Lie npuseno
00 HeoOXigHOCTI po3buTn cnoyaTtky 3ibpaHi npo-
Lecu obcnyroByBaHHSA Ha OKpeMi YacTMHM, SKi 3ro-
Aom 6ynu 3rpynoBaHi 3 ypaxyBaHHAM BMMOT LLOAO
nepioguyHoCTi poboTn, TUMYaAcoOBMM OOMEXEH-
HAM, TPMBANOCTi BUKOHAHHS Ta iH.

Mpn noganblwiomMy npoekTyBaHHi 13 BuKopuc-
TOBYBaBCS METOL PyXy B HanpsaAMmKy Big 3agad
i pecypciB GinbLl BUCOKOrO piBHS 40 OiNblu HW3b-
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koro. OcobnvBa yBara npwuginanaca MiHimisa-
Uil Mbk3agayHoi nepecunku padux. [ligcymkom
AEeKoOMMNo3uLUil cTano yrpynoBaHHS AaHWX, 3B'sA3KiB
i Oin BcepeauHi aBTOHOMHMX (BiQOKPEMIEHMX)
3aga4y (NpoueciB), WO BUKOHYKOTLCA 3i CBOIMMU
npioputeTaMmn, NEPIOQMYHICTIO Ta TpUBAanIcTHO.
B pesynetarti cTpykTypa N3 GinbLwoto mipoto ctana
BM3HAYaTUCA HE TiNbKN PYHKLIOHANbHOK CTPYKTY-
poto 3agay, a n Bumoramun o pexumy PY ans ix
CKNagoBux YacTuH (nigsagad).

OctatouHo cTpykTypa M3 cuctem kepyBaHHS
LUBMAKICHAM peXnmMoM npokatkm Gyna cdopmo-
BaHa B npoueci BNpoBamKeHHs. PyHKLUiT cuctemm
ynpaBniHHA  WBUAKICHAM  PEXMMOM  MNpPOKaTKM
3a6e3nevyoThCcs npoLecaMmu, HaBEAEHUMU HXKYE
B Tabnuui 1.

HanbGinbwomy pgpobneHHa i nepekoMmoHy-
BaHHS nigaanacs, HanbinbLL KpUTUYHA 0 PEXNMY
PY — ACPIT.

B pesynbrati npouecu BUABMAUCA pO3NOAineHi
3a TakKUMK rpynamu:;

— BUCOKOMPIOPUTETHI, WO MpaLloTb B XOp-
CTKOMY 4acOBOMY peXuMi, npouecu MakTb, No
MO>XIMBOCTIi, KOPOTKMIA NOBHUM LMK pobOoTH, Lin-
KOM BKNagalTbCH Y BiABEOEHM YaCOBWUA KBaHT.
BuKOHyIOTb (pyHKLUIT NpsAMOro ynpasniHHS 06'eKToM
(PRIVOD2, DATA_FAKT1, OPER_ZADAN2, VKL _
PROGIB2);

— hoHOBI Mpouecu, NepioguyHiCTe poboTu
AKMX 3HAYHO HWXKYE MepLUoi rpynu i npouecw, LWo
NpauioloTs B aCUHXPOHHOMY pexuMi. BMKOHYOTL
NigroToBYi, HacTpOHBanbHi | AOMOMIXHI  OyHK-
uii. (REG_SKOR1, COMM1, DIAGN_PROGIB2,
NASTR_PROGIB2);

— npouecwu, sKi BigirpaloTb ponb MeHemKepis
KepyBaHHs MiXk3aga4yHUMM iHdbopMaLinHUMK NOTO-
kKamun. Pexum poboTn (OHOBUN, KiNbKiCTb — MO
O HOMY Ha KoxeH By3on mepexi. (MNG1, MNG2);

— Mpouec, 9K pearnisye iIHTepakTUBHUI iHTep-
denc 3 kopuctysadem (BAT);

— rpyna npouecis, WO nigknoyaeTbeca i Bia-
KIHOYaeTbCa AMHAMIYHO B npoueci poboTn cuc-
TEMW 3 aKTMBI3aUi€lo 3a iHiluiaTMBM KOpuCTyBaua,
TOYKa MigKIYeHHs — iHTepdencHe rHisgo Gnux-
HbOrO MeHemXxepa. BoHu npusHayeHi ans giarHoc-
TUKM | HacTponkm obnagHaHHA o6CnyroByr4MM
nepcoHanoMm, [AiarHoCTUKM MporpamHoro 3abes-
NneyYeHHd, nigTpUMKK iHTepdency 3 cucremamm
BepxHboro piBHs i iH. (KONTROL1, SYS_PRGH1,
PROTOKOL1).

BuHATkOBa yBara npwuginanaca ontumisadii
CTPYKTYPW PO3MNOAINEHOI CUCTEMMU i LIMPKYIIOKOYMX
iHbopMaUinHux noTtokiB. KomMnoHyBaHHS npoue-
ciB nmpoBogunaca 3 ypaxyBaHHAM TOMOMOrii po3-
MiLLEHHSI TeXHIYHMX 3acobiB cucTeMu ynpaeniHHA
LLUBUAOKICHAM PEXMMOM MPOKaTKM.
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Mi>xBy3noBi 3B'A3kK Oynu NoknageHi Ha 3agadvy  Hix Byson 2. Lle, 3 ogHoro 60Ky, Hagae npo3opui
COM1, wo posTawioBaHa Ha By3ni 1 — 3aBaHTaxe-  iHTepdenc obMiHy, SK mpouecam Ha roKanbHin
HOro 3agadamMm MEHLU KPUTUYHUMW A0 LUIBMAKOAIT, MaLUWHi, TaK i Ha BigganeHux By3nax, a 3 iHLWoro —

By30.1 2 (t=25ms) ;
7 N

DATA FAKTI
P=5 t,=1423ms
COMM1
P=8 t,=100ms

Puc. 2. CtpyKkTypa nporpamMHoro 3abesne4yeHHs
8y3on1, gy3on2 — iHOycmpianeHi Komr'tomepu; tk — nepioduyHicmb cUCMeMHO20 repepusaHHs npouyecis; tn —
nepioduyHicmb nosmopeHHs1 npouecy; P — piseHb nipiopumemy npouecy (P=1 — pieeHb max ... P=8 — pieeHb min
npiopumemy 8i0rnogioHo).

. 7PrOTOKOLL \ o DIAGN PROGIE? !
| \ P=8 t.=100ms P! P=8 t,=500ms !
: e e Do !
i 7 "'SYS PRGI \<:; L NASTR PROGIB2 ) |
| \ P=8 tn=500ms/' b P=8 t,=500ms !
' 7 konroLl MNGI L MNG?2 VKL PROGIB2 ) :
l =8 t,= . Do _ P=8 t,;=2 !
o e T )
BAT < OPER ZADAN
! P=8 t,=500ms b P=8 t;=25ms '
REG SKORIL \;Q:: PRIVOD2
i P=8 =100ms i ! P=7 t=25ms E

Tabnuus 1
Cnucok npoueciB cMCTeMun KepyBaHHSA LUBUAKICHAM PEXUMOM NMPOKaTKN
HanmeHyBaHHA npouecy | 3apava | PyHKLUii, WO BUKOHYE
Byson 1
PROTOKOLA1 CKTN CuTyauinHNA KOHTPOMb TEXHOJTOMYHOro NpoLecy
SYS_PRG1 ICI IHTepdhenic cncTtemHoro nporpamicra
KONTROLA1 KTC KoHTponb i giarHocTuka TexHiyHnx 3acobis cuctemm
DATA_FAKT1 13 BBegeHHs hakTUYHNX YacTOT ObepTaHHSA eneKkTPonpuBoay Kriten
BAT 13 IHTepdernic kopucTyBada, iHpopMaLinHO-Kepyodi YHKLIT HanawTyBaHHA
HHI CTaHy
REG_SKOR1 U3 3MiHa pexnmiB ynpaeniHHA 3aBOAaHHSIM Ha LUBUAKICTb KNiTEN.
COMM1 APHI 3MiHa pexxumiB poboTH | BBEAEHHS 3aBAaHHSI HA BEMWYMHY MPOrMHIB Npo-
ACPIN KaTy Mix knitamu. OpraHisadis MiBy3noBoro 3B's3ky.
Cucr.
MNG1 Cucr. YnopsagkyBaHHs iHopmauinHnx NoTokiB By3na 1.
By3on 2
NASTR_PROGIB2 AHPT1 ABTOMaTMYHE HanawTyBaHHA PEXUMY MPOKATKU 3 MPOrMHOM.
DIAGN_PROGIB2 ACPI1 HiarHocTunka poboTn CUCTEMU B PEXMMI NPOKATKM 3 MPOrMHOM.
OPER_ZADAN2 L3 Lindpose 3aBaaHHA 6a30BOI LUBMAKOCTI KITiTEN
VKL_PROGIB2 ACPIM BMmukaHHa abo BUMUWKaHHS pexumy cTabinisauii npornHy npokaty B Mixk-
KNITLOBUX NPOMDKKaX B TEMIi 3 NPOKATKOHO.
PRIVOD2 AKLL PeryntoBaHHA BENWYUH NPOrMHY B MiXKKMITEOBUX NPOMIXKaX, (hopMyBaHHSA
ACPI1 BUXIAHMX AaHUX AN KOPeKLUiT LUBUAKICHOrO pexmnmMy npokaTku. PospaxyHok
i BMOava NOTOMHUX YCTaBOK B KaHanu 3aBgaHHS 4acToT ob6epTaHHSA enek-
TPOMNpPMBOAIB 3 KITITEN.
MNG2 Cucr. YnopsifikyBaHHs iHopMaLinHMX NOTOKIB By3na 2
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( DATA_FAKT1 )

COMM1

REG_SKOR1

OPER_ZADAN2

PRIVOD2

G
C
(
(
(
(

)

(DIAGN PROGIB2

( VKL_PROGIB2 )\

ASTR PROGIBZ)\

Tadopmariiine 3ab6e3nedeHHs
omeparopa
I3)

HanamryBaHHs cTaHa Ha HOBUM
npodineposmip
(HHIT)

ABTOMaTHYHE HaJlalITyBaHH:

PEKUMY MPOKATKH 3
(AHPII)

ABTOMaTHYHA KOPEKITis
HIBUKICHOTO PEKUMY ITPOKATKA
(AKII)

Hudpose 3aBaaHHS MIBUAKOCTI
KIniTel

(LI3LII)

ABToMarnyHa crabiiizaris
PEXKUMY MPOKATKHU C IPOTHHOM
(ACPII)

Puc. 3. B3aeMmo3B'sA30K (pyHKUiOHaNbLHUX 3aaay ynpaBniHHSA
TEXHOSOriYHMM NpoLecoM 3 NporpaMHUMMK npouecamu

He nepeBaHTaXynTe Mmepexesui Tpadik HaanuLw-
KOBUMM nepecunkamMm nakeTtis AaHuX.

CTpykTypa nporpamHoro 3abesnevyeHHs HaBe-
OeHa Ha puc. 2.

B3aemM03B'A30K DyHKUiOHANbHUX 3adad rpynu
KepyBaHHS LUBUAKICHUM PEXMMOM NPOKaTKM 3 Mpo-
Lecamum HaBegeHo Ha puc. 3.

Mporpamunii npouec SYS _PRG1 € nporpa-
Moto-Bignaaymkom N3 3 iHTepdencom cMCTEMHOIro
nporpamicta. Bignagumk possonsie guHamiyHO
nigknoyaTMca o 3agad-MeHeaXepoB | KOHTPOMo-
BaTK Tpadik oOMiHy iHGbopMaLieo M 3agadamu
i 3micT 6nokiB nepenaHnx gaHux. Moro eBmkopuc-
TaHHS [03BOMMWIO iICTOTHO CKOPOTUTW Yac Hana-
rOMKEHHA Ta rapaHTyBaTu (yHKLUiOHyBaHHA [13
B NPOEKTHOMY pexnmi PY.

Mpu po3pobui i BNpoBagKeHHI CUCTEM Kepy-
BaHHSA LIBUOKICHM peXnMOM NpoKaTku ocobnmsa
yBara npuginanacs nuTaHHAM [iarHOCTUKM Tex-
HiYHMX 3acOoBiB i MOXIMBOCTI YCTaHOBKN i KOpeEK-
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uii ocHoBHMX napameTpiB cuctemn. [lepw 3a
BCe, cMCTema nporpamHO (nNporpamHuin npouec
PROTOKOL1) aHanisye BenuuunHy psigy BXIiQHWUX
curHanie (3 gaTtuyukiB YactoTn obepTaHHS NpuUBO-
AiB KniTen, AaTymKiB NPOrMHY-HASBHOCTI NpoKary,
Bif, MepeMuKadiB nynbta onepartopa i iH.). | npwu
BUABIIEHHI MO3alUTaTHUX CUTyauii BMBOAUTb Ha
ekpaH gucnnes nosigomrieHHs. Llen xe npouec
3abe3neyye apxiByBaHHs B PEXMMi pearbHOro
yacy napameTpiB, WO XapakTepu3yTb NOTOYHUN
CTaH npouecy ynpasniHHA LWUBUOKICHAM PEXUMOM
npokaTKku, i Jae MOXNUBICTb AOCTYNY A0 HWUX ANg
noganbLUoro nepernsay gaHux.

Ona ycyHeHHs HecnpaBHOCTEW, AeTanbHOro
aHanisy craHy TexHiYHUX 3acobiB i Kopekuii BHY-
TPilWHIX (MporpamMHO BCTaHOBMEHUX) napame-
TpiB CUCTEMW BUKOPUCTOBYETBCHA MigcucTema
KOHTPOMO Ta AiarHOCTUKM (MporpamMHui npouec
(KONTROL1). i BUKNMK 3@IMCHIOETLCS 3 NPOLIECY,
O peanisye iHTepakTUBHUI iHTepdenc 3 Kopuc-
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TyBadem (BAT). lNepeBipka BXigHWX curHanise iHay-
cTpianbHMX KOMM'IOTEPIB i KOpeKuia napameTpis
CUCTEMM, NIACUCTEMOK KOHTPOMIO Ta AiarHoc-
TUKW, MOXe npoBoauTMCS 6e3 3ynunHKU npouecy
npokatku. lNoBipka BMXiOHMX NaHUOMB MOXMMBa
TiNbKM NpU 3yNUHEHNX ENEKTPONpUBOAAX KNiTen.

Mopganblia ekcnnyaTauis po3pobneHux cuc-
TEeM KepyBaHHS WBUAKICHUM PEXMMOM MPOKaTKK
nigTeepaunna egeKkTUBHICTb 3anponoHOBaHUX
nporpamMHMx pileHb No 3abe3nevyeHHs Hagin-
HOro (PyHKLIOHYBaHHA CKragHux iHpopmaLinHo-
Kepyumnx CUCTEM KPUTUYHUX A0 pexumy pearb-
HOro yacy

BucHoBKkn. B ocHOBI hopmyBaHHA nporpam-
HOro 3abe3neyeHHs CcKnagHux iHdopMaLiiHO-
KEPYIOUMX CUCTEM NEXUTb IXHA yHKUiOHanbHa
CTPYKTypa 3 iH(opMauinHUMK 3B'A3KaMu  MiX
oKpeMynMu 3ajavamu.

MpoektyBanHi O cnig Bectn Big 3agad
i pecypciB Ginbl BMCOKOro piBHA npiopuTeTy 3a
wBeuakodiero go Hwkyoro. lMpouecn obcnyrosy-
BaHHA rpynyloTbCa 3 ypaxyBaHHAM BUMMOT LLOAO

nepioguyHoCTi pobOTU, YacoBUM OOMEXKEHHSM,
TpMBanocTi BUKOHaHHS. Lle npu3BoanTb 40 AEKOM-
no3uLil MoYaTKOBUX (PYHKLIOHaNbLHUX 3adad i rpy-
nyBaHHIO AaHWX, 3B'A3KIB i AiN BCepeauHi aBTo-
HOMHUX (BigoOKpemMneHmx) 3agad (mpouecis), LIO
BWKOHYIOTbCS 3i CBOIMM MpiopuTeTamu, nepiogmy-
HicTio Ta TpueanicTio. B pesynerati cTpykTypa
nporpamHoro 3abesneveHHs B GinbLwin Mipi ctana
BM3HAYaTUCH He TiNbKn YHKLIOHaNbHOK CTPYKTY-
poto 3afad, a i BUMoramu o0 pexvmMmy peanbHOro
yacy Ans ix cknagoBux YacTuH (nig3agav).

Y npuknagHomy nporpaMmHOMy 3abe3neveHHi
HeobXxigHO nepenbaynTy cepBicHI Nporpamu, LWo
3abe3neyvyloTb KOHTpONb Tpacdiky oOMiHy iHdop-
MaLielo MK 3agadamu i 3amicT Gnokie nepegaHunx
AaHNX, onepaTUBHUIA KOHTPOSb | aHani3 cTaHy Tex-
HiYHMX 3acOBIB i KOpeKLji BHYTPILHIX (MporpamHo
BCTaHOBMEHUX) MapameTpiB CUCTEMM, apXiByBaHHSA
B PEXMMi peanbHOro 4acy napamMmeTpis, O Xapak-
Tepu3yoTb MOTOYHWUIA CTaH npouecy YynpaeniHHS,
3 MOXIUMBICTIO AOCTYyNy A0 HMX AnS noganbLioro
nepernagy gaHux.
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AWHAMIYHE NPOIrPAMYBAHHA ONTUMAJIbHUX PILLEHDb YINPABJIHHA
3 YPAXYBAHHAM BHYTPIWLWHBbOIO CTAHY ATEHTY MYJNIbTUATEHTHUX CUCTEM

CmpimKkul po3gumok iHmenekmyanbHUX MyfnbmuageHmHux cucmem aumazae d0ociOXeHHs ma aHanimu4Ho20
06rpyHmMyeaHHs iCHy8aHHSI OCHOBHUX CK1adosux Uux cucmem, a came azeHmig. [Ipu ybOMy OOHOK 3 OCHOBHUX
6a308ux cknadosuX azeHMI8 SGISIEMbCS iX 8HYMPIWHIU cmaH, sSIKUll Cymmeeo eriueae Ha ¢hopMy8aHHSs Crioco-
bie yxeaneHHsi eUsHa4eHuXx piweHb. Memoro pobomu € G0CiIOXKEeHHS MOXIUBOCMI ¢hOPMy8aHHSI pauioOHanbHUX
pileHb 8 Myribmua2eHmMHUX cucmemax Ha OCHO8i BU3HaYeHHs1 BHympilWlHb020 cmaHy azeHmig. Peanizauyis nocmas-
neHoi Memu nepedbayae 3acmocysaHHsI aHanimu4YHO20 KOHCMPYO8aHHS, WO crnupaembscs Ha uHamidHe npozpa-
My8aHHs1 | 3abesnedyye came onmumasibHe Mo MOYHOCMi ma eHepaosumpamam g8idrnogioOHo 3adaHo20 Kpumepito
hopmysaHHs yripaensoyux piweHb. Memodosozisa 3abe3neqyeHHs piueHHs1 npedcmasieHo20 3aedaHHs CcKiada-
€mbCS 8 3acmocys8aHHI 8i00bpaXxeHHs1 BHyMPIWHbO20 cmaHy azeHmi8 8 3MIHHUX cmaHy, ulo 0038071€ MiHiMi3ysa-
mu pecypcu opMye8aHHsT 8UXIOHUX pilueHb 8 MynbmuageHmHux cucmemax. Haykoea HoeusHa. Ckrnadaembcs
8 3aCMocCy8aHHI aHanimu4yHo20 ModesTio8aHHs 8 3MIHHUX CmaHy, 3anucaHux 8 HopmarsbHit ¢oopmi Kowu 3 sukopuc-
maHHAM MpuHYyuny GuHamiyHo2o npoepamysaHHsi P. bennmaHa do npedcmasneHHs1 8HymMpiluHbo20 cmaHy azeHmis
8 MyrnbmiageHmHux cucmemax, wo do3eornsie 3diticHUMU onmumisayito 8idrnogioHo 3adaHo20 Kpumepito Mo mou-
Hocmi ma eHepaosumpamam 8uxiOHUX piweHb, SKi (popMyrombCcs 8 cucmemax. BucHoeku. 3acmocysaHHs pigHsIHb
8 3MIHHUX cmaHy, 3arucaHux 8 HopmarbHol ¢hopmi Kowu, Onsi npedcmaesneHHs1 8HympilWHb020 CmaHy azeHmig
Myrnbmua2eHmHoi cucmemu ripedcmaesrnse Moxsusicmb 6inbw ehekmugeHo sidnpauroeamu ¢hopMyeaHHs ormu-
MarnbHUX 8i0nogiOHO 3a0aH020 Kpumepito Mo MoYHOCMI ma eHepaosumpamam 3aKOHU PilueHb, WO npuliMaromacs.

Knro4oei crnoea: MynsmuazeHmHi cucmemu, azeHmu, QUHaMidHe rpoepamyeaHHs, 3MiHHI cmaHy, HopMaribHa
opma Kowu, onmumizauis cmaHy.
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DYNAMIC PROGRAMMING OF OPTIMUM DECISIONS OF MANAGEMENT
TAKING INTO ACCOUNT INLYING STATE TO AGENT OF MOULTIAGENTNIH SYSTEMS

The rapid development of intelligent multi-agent systems requires research and analytical justification
of the existence of the main components of these systems, namely agents. In this case, one of the main basic
components of agents is their internal state, which significantly affects the formation of ways to make certain decisions.
The aim of the work is to study the possibility of forming rational solutions in multi-agent systems based on determining
the internal state of agents. Realization of the set purpose provides application of the analytical designing which is
based on dynamic programming and provides the most optimum on accuracy and power consumption according
to the set criterion of formation of control decisions. The methodology of providing the solution of the presented
problem consists in application of display of an internal condition of agents in state variables that allows to minimize
resources of formation of initial decisions in multiagent systems. Scientific novelty. It consists in the application
of analytical modeling in state variables written in the normal Cauchy form using the principle of dynamic programming
by R. Bellman to represent the internal state of agents in multiagent systems, which allows to optimize the criterion
for accuracy and energy consumption of initial solutions formed in systems. Conclusions. The use of equations in
state variables written in the normal Cauchy form to represent the internal state of agents of a multiagent system is
an opportunity to more effectively work out the formation of optimal according to the specified criterion for accuracy
and energy consumption laws of decisions.

Key words: multiagent systems, agents, dynamic programming, state variables, normal Cauchy form, state
optimization.

AKkTyanbHicTb npobnemu. B pesynbrati  pileHHs, Wwo opmyoTbes, nepes yce 6asyoTbes
OOCNiAXXeHb B HanpsiMax napanenbHuX o04Mc-  Ha OCHOBI BHYTPILWHBOrO CTaHy areHTa. Bigno-
neHb, pO3nofineHuMx KOMN'lOTEPHMX CUCTEM  BiQHO akTyanbHOW € npobnema OpMyBaHHS
Ta MepexHUX TexXHOmNorin copmyBaBCA HOBUA  ONTUMAaNbHWUX PilleHb, AKi LISIKOM 3anexarb Bif
NMEpPCNeKTUBHUN HaNpsiM  LUTYYHOrO IHTENEKTY  peanbHOCTi po3ni3HaBaHHA OMNepaTMBHOMO CTaHy
y BWUMMAAI iHTEeNnekTyanbHUX MyNbTUAreHTHMX  OO0’eKkTiB-areHTiB, WO MepCneKkTUBHO BU3Ha4YaTU
cucTtem. Taki TexHonorii 6a3ytoTbCa Ha NpUHUMAI  Yepes3 aHaniTUYHE KOHCTPYHOBAHHS.
aBTOHOMHOCTI OKpeMuMx YacTWH nporpamu, sKi AHani3 octaHHiX gocnimkeHb i nyonikauin.
CMifibHO (PYHKLIOHYIOTb B iCHYIOMIA po3nogineHin  [JocnigKeHHs iCHYoUnX Jykepen BUsBUB NpUKnaam
CUCTEMi, Ta B AKill OQHOYACHO hYHKLIOHYIOTb MHO-  3aCTOCYBaHHSA MyNnbTMAreHTHUX cuUcTeM Ansa nna-
XWHa_B3aeMo3B'aA3aHnx npouecie. Lli nporpamn  HyBaHHA pob0OTK Pi3HUX THYYKUX BUPOOHUYMNX CUC-
BM3Ha4alwTbCa areHTamu. Bigtak nporpamu  Tem [4]. NepeBaramu Takmx cUctemM € BignoBigHO:
areHTu KnacuikyoTbCs HAa OCHOBHI O3HaK CTYMiHI  popmanisauia TOYOK NPUMHATTA pilleHb Y BUrNaai
PO3BUTKY BHYTPILIHBbOrO YSBMEHHS MPO 30BHilL-  areHTiB; NiaHyBasbHWK, WO A€ B PeXMMi peanb-
Hi CBIiT Ta cnocobi yxBarneHHsl pileHb. TOGTO  HOro Yacy; Mepexa areHTiB, WO 3B’A3aHa yHKLio-
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HanNbHMMW BiAHOLIEHHAMM Ta CaMOCTINHO Koopau-
HYIOTb CBOI Ail.

[o Hambinblw 3Ha4YMMUX NPAKTUYHUX Pe3yrib-
TaTiB 3aCTOCYBaHHS MYMbTUAreHTHUX CUCTEM
MOXIIMBO BiOHECTU BUpILLEHHA 3agad 4epes
dopMyBaHHA anapaty notpeb Ta MOXNMBOCTEN
(MM-mepex). Len anapat lNMM-mepex, Wwo pos-
pobneHnn B.A. Buttuxom, [1.0. Ckobenesum,
l"A. PxeBcbkum [4], nporpamHO pearni3oBaHo
y surngagi texHonorii MAGENTA, aka 3Hanwna
BiANOBIAHE BMKOPUCTaHHA B NPUKNAAHUX iHTENeK-
TyanbHUX CUCTeMax MraHyBaHHA ANS Pi3HUX Tex-
HOMOTYHNX NPOLECIB Ta 00’EKTIB.

MynbsTnareHTHUI nigxin, 3aCTOCOBYETbLCH
i B iMiTauinHOMY MogerntoBaHHSA Ons dopmarnisa-
Lii noBediHKkM areHTiB. ICHYIOTH nigxoau i mogeni
MYNETUAreHTHOro MMaHyBaHHS e Ha aKTUBHMUX
Ta nacuBHux nepetsoptoBadax (AMM) b.l. Kneba-
HoBa Ta |.M. MockaneBa [3], a TakoX nigxogu Lo
peanisoBaHi B AnyLogic Ta mogentoBaHHi npouecis
nepeTBopeHHs pecypcis (MIIP) [4].

Ane B BU3Ha4YeHMX iCHYOUMX HanpsiMax 3acTo-
CYBaHHSl MyNbTUAreHTHUX CUCTEM [AOCi He npu-
Jinanacb yBara OnepaTtUBHOMY BHYTPILUHLOMY
CTaHy Came areHTiB, a O4YeBMAHO, WO LUe OAuH
3 OCHOBHUX BMSIMBOBMX MapameTpiB, ski dopmy-
HOTb AOLINbHICTL pilleHb, WO NpUNMalroTbCa CUC-
TEMOH0.

MeTolo cTaTtTi € A0CNiAXKEHHS MOXITMBOCTI
¢opMyBaHHS OMNTUMAarbHUX pilleHb Ha OCHOBI
BM3HAYEHHSI BHYTPILLHBOIO CTaHy areHTiB B Mynb-
TiareHTHMX cucTeMax 4epes 3acTOCyBaHHS aHa-
NiITUYHOTO KOHCTPYIOBAHHS, LO CNMpPaeTbCa Ha
AnHaMivyHe nporpamyBaHHS.

Buknaa  ocHoBHoro matepiany. [lpu
00’EKTMBHOMY yCKMNagHeHHi B ManbyTHbOMY
MYMBTUAreHTHUX CUCTEM, Pi3KOMY 3BinbLUEeHHI X
pPO3MIpHOCTi, HeOoOXigHOCTI BpaxoByBaTW 3MiH-

HOCTI napaMeTpiB Ta iCHYIOYM HEMIHIMHOCTI, BUHN-
Kae HeoOXigHIiCTb 4O onucy Ta nporpamyBaHHSA
CUCTEM, WO pO3rMAfalTbCs, B 3MIHHUX CTaHy.
[MpryoMy, MOHATTA CTaHy ABNAETLCA NEPBUHHUM,
OCKiNbKM Hemae Oinbll NPOCTOro MOHATTS, NpU
A0MNOMO3i IKOro MoXnmnBo Byno 6 BU3HAYMTK, LWO
Take CTaH AuHamiyHoro o6’ekTy, cuctemu abo
areHTy. Tomy igeHTMdikyrounm nNpoMikHi napa-
METpU CTaHOM areHTy abo cucTtemu, MOHATTS
CTaHy MOXINUBO TPaKTyBaTu SK AesiKy MiHiMansHy
CYKYMHICTb nNapamMeTpiB, ki MICTATb BClO iHOp-
Mauilo NMpo nepeaicTopilo cuctemun, HeobxigHy
ANS CYAKeHHS Npo ii noBediHKy B ManbyTHbOMY,
npw NOCTINHIN 3MiHI 3Ha4YeHHA OOBINbHOMO BXid-
HOro BMNIMBY.

Knacu4Ho areHT cnpumMMaeTbCcsl 9K aBTOHOM-
HUW LITYYHWIA OO'EKT, 3BUYANHO KOMN'IOTEPHA Npo-
rpama, Lo BOMNodie akTMBHOK MOTUBOBAHOIO NoBe-
AiHKOlO Ta 3ai0Ha Ao B3aeMofii 3 iHLLMMKM 006'ekTaMu
B AMHaMIYHMX BipTyanbHMX cepegosuLlax. KoxxHum
areHT MoXe npuruMaTu MOBIAOMIIEHHS, iHTepnpe-
TyBaTK X 3MIiCT i popmyBaTV HOBi MOBIAOMIIEHHS,
Aki abo nepefarTbCcAa B 3aranbHy 6asy, abo nps-
MYIOTb iHLUMM areHTam.

B ymoBax 4acTKOBOI CMOCTEPEXIMBOCTI HEOD-
XigHO, Wo6 areHT O06’EKTMBHO BiACTEXYyBaB 3MiHY
cepenoBuLa B sKOMY icHye. Lle o3Havae, Lo areHT
NOBMHEH BOMOAITU 6e3Miv4yt0 BHYTPILLHIX CTaHiB,
3MiHa $§KMX ICTOTHO 3anexuTb Big iCTopii Moro
CNPUHATTA Ta vyTnmBocTi. Ha puc. 1 npmBeaeHa
0asoBa CTpyKTypa areHTa, Lilodoro 3 ypaxyBaH-
HAM BHYTPILWHLOrO cTaHy. [loTouHe CNpUNHATTS
KOMOIHYETbLCA 3 KOMMWLUHIM BHYTPILIHIM CTaHOM,
B pes3ynbraTi BMKOHYHOTbCA Ail Ta BigdyBaeTbcs
3MiHa BHYTPILLHLOIO CTaHy.

3 mMaTteMaTWyHOl TOYKM 30pYy, CTAHOM CUCTEMU
MOXYTb ByTW MO4aTKOBi YMOBW B MOMEHT t, AnNs
pillEHHA cuctemMn AnepeHUINHNX  PIBHSIHD,

|
CnpunHarTa > DaTtynku
5 I
e CrtaH -
P Sk pO3BMBaETLCA flk 3apa3 A
e . BUrNsigac CBiT
a CBIT 74 r
e
o Ak BnnnBaroTb {} y
B BUKOHaHi At Sy giro 3apas .
7] Tpeb6a BUKOHATKH
MpaBuno
": "ymoBa-gia"
aii | BukoHaBui
MexaHi3Mu

Puc. 1. CtpyKkTypa areHTa MynkTUareHTHOI CUCTEMMU,
Lo Aie 3 ypaxyBaHHAM OnepaTUBHOIO BHYTPilUHbOro CTaHy
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OCKiNbKM Pi3HUM MoyaTKOBMM yMOBaM BignoBiga- Ha ocHoOBi npoBegeHnx eKkcnepyMeHTanbHUX
IOTb Pi3Hi PiLUEHHS CUCTEMM i LIe MOXHa 3acTocy-  AOCMiQKEeHb BM3HAYeHO, WO AudepeHuianbHe
BaTW MNpW aHaniTMYHOMY KOHCTPYIOBaHHIi CUCTeM  PIBHSHHSA, LLO Bignosigae nepenaBanbHin yHKUiT
KepyBaHHsi TexHonoriyHoi AuvHamMikm Hanpuknag W, [2], sika onucye enekTpomexaHiuHy AvHaMiky
f6apabaHHOro MnuHa 3 BiAMNOBIOHOW NepepdaBanb-  cuctemm dapabaHHoro mnuHa Tuny MMC 90*30A
HOI (PYHKLIELD. MaTUMe HaCTYMHWUIA BUNAS

0.683467-10*y\* +0.237994-10*y®) +0.153236 .10 y'? +0.267401-10y") =

(1)
=0.281485-10%U" +0.232459.10“U\¥ +0.821168-10°U") +0.635931-10 * U\

B 3aranbHOMy npefcTtaBneHHi piBHAHHS (1) BU3HaYaTUMETLCS SK

0o Y5 + 0y Y8 + gy oY) = BgUSY + Bl + Bl + BpUL) 2)
ne,
o, =1.0 B, =0.411849.107
o, =0.348216-10°, B =0.340117-10°°
0,y =0.224204-10% B,, =0.0120147-10°,
o, =0.391241-10%, B., =0.930449-10°,
0y =0 Bos =0

MNpenctaBrneHe HOPMarnbHOK CUCTEMOIO PiBHSAHb B 3MiHHWX CTaHy PIBHAHHA (2) OTpUMae HacTynHe
BinoOpaxeHHs [9].
XM = x, + kU, = x, +0.340117-10°U,
X = x, + kU, = x, —0.923272.10%U,
xM = x, + kU, = x, —0.762556 - 10U, (3)
Xftl) = —0L1pX) — OygX, = OlggXy — UlyaX,y —KygoUs =
=-0.391241-10%x, —0.224204 -10" x, — 0.348216 - 10 °x, +0.207001-10"°U,
Vs =X, +KkyU, = x, +0.411849-10°U,
CucTema piBHsIHb (3) 3B'A3ye KepoBaHy 3MiHHY Y, , LLO Bidobpaxkae Kpy>KHUI MOMEHT Ha Bany npvsia-
HOro enekTpoasuryHa 6apabaHHoro MnunHa, 3 ynpasnso4Mmm Bnnveammn U,; KPYXHUX MOMEHTIB Yy BiAmno-

BigHIN naHui. Ockinbku BigOMO, WO Npy cnocobi, Lo BUKOPUCTOBYETLCS, MPEeACTaBEeHi 3MiHHI onepaTtmB-
Horo ctaHy 6yayTb piBHi [6; 9; 10]

Xi =Y~ k03Uki
X, = yﬁ) - k13Uki - kosul(aD
X3 = y/(«?) - k23Uki - k13U/(<:D - k03U/(<i2) (4)

—_ v® (1) (2) (3)
X4=Yu — k33Uki - k23Uki - leUki - kOSUki

TO 3MiHHA CTaHy X, BM3HAYUTBLCA AK KOMMOHEHTY Pi3HMLi KPYXHUX MOMEHTIB BiAMOBiOHO BMXOAOY
i BXogy cuctemu. Cnisnagatode gisvyHe BU3HAYEHHS 3riQHO CMCTEMU PIBHSAHDL (4) OTpUMAaE i peLuTa 3MiH-
HUX CTaHy X,, X5, X, -

[o6pe BiOOMO, LLO NOTYXHICTb, KA CMOXUBAETLCSA | B MOCTIMHIN | B AMHAMIYHIA CKNagoBUX MOBHICTIO
BM3HA4YaETbCA KPY>XHUM MOMEHTOM Ha Bany nNpusigHoro enekrpoasuryHa y,. [2; 5; 6; 10]. A cnekTparnbHi
CKknagosi onyKTyauin Liel CNoXMBaHOT NOTYXXHOCTI NPONOPLiHI CNeKTpanbHUM CKagoBuM dnyKTyauin
Kpy>kHoro momeHTy [8; 10; 11]. | BXiZHUIM KEPYIOUUIN KPY>KHUA MOMEHT TaKOX BU3HAYaETLCHA abo TexHiY-
HAMK hakTopamu (cuna TepTs B onopax, cuna yaapy i 1.4.), abo texHonorivHumm daktopammu (maca
3anoBHeHHs 6apabaHy pyaoto i T.4.) [10; 11]. IHakwe KaxKy4mn, TyT NpaBOMOYHE 3AIVCHUTY 3aMiHy y,, =Y,
TaU,=U..

Buxoasum 3 BuLLEe CKa3aHOro ynpasnsoynm BNAMBOM B JaHOMY pO3rnsdi € MacrnonoTik B onopu bapa-
6aHHOro MnuHa, LWo BigobpaxeHo yepes 3MiHHY U,, a KepoBaHOI 3MiHHOI y,, € cyma anrebpaidHux
aMnniTyaHUX PiBHIB CNEKTpanbHUX CKNagoBMX CUTHaMNy CrOXMBAHOI MOTYXXHOCTI, L0 XapakTepuayTb
BENUYMHY TEepPTS B LMX NiALUMHUKOBMX ONOpax.
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Cuctemy (3) MOXHa onucaT MaTpMYHUM PIBHAHHAM BUMMAOY
W _
XV =Ax+BU,

Y, =Cx+ DU, x(0)=x, (5)
0O 1 0 o0 Ky, X,
0 0 1 0 k X
A, = P By=| Pl ox=|"2;
0o o0 o0 1 ks, X,
043 TOzz —Oy; —O43 k43 X,

C, =[1 00 0]; D, =[k03];
TyT i gani BBaXaeTbCs, WO efleMeHTN MaTpuLb He 3anexarTb Big 4acy i € NoCTiInHUMN BENUYNHAMM.
MepeBipMMO 06'EKT Ha KEPOBAHICTL | CKNagemMo MaTpULLKD KEPOBAHOCTI

G=[Bi AB: A’Bi A’B]; (6)

0,340117-103: -0,923272-10%*: -0,762556-10*: 0,207001-107
-0,923272-10%: -0,762556-10*: 0,207001-10”°: -0,179681-10%

* 1-0,762556-10%®: 0,207001-10"°: -0,179681-10%: 0,464102-10'
0,207001-10”®: -0,179681-10%: 0,464102-10"": -0,402852-10%

Ockinbku, detG =-0,214543-10*° #0, To6TO MaTpuUs HECIHrynspHa, i ii rang =4, T0 06'eKTOM
MOXHa KepyBaTW.

3 MEeTO NepPEBIPKM NPMHLMMOBOI MOXITMBOCTI BiGHOBMNEHHSI BEKTOPA KOOPAMHAT, L0 HE BUMIPAIOTLCS,
Mo BEKTOPY KOOPAMHAT LLO BUMIPSAIOTLCS, | ANA peanisauii npucTpoto cnoctepirada y surnsai umdpoBoi
mogeni 6apabaHHOro MrvMHa Ha ynpaBnsaAl4YoMy OOYMCIIOBaNbHOMY KOMMIEKCi, HEOOXiAHO BU3HAUYNTH
MaTpULIO Bi4HOBMNIOBAHOCTI Y BUrNA4I

C 1000
CA 0100

= = 7

Q. CA2| |0 01O %
CA*| |0 0 0 1

Ockinbkn detG=1,T10 rang=4=n.

OTxe, B3aEMO3B'A30K MiXX 3MIHHMMW, LLO BMMIPSIOTLCS | HE BUMIPSIIOTLCS, iCHyE | nobyaysaTtu npo-
rpPaMHuUn crnocTepirad NPUHLMMNOBO MOXITMBO.

dyHKUiOHaNbHE NPU3HAYEHHA OAHOBUMIPHOI CUCTEMW YMpaBriHHA, WO po3pobnseTbes, nonsirae
B 3abe3neveHHi onepaTMBHOIO KOHTPOMO i yNpaBniHHA TEXHIYHUM cTaHom GapabaHHOro mmnuHa, 3gin-
CHIOBaHUM MO HanbinbL aBapunHOHeOe3NeYHNM enemeHTax arperaty. ToMy nig KOHTPONeM TEXHIYHOro
cTtaHy 6apabaHHOro MnmMHa po3yMieTbCsl, NO-NepLUe KOHTPOMb TEPTS B OMOPHUX By3riax Mo PiBHIO amnii-
Ty TEXHIYHUX YaCTOT 3 BU3HAYEHHSM MEX BUHUKHEHHS1 aBapiiHMX 3aTupaHb, i No-gpyre KOHTPOnNb CTy-
NeHs 3HOCY enemeHTiB pyTepoBKU (NidpTepiB) 3 BU3HAYEHHSIM NepefobprBHUX CTaHIB OCTaHHIX.

3apadelo ynpasniHHA € 3abe3nevYeHHs MiHIMyMy TepTsa B OMOPHUX By3nax B poboumx pexumax,
MakCMMyMy Macrionogayv npu BMHUKHEHHI NepegaBapinHOro ctaHy Mo 3aTMpaHHio i 3ynunHky Gapa-
©aHHOro MNMHa NpU HEMOXIMBOCTI BMBOAY MOro 3 nepeaaBapiiHOro CTaHy BEMUYMHOK ynpaBnsto-
4yoro BnAnBy abo Npu BMHWKHEHHI NnepeaobpurBHMX CTaHiB YyTEPOBKM (NosiBa «po3ayTux» nidrepis).
AMMNITYgHI piBHI 3Ha4YeHb XapaKkTepHUX 4YacTOT Ha cnpalbOBYBaHHA CUCTEMMU MaKCMMarnbHOI Mac-
fionogayun B OMopu i cuctemu nepegasapiiHol 3ynnuHkKM 6apabaHHOro MnuHa BU3HAYanMcs paiwe
B poboTtax [2; 6; 9; 11].

Taknm 4nMHOM, po3pobNAETLCA cMcTeMa oNTUMarbHOI cTabinisauii 3agaHoro piBHs TepTs B onopax,
Lo BUCTYNae B AKOCTi areHTa. CTeXeHHs1 3a MiHiManbHMM pPIBHEM TEXHIYHUX YacCTOT, siKi BigoOpaxatoTb
TepTd B NiAWNMHUKAX 34INCHIOETBCS EKCTPEMYM-AETEKTOPOM 3 BMAAYeE0 3aBAaHHA Ha cTtabinisadito MiHi-
ManbHOro piBHSA, a BigNOBiAHA OUiHKA AOCSXKHOCTI MeTU ynpasniHHA BU3HAYaETbCA y3ararbHEHUM CKa-
NAPHUM KPUTEPIEM ONTUMANbHOCTI, WO 3abe3nevye onTMManbHWA MO TOYHOCTI Ta eHeproBuTpaTam 3akoH
ynpasrniHHS

Iy =I:[q'3(y3 ~YVa) +85 (U, —Usoﬂdt; q,>0. (8)

29



Information Technology: Computer Science, Software Engineering and Cyber Security, Bun. 1, 2021

Ockinbkn CTpyKTypa i napameTpu 06'eKTy KOHTPOIIO i ynpaerniHHA GapabaHHOro MnvHa BU3HaveHa
paHiwe [2; 5; 7; 10; 11], To 3agaya CUMHTE3y CUCTEMM 3BOAUTBLCA A0 BM3HAYEHHSI CTPYKTYpW i napame-
TPiB yNpaBnsito4oro NpucTpoto. Npu LbOMy ronoBHUM € 3HAaXOXKEHHSA ONTUMarnbHUX yNpaeniHb Nepesoay
CUCTEeMW 3 NMOTOYHOrO TEXHIYHOro cTaHy x(t,) B KiHLEBWI 3afaHuii eKCTPeMyM-AeTEKTOPOM cTaH X(t,)
npy MiHIMarbHOMY 3Ha4YeHHi KpUTepito ONTUManbHOCTI.

MNpwn 3HavenHi U, =U,, (U,, — nocTiinHa BenuyMHa ynpassw4oro Bnnmey sika 3abesnedye Heobxia-
HWUI piBeHb cTabinisauii BUXiOHOT 3MIHHOT Y, ) NepexigHi npouecu B cucTeMi BIACYTHI Ta X,, = —K,,U,,,
Xoz = _k23U30 v Xog = _kssuso .

((x33k13 + 0LysKys + 0ly5Kys — Ky )Uso

Xon =~

Oys

Voo = X, +k Uy = (a43k03 — OLggKyg — OlpgKos — 0Ly gKas + k43)U30
30 = Xo1 T KozYs =

Oys

Moxnuso npeactasutn U, =U,, + AU, . Toai cuctema (3) 3anuweTbCs Y HaCTyNHOMY BUMMSAAI:

x® = x, + k(U + AU,) *1(0) =%,
- : 10
{ X =g iUy K (0)= 2 “zskzs(: %1Ka = Kag)Uso : (10)

43

{xgﬂ = X, + Ky (Ups +AU,)  X,(0) = Xy (11)
XS = Xy + KpsUps X02(0) = —k3U;,
{Xél) =X, + Ky3(Uyy +AU,) X3(0) = Xgq (12)
X(()13) = X, + ki3Uys X03(0) = —KUs,
{Xﬁl) = —0Lua Xy — OlggX, — OlygXy — Olya X, + Ky (Upy + AU;) X4(0) = X . (13)
Xgg = =0ygXoy = OlagXop = OygXog = OigXoy +KigUpg  X0a(0) = —Kz3Us,
Mpw BigHIMaHHI 3 nepwmx piBHAHL cuctemu (10), (11), (12) i (13) ApyrvX piBHAHL OTPUMYEMO
0L(ll) =a,+ [<13AU3 , (11(0) =Xp t k03U30 ’
o =, + ko AU (1)
05" = 0y + KigAU; 0t5(0) = X5+ KosUso
(’*(41) = — 050 — Olgg0l, — OlpgOly — OLy50L, + K3AU;, 04 (0) = Xy + Ka3Uss

ne o, =X, —X,, (i=1,4).
MiacTaBMBLIN 3HAYEHHA Y, | Y., Y dyHKUiOHan (8) Maemo

l = [ 05 (o +hooU ) + @00 Jal g >0 (15)

ly = .[: [qéai + 2q‘30~1k03AU3 + q'3k§3AU§ + q;AU32]dt; CI; >0.

BukopucToBylouM MeTon AMHaMIYHOIO NporpamyBaHHA MOXIMBO MpeacTaBUTU (PyHKUiOHanNbHe pis-
HAHHA P. Bennmana y Burnagi:

. . . . as
Q.07 + 2,0, Koz AU, + (g2, + g, )AUS + (o, + leAus)E +

1
(16)
as as as
+(a, + kzsAUS)W + (o, + k33AU3)W + (=050, — OlggOly — OLysOly — Olya0L, + k43AU3)d— =0;
2 3 4
2(q5KkZ, +q,)AU, + kg 0 kIS ik, ISk, IS o (17)

23 33 43
do, do., do, do,

3 piBHSHHA (17) ogepxyemMo y Burnsai
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(18)

3:

1 [ ds ds ds ds j
— +k +k
2(q3k03 + q3)

+k
13 d(xl 23 d(xz 33 dOL3 43 dOL4
MigcTtaenstoum (18) B (16) maemo

(C/éké + qs) " do, = do, ® do 43 do,

1 ds ds ds ds Y

- 2 0 13 + k23 + k33 + k43 +
4(g;k55 +Q5) do, do, da, da,

[ k

O
. (. 9S ., ds , dS dS)ds

T T gk, g\ P, Pda, | Pda, ©do, )-do,

r (19)
"

F

"B

ol — q.Kqs01, (k ds , ds , ds dS]_

D
ky () @S, dS , dS_, dS)idS

23" 2q.k% +g)\ Pda, Pda, Fda, “da, ﬁdoc2

7
k [, dS , dS ., dS , dS)dS

e 2(q3 +q,) 13 do, 23 do., % do, 3 do, adOL3

0o

[ k ds ds ds ds \Jds
+ - - - —= +k +k. +k 5
(L0500 = OlggOly — OlyOLy — Oy50L, [ 2(q3k53 +CI3)£ 13 da, 23 da, 33 da, 43 da, jjd(h

[N BU3HAYEHHA pilLEHHS NO ynpaBniHHIO AU, HeobXigHO 3HaWTW yHKLilo S, sika BU3HA4YaeTbecA
y surnaai [10; 11]

p B A A
2 2 2
A A As Al | M
2 22 2 ||%
S=la,,d,,0,,0, | . 20
[0z 0] A Ay Ag | | % 0
A33
2 2 2 o,
Au Ay A g
L 2 2 2 i
3 Bupaay (20) 3HaxogmMmo
d_S =2A,04 + A0, + Ao, + A L0 ; d_S = A0y + A0, +2A,05 + Ay, ;
do, do,
s _ Ao, +2A,0, + Ao, + A, ; as Ao, + A0, + Ao, +2A,,0, . (21)
do., do,
MigcTtaBnatoumn Bupas (21) B (18) ogepxxyemo
1
U, = _m[km (2A,0, +AL0, + Ao, + A0, )+
Koy (A0 + 24,0, + Aoy + Ayo, )+ Kyy (Ao + Ay, +2A5,0, + Ay, )+ (22)

+kys (A0, + Ay, + Ao, + 2A,,0, )}

A nicna nigctaHoBku (21) B (19) Ta 3rpynyBaBLUM YNEHN 3 a,, O.,, O, O, O 0L, , 0,0, 0,0, , 0,0,
0,0, , 0,0, | MPUPIBHABLUM HYMO KOEWMILIEHTU MPU HUX MOXHA OTPUMATV CUCTEMU HEMIHIMHUX PIBHAHb
BUrMsAY NpeacTasneHoro B axepenax [6; 8; 10; 11].

[nsa 3abe3neyeHHs MO3NTUBHOI BU3HAYEHOCTI KBagpaTu4HOi hopmu S 3rigHo ymoB CunbBecTpa BBO-
OATbCS OOMEXEHHS

(A A A A Ay Agg Ags Agg Ay Ay) > 0 (23)
ne ¢, =A; >0
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0, =4A, A, — A% >0
@, =8A, A,A, —2A AL —2A, AL —2A AL +2A,ALA,, >0
0, =16A A A A, —ALAL —AZAL —ALAL —AA L ALAL —AA L ALAL, -
—AA L ALAL —AALALAL —AALALAL —AALALAL +AALALALA, +AALALALA, +
F2ALAALA +2ALA L ALA, +2ALA ALA, FAALALALAL >0
3HaxoMKeHHs HeBiJOMUX KOeMIUIEHTIBA , , A, , As, AL, A,, As, AL, Ay, Ay, A,, 3abesnedy-

€TbCA BU3HAYEHHAM X 3Ha4YeHb, L0 AOCAranTb MiHIMYMY LWTPagHOT (yHKLT

n=10

Fk(Aij):zfiz(A A A A A221A23’A241A33’A341A44)+
i1

11 14

n=10
+Rk z (p:r (All’A12’A13’A14'A22’A23'A24’A33'A34’A44)
i=1
9,() nou ¢;()>0
0 ¢;()<0
B pesynbrati o6uncneHi 3HadeHHs1 koedilieHTiB BigMNoBIiAHO PiBHI

Ae R, — napametp wrpady, a ¢; (+) :{

A'11 =0.1278-10"°, A'22 =-0.2479-107%, A'33 =-0.1039-10°,
A, =0.1757-10°, Ay, =0.2302-10°, A, =-0.1441-10%,
A, =5.313, A, =-0.7133, A, =04261-10"",

A, =0.2524-10°.
BukopncToBytoun 3HangeHi koedilieHTn y Bupasi (24) moxHa otpumaTu
AU, =-0.2612352-10%a, +0.738262-10a, +0.1491442 10" 0, —0.549421-10> o, (25)
MpwuiiHaBLKM (25) nepeTBopuMO BUpas (14)
ol =-0.8885046-10"a, —0.2510978-10%* o, —0.5072640-10*° o, +0.1868674 10> .,
al? =0.2411909-10"a, +0.681653-10"%a, +0.2754009 - 10" ., +0.101453 - 10% at,,
al? =0.1992063-10'*a, +0.5629072-10"%at, +0.1137306 - 10" o, +0.4189642 -10% .,
o’ =0.5407942-10"" a,, —0.1528226 - 10", —0.6174591-10"a, —0.2274615-10*a,,

(26)

v, =0.1075893-10"c, —0.3040557-10% o, —0.614248 1070t —0.2262784-10% 0,  (27)

Bupaxxaemo 3MiHHi cTaHy a,, o,, o, i o, 4Yepe3 BUXiOHY BENUUUHY PILLEHHS Y., ANA 4YOro Tpudi
AndepeHLitoeMo PIBHSAHHS BUxogy (27) i 06'eqHyeEMO OTPUMaHI PiBHAHHSA B CUCTEMY

y, =0.1075893-107 0, —0.3040557 - 10% a1, — 0.614248-107° 0t — 0.2262784-10* 01,
Y =-0.3115837 10" a, —0.1691507 -10°* a1, — 0.6983454 - 10° o, — 0.3792071-10*" at,

y{? =-0.361358-10"%a, —0.1961695-10°* o, —0.8099037 -10** a1, —0.1293854 -10*° a1, (8)
y® =-0.4350463-10""a,, —0.2361672-10°" o, —0.97506-10* a1, —0.3443553-10*"
PiweHHa cuctemn (28) no3sonsae 3HanTn BMpasu 3MiHHMX CTaHy B HACTYMHOMY BUrMSAI
a, =8.18182-10" y{¥ —~1.85455.10** y{? +1.0364 - 10 °* y{” —1.00000-10 "y,
o, =4.3181-10*"y¥ +2.0682-10° y{? +3.04546 - 10 °* y —1.04546-10 % y, (29)

o, =8.8182-10 y¥ —2.5545.10 %y 1+0.27636-10°* y{" —0.98336-10"*y,
o, =-2.2728-10"*y» - 6.8182-10°°y{? + 4.5456 - 10y~ —0.4546-10 y,

MNiacTaBmsLM 3 BUpa3y (29) 3HaYEHHs SMIHHUX CTaHy o, , a,, o, o, i AU, B (25) 3Haxoaumo B pesyrb-
TaTi 3Ha4eHHA ONTUMAsbHOrO ynpasniHHA U, 3 ypaxyBaHHAM areHTHOro Bijo6paXeHHs 3MiHHMUX CTaHy
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U, =-0.26123-10" y, +0.1414301-10 ™" y{” +0.1034979-107>*
y$ -0.822187-10°" y{¥ —0.1377004 - 10" U,,

BuCHOBKM. ICHYOYI CTPYKTYPU MYNbTUAreHTHUX CUCTEM MatOTb OOMEXKEHHS HA BU3HAYEHHST BHYTPILLI-
HbOro CTaHy came areHTiB, WO (OYHKUiIOHYOTb B cucTemi. [JouinbHe 3acToCcyBaHHA PiBHAHb B 3MiHHMX
CTaHy, 3anucaHux B HopMarbHi doopmi Kowi, 4ns npeacTtaBneHHs BHYTPILWHBOrO CTaHy areHTiB MynbTu-
areHTHOI cucTeMu NpeacTaBrnsie MOXMIMBICTb BinbLL edpeKkTUBHO BignpauoBaT hoOpMyBaHHA onTUManb-
HUX BiAMNOBIAHO 3a4aHOMY KPUTEPItO NO TOYHOCTI Ta eHeproBuTpaTam 3akOHM pillieHb, WO NPUIMatoTbCA.
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mathematics and Deep Learning, allows the implementation of artificial neural networks principles with Artificial
Intelligence methodology.

Key words: TensorFlow library, artificial intelligence, software products, neural networks.
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IUTYYHWUN IHTEJNIEKT HA OCHOBI TENSORFLOW B HABYAJIbHOMY NPOLECI

Y uiti ecmammi obeosoproemscsi npobnema eukopucmarHsi bibniomeku TensorFlow e HagwanbHUX UirisiX.
OcHosHa idesi pobomu — npoaHanidysamu PileHHS] IHMENeKmMHUX rnpogpamHux npodykmig 0ns cmydeHmis, siKi
Has4arombCsi Ha OCHosi bpelimeopky TensorFlow. OnucaHo mexHomnoziuHi nepedymosu; nepeansiHymi OCHO8U
cucmem iHMeneKMHUX npozpamHux 3acobie Ha ocHoei TensorFlow. Y uiti cmammi mu crio4amky npoincmpyemo

35



Information Technology: Computer Science, Software Engineering and Cyber Security, Bun. 1, 2021

cyyacHuli pieeHb 3acmocysaHHs TensorFlow 0o ocsimHix npobnem. Y cmammi aHani3ytombsCs iCHyto4i cghepu
3acmocyeaHHs1 rpospamHux npodykmie Ha ocHosi 6ibniomeku TensorFlow. Ha 3akiH4eHHS nposodumsbcs
Knacuepikauisi cghep 3acmocysaHHs po2pamHo20 3abesneqeHHs], sika 6asyemscsi Ha TensorFlow. Memodonoeis
supilWeHHs uiei npobremu nonseae y 8U3Ha4YeHHi OCHOBHUX Murig npobrem Wwmy4yHO20 iIHMeNeKmy Ha OCHOS8I
TensorFlow ma onuci OCHOBHUX HarpsiMie pileHb Ha ocHosi TensorFlow e HasyanbHoMmy npoueci. Haykoea
Hoeu3Ha. Y cmammi roka3aHo, Wo sukopucmanHs 6ibniomeku TensorFlow e HagyanbHUX Uinsx, sika 6asyemscs
Ha eeKkmopax i Mampuusax MamemMamuku ma 2nuboKo2o Hag4yaHHs1, 00380/15ie peanidysamu NPUHUUNU WMyYHUX
HeUPOHHUX MEPEX 3 MemoAor1o2ier0 WMy4yHO20 iIHmernekmy.

Knro4oei cnoea: 6ibriomeka TensorFlow, wmyyHul iHmenekm, iHmenekmHi npoepamHi npodykmu, HEeUPOHHI

Mepexi.

Nowadays, in the age of information, educa-
tional organizations more and more often use
different kinds of information technologies to
automate their working process. However, not
all the problems are resolved. In addition, edu-
cational process rapidly makes a transition to
the online format, so new challenges appear.
Some of educational process issues, related with
student teaching, student supporting, teacher
supporting and data analysis, are directly con-
nected with tasks of recognition, making deci-
sions, classifying and analyzing a large amount
of data. Tasks of this kind are quite difficult to
solve with standard programming approaches
and this is a problem. However these tasks are
typical for artificial intelligence (Al).

The use of Al in education has been the sub-
ject of different researches for about last 30 years.
Al solutions bring new possibilities and perspec-
tives for development of education. Al can provide
a high level of efficiency, curriculum personaliza-
tion and give teachers enough time to solve tasks
connected with coaching, advisement, behavioral-,
social-, and emotional- skill development. It is dif-
ficult for machine to deal with such a human capa-
bilities. Using both best functions and possibilities
of Al and humans in education can have a positive
impact on students™ outcomes.

Currently, there are a large number of artificial
intelligence software solutions. One of these solu-
tions is the TensorFlow library. TensorFlow is a free
and open-source software library for machine
learning. It can be used across a range of tasks
but has a particular focus on training and inference
of deep neural networks. TensorFlow is a symbolic
math library based on dataflow and differentiable
programming. It is used for both research and pro-
duction at Google.

So using Al in systems for automation some
aspects of educational process, including student
teaching, student supporting, teacher supporting,
data analysis, etc., is very actual. There are no
such systems implemented in Ukrainian educa-
tional platforms, but some experimental systems
exist in other countries [2; 3; 6; 7; 8; 11; 13; 16; 25;
26; 29].
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Using Al in educational process certainly has
its own benefits and future perspectives, but it also
may cause some problems. Typical problems in
Al use are: time for training, high cost of develop-
ment, detection of wrong patterns, wrong interpre-
tation of results and risk of unemployment.

The objectives of this study are:

— To provide an overview of Al software solu-
tions for teaching students based on the Tensor-
Flow library.

— To create a classification of these software
products.

— To determine a direction for development
of Al solutions based on TensorFlow.

Software products based on TensorFlow in
education.

Al application in student teaching

Student teaching is a perspective subject area
for Al application. Al can be used for customizing
learning process, creating virtual tutor, etc. Al can
create ideal environment in which students can
study and develop successfully.

With Al methods it becomes possible to cus-
tomize learning process to individual student’s
needs, increasing student’s performance. One
of widespread educational problem is that there
exists a huge difference in basic knowledge
between students in one group. Especially if this
group contains about 30 people. Teachers are
usually oriented on some abstract average stu-
dent, using “one-size-fits-all” approach, because
curricula are usually formed without a single hint
of an individual approach to students. Curricula
are a kind of rigidly fixed set of knowledge that all
students must learn, regardless of their capabili-
ties or interests and this is a problem. As a result
of “one-size-fits-all” approach “weak” students are
not able to properly understand learning material
and “strong” students are bored and don't get any
progress during lessons. Unfortunately, this is very
widespread situation today. That is why using Al in
this case is good solution. Al software potentially
is able to give teachers useful information about
students’ learning styles, abilities, academic per-
formance, and provide suggestions how to adjust
teaching/learning strategy for each student.
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Nowadays some companies are currently
developing educational systems with Al which are
able to teach student, check his or her knowledge,
identify gaps and give feedback about student’s
performance. These systems give students chal-
lenges they are ready for and redirects to new top-
ics when it is appropriate. Such software usually
used for language learning.

For example, in [7], methods of deep learning
of artificial neural networks are considered, which
help to determine the probability of student expul-
sion, as well as suggesting to change the training
route. These solutions helps teachers support stu-
dents who are struggling and give additional chal-
lenges to students who are ready for more. Such
approach greatly increase students’ motivation
and allows teachers to work more effectively.

Systems with Al can be a virtual tutor for stu-
dents. Because of students sometimes have gaps
in their knowledge, there is often a need of extra
lessons for specific subjects among students.
Nowadays Al can be a teacher, which provides
personal tutoring and support for the students out-
side of the classroom. Such technology can pro-
vide personalized help for students to keep up with
the course. One of valuable advantages of this
technology is that this virtual teacher available
instantly whatever the time.

Bright examples of this kind of software are Al-
powered chatbots and Al virtual personal assis-
tants.

Al application in student supporting

Al can be used for student supporting. Many
kinds of repetitive tasks could be automated using
Al technologies. Such software can offer teach-
ers more time to focus on teaching their students
rather than discussion topics which are barely
related to education subject. When a teacher has
hundreds of students, it's very time-consuming
to answer lots of same questions about lesson
plans, schedules, and guidelines, etc. That is why
smart systems like chatbots are good solution for
this issue.

There exists an example of chatbot, developed
in The University of Murcia in Spain \cite{cit09},
named Lola and it was created to provide immedi-
ate answers on students’ questions about the areas
of study and campus. Administration of university
was pleasantly surprised when it turned out that
Lola was able to answer more than 38 thousand
questions, giving right answers on more than 91%
of them.

Another example of chatbot is Ed. It was cre-
ated by college professor to assist students
before, during and outside of his class. Ed could
provide access to referenced documents/articles/
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biographies, notifications about lessons and feed-
back on presentation. Ed was not only the instru-
ment to find information the about classes, but it
was the instrument of gamifying the learning pro-
cess and making it more dynamic and active. As
the result students were more motivated and pro-
fessor spent less time answering student mes-
sages. According to pool conducted by professor,
99% of student was satisfied with Ed and 98%
would like to see more other chatbots in other
classes.

Chatbots can be very smart and they can mir-
ror human behavior quite accurately. For example,
Ashok Goel, professor of Georgia Tech developed
chatbot named Jill Watson [6]. He introduced Jill
Watson to students, but they didn't know that
the Jill Watson was an Al. Chatbot was answer-
ing students’ questions about routine topics during
semester. Only at the end of the semester, pro-
fessor revealed Jill Watson's identity and students
was very surprised.

The technologies used in the above examples
of chatbots differ from the TensorFlow library,
however, considers the creation of an intelligent
chatbot based on the use of TensorFlow libraries.
In this example, the recommended technology is
Long short-term memory (LSTM), developed by
Sepp Hochreiter and Jirgen Schmidhuber [9].

Scientific research “Intelligent Chatbot using
Deep Learning” [26] also discusses building
a chatbot based on LSTMs, but also discusses
using Google's Neural machine Translation.

Summarizing this section, it should be noted
that the use of TensorFlow libraries to support stu-
dents is an easy-to-do software design element.

Al application in teacher supporting

Another possible area of using Al is teacher
supporting. Teachers work about 50 hours per
week and spend only 49% of time in direct interac-
tion with students. Rest of the time they spend on
preparation, evaluation, and administrative duties.
Al-systems can make teachers’ life much easier
and save a lot of time, giving teachers an oppor-
tunity to spend more time teaching students rather
than checking assignments or creating and filling
reports. So preparation, administration, evalua-
tion, and feedback are areas with biggest potential
to automation.

The article of Taiwanese researchers developed
on the basis of an in-depth analysis of the student's
previous experience, can allow the university to
assist students in choosing a course and improv-
ing their competencies based on their abilities,
potentially reducing dropout rates and promoting
adaptive learning, thereby achieving a win-win sit-
uation as for university and for students.
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Al can be used for automating basic activities,
such as grading homeworks and handling exami-
nation related activities. Subjective opinion and dif-
ferent marking systems of examiners are main high-
lights that usually cause a certain level of bias in
knowledge assessment. Nowadays the systems
for objective type papers evaluation exist and they
mostly use OMR technology. There exist the prob-
lem of evaluating subjective type papers. For this
purpose Al can be used. Itis an urgent educational
system need. First of all, Al can provide a high level
of precision, efficiency and it can save a lot of time
because of its possibility to analyze large amounts
of data, more than any human. Secondly, Al can
guarantee reducing bias in assessment caused by
subjective examiner's opinion.

Chinese education is a prime example. By
the year 2016 China Ministry of education started
a big digital educational experiment. And today 60
000 schools use the system for automatic essay
correction with the level of precision matching
humans in 92%. The essay grading machine is
based on Al neural network and is improving its
ability to understand human language by using
deep learning algorithms.

Above-mentioned examples show that Al can
be trained for grading different kinds of subjective
type papers, for example, even code snippets,
what is actual issue in IT-education area.

Thus today, essay-grading software is still not
ideal, but it is quite close. Improvement such type
of software needs years’ time. But as a result due
to this technology teachers will be able to focus
more on interaction with students and in-class
activities.

Using the
the basics of Al

A large number of works consider the use
of the TensorFlow library for teaching the basics
of Al, due to the easy implementation of artifi-
cial intelligence components in this library. So, in
the works “Deep Learning in the IT Curriculum” [11]
and “Development of Artificial Intelligence Education
Contents based on TensorFlow for Reinforcement
of SW Convergence Gifted Teacher Competency”
it is proposed to base knowledge and skills of deep
machine learning on the study of the TensorFlow
library, as well as to use it in teaching teachers.

Deep learning goes to school: toward a relational
understanding of Al in education [x15] and Deep
Learning: The Impact on Future eLearning [x14]
take a broader view of deep learning knowl-
edge fundamentals. However, in these studies,
the impact of the Tensorflow library on the studying
process of deep learning is widely reported, and is
one of the priority areas for learning.

TensorFlow library to teach
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Application of TensorFlow library for auto-
matic attendance control

Due to the focus of the TensorFlow library on
machine learning methods based on examples,
one of the areas of support for teachers that is
widespread in the world is the analysis of photo
and video materials from classrooms. The program
automatically recognizes the faces of the students
present on the images and generates an atten-
dance report.

So, in the works “The Application of Tensor-
Flow Facial Recognition Technology in Education
Assistant System” [8], “Automated student atten-
dance monitoring system in classroom based on
convolutional neural networks” [13], “Automatic
Attendance Management System based on Deep
One-Shot Learning” [16], “TensorFlow-Based
Automatic Personality Recognition Used in Asyn-
chronous Video Interviews” [25] is proposed to
use convolutional artificial neural networks with
small differences in layers, capable of recognizing
students' faces.

A little apart is the work “TensorFlow-Based
Automatic Personality Recognition Used in Asyn-
chronous Video Interviews” [25], in which, in
addition to the student's face, such parameters
as Openness to experience, conscientiousness,
extraversion, agreeableness, and neuroticism are
recognized.

The work proposed in the article “Classroom
Attendance Auto-management Based on Deep
Learning” [29] also has differences in structure,
which also considers a convolutional neural net-
work being trained, in contrast to previous works
on the Faster R-CNN algorithm.

Today there exist about several dozen works
of this kind, in view of the simple implementation
and the known ways of solving this problem.

Al application in data analysis

Al can be used for data analysis. There exist
a lot of data in educational institutions that poten-
tially could be gathered and analyzed. But this pro-
cess is inefficient without automatization.

One of tasks for data analysis is prediction stu-
dents’ academic performance. For this purpose Al
can be used. Poor results of students after admis-
sion are a big problem for many of educational
institutions. Students’ progress depends on vari-
ety of reasons, such as their socio-economic back-
ground, academic performance record, etc. Pre-
diction based on manual analysis of large amount
of data is difficult and inefficient because of limita-
tions of human cognition and difficulties of dealing
with many different variables. Standard program-
ming algorithms cannot work with such a spread
in data sets. In contrast to all mentioned above
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methods of analysis, Al can capture a much wider
and more detailed array of data.

An example of Al application for data analysis
is described in article. According to this article,
the test version of a neural network was created
and integrated in educational system of “Nicolae
Titulescu” University of Bucharest. The neural
network analyzed profiles of first-year students
and classified them into specific academic perfor-
mance groups. It was successfully used to pre-
dict potential candidates for leaving the university
with about 86% of the average predictability rate.
This helped institution management to take early
actions to avoid academic performance regress
and even student leaving education.

Hence Al can be used for analysis and predic-
tion of different aspects of educational process,
such as forecasting different academic character-
istics of students. This can make educational pro-
cess more flexible.

Al has an ability to help individual students’ with
their progress. There exist educational systems
which can analyze students’ data and produce cor-
responding recommendations.

Similar models are considered in the works
“An Artificial Neural Network Approach to Stu-
dent Study Failure Risk Early Warning Prediction
Based on TensorFlow” [2], “Predictive analyt-
ics in education: a comparison of deep learning
frameworks” [3], “Pedagogical Data Analysis Via
Federated Learning Toward Education 4.0” [7].
In these works, models of artificial neural net-
works are considered, trained on student data
and designed to predict further student results,
based on the available data. In the works,
the forecast accuracy varies from 70% to 90%,
which allows them to serve as an accurate basis
for analyzing and predicting the behavior and per-
formance of students.

Possible problems of using Al.

However using Al has not only positive sides. It
may have some possible problems, such as:

— Long training. Al software mirror behavior
of human and replicate the best practices, but it
also needs to be pre-fed with relevant information.
It can take up to several months to train Al system.

— Wrong interpretation of results. Al analyzes
big amounts of data quite accurately, but the results
can be wrongly interpreted or even deliberately
misused. Despite the intention of the developers
and users of these systems, there could be unin-
tended negative consequences. These conse-
guences can even backfire. For this reason, results
of analysis should be used carefully. It should be
taken into account that data could have different
quality levels, could be outdated, or results could

39

be focused on non-average specific subset, which
influence on bias in analysis results, etc.

— Detection of wrong patterns. The point of Al
tools is to show less intuitive, more attenuated corre-
lations and patterns. But Al can detect random unre-
lated correlations. For instance, in this website there
is a list of the strangest correlations detected by Al.

— High cost of development. The exact cost is
difficult to estimate, because it depends on many
aspects. To demonstrate the expenditure scale,
authors of the article predict that Al adoption in
education is expected to reach global expenditure
of $6b by 2025. Much of the growth will come from
China and USA.

— Risk of unemployment. According to
the study conducted by McKinsey Global Institute,
intelligent agents and robots could replace about
30% of the world’s current human labor by the year
2030. Consequently, many teachers could lose
their jobs and this problem should be resolved
in some way, for example by staff retraining. But
there exist another opinion that teachers are
unlikely to lose their jobs because of Al will replace
them. They also might lose job because of they
don’t have enough skills to deal with Al. It means
that teachers and administration of educational
institutions should have special skills in evaluating
and interpreting results produced by Al. Moreover,
software always updates and staff should have
an ability to accept new things and learn them fast.

Classification of educational software prod-
ucts developed with TensorFlow.

In view of the fact that TensorFlow is consid-
ered primarily as a means of managing large
arrays of data and transformations in them, the use
of TensorFlow in education is quite specific. After
analyzing the work offering tools in the field of edu-
cation, using TensorFlow libraries, it is possible to
draw up the following areas:

— Control of classroom attendance of lectures
using face recognition.

— Intelligent chatbots for interacting with stu-
dents and teachers.

— Learning the basics of Al

— Predicting the learning trajectory of students
and the risks associated with learning.

The development of artificial intelligence sys-
tems using TensorFlow libraries, of course, is also
possible in other areas, since the library is universal
and freely modifiable. However, the library's focus
on processing data arrays and systems based
on artificial neural networks gives an advantage
in processing system data, in which it is possible
to present training based on examples, such as
photo and video recognition or prediction of edu-
cational trajectories.
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Conclusion. Al is an efficient solution that can
provide opportunities to optimize and improve
some aspects of educational process.

Despite of some possible the problems such
as time for training, high cost of implementation,
wrong interpretation of results and risk of unem-
ployment which undoubtedly should be taken into
account, Al systems can be successfully used
for solving many issues in education. These are
above mentioned tasks of student teaching, stu-

dent supporting, teacher supporting and data
analysis. High cost of implementation can be com-
pensated by the process optimization and reduc-
ing costs in the near future. To avoid wrong result
interpretation and detection of wrong patterns data
should be used carefully and inaccuracies should
be taken into account. In this case advantages
outweigh disadvantages. It is brightly illustrated by
existing experimental systems, mentioned above
in this paper.
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3MICT

Muxaiino AJIEKCEEB, Onekciii AJIEKCEEB, Hadis IINKA

IHPOPMALIIVHI TEXHONOTIT 3 BUKOPUCTAHHAM HEMPOHHUX MEPEX

MNPV EKCMEPUMEHTANBHOMY OOCHIAXXEHHI BIBPALIIMHUX CUTHANIB

POTOPHUX OB'CKTIB. ... .o 3

Banepiti KOPHIEHKO, OnekcaHdpa EPACIHA, Amumpo TUMO®EEB,

OnekcaHdp CA®APOB, KOniss KOBAJIbOBA

OUIHKOBAHHA XAPAKTEPUCTWUK CAMOMNOAIBEHOIO TPA®IKY
IHPOPMALIMHO-KOMYHIKALIIMHMX MEPEX ONA CUCTEM BUABNEHHA ATAK ... 8

Bosniodumup KYBAEB, lMaesno ILLYK, Apmem INOJNITOB, Bnaducnae BYPSIK

MPOIrPAMHI PILLEHHA MO 3ABE3MEYEHHIO HAOIMHOIO ¢YHKLIOHYBAHHSA

CKNAOHUX IHOOPMALIMHO-KEPYHOUMX CUCTEM

KPUTUYHUX OO PEXUMY PEAJIBHOTO HACY ... e 16

Jleonid MELLEPSIKOB, Ipuxa YOBWK, Hazap CAMAPEL|b
OVHAMIYHE NMPOTPAMYBAHHS OMTUMANBHUX PILEHb YNPABIHHSA
3 YPAXYBAHHSAM BHYTPILHLOIO CTAHY ATEHTY MYJISTUATEHTHUX CUCTEM.............. 25

Iryna CHERECHECHA, Serhii PRYKHODCHENKO
ARTIFICIAL INTELLIGENCE BASED ON TENSORFLOW IN EDUCATIONAL PROCESS............ 35

42



Information Technology: Computer Science, Software Engineering and Cyber Security, Bun. 1, 2021

CONTENTS

Mykhailo ALEKSIEIEV, Oleksii ALEKSIEIEV, Nadiia LIIKA
INFORMATION TECHNOLOGIES WITH THE USE OF NEURAL NETWORKS
IN THE EXPERIMENTAL STUDY OF VIBRATION SIGNALS OF ROTARY OBJECTS.................. 3

Valerii KORNIIENKO, Oleksandra HERASINA, Dmytro TYMOFIEIEV, Oleksandr SAFAROV,
Yuliia KOVALOVA

ESTIMATION OF SELF-SIMILAR TRAFFIC CHARACTERISTICS OF INFORMATION

AND COMMUNICATION NETWORKS FOR ATTACK DETECTION SYSTEMS.............ccoviee 8

Volodymyr KUVAIEV, Pavio ISHCHUK, Artem POLITOV, Viadyslav BURIAK
SOFTWARE SOLUTIONS TO ENSURE THE RELIABLE OPERATION
OF COMPLEX INFORMATION AND CONTROL SYSTEMS CRITICAL TO REAL-TIME................ 16

Leonid MESHCHERIAKOV, Iryna UDOVYK, Nazar SAMARETS
DYNAMIC PROGRAMMING OF OPTIMUM DECISIONS OF MANAGEMENT
TAKING INTO ACCOUNT INLYING STATE TO AGENT OF MOULTIAGENTNIH SYSTEMS......... 25

Iryna CHERECHECHA, Serhii PRYKHODCHENKO
ARTIFICIAL INTELLIGENCE BASED ON TENSORFLOW IN EDUCATIONAL PROCESS............ 35

43



INFORMATION TECHNOLOGY:
COMPUTER SCIENCE, SOFTWARE ENGINEERING
AND CYBER SECURITY

Bunyck 1

KopekTtypa * IpuHa MukonaisHa YygecHoBa

Komm'toTepHa BepcTka * Hatanis CepriiBHa KysHeuoBa

®opmat 60x84/8. MNapHitypa Arial.
Manip odpcet. Lincpposuin apyk. YM. apyk. apk. 5,12. 3amos. Ne 0821/291. Haknag 300 npum.

BuaaBHUUTBO i gpykapHsa — BugaBHuuunm gim «lFenbBeTmnkay
65101, YkpaiHa, m. Opeca, Byn. IHrnesi, 6/1
TenedhoH +38 (048) 709 38 69,
+38 (095) 934 48 28, +38 (097) 723 06 08
E-mail: mailbox@helvetica.ua
CaigouTBo cy6’ekTa BMOABHMYOI Cnpasu
IK Ne 6424 Big 04.10.2018 p.



