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IH® OPMAIIMHA BE3IIEKA B KOHTEKCTI
BUKJIUKIB 1 3AT'PO3 HALIIOHAJIBHIU BE3IEII

AmnamizyloThcs cydacHi nmpobnemu iH(opMaIiiHol Oe3rekn B CKIai HAIIOHATBHOI Oe3meKn
JepxaBi. BusHauaroThesl IPUYMHY, IO 3YMOBIIOIOTH HE3aMOBLIRHUI cTaH y cdepi 3abe3neueHHs
iHpopMmamiitHoi 6e3mexkn. OcobnuBa yBara IMPUAINAETECA MPABOBUM OCHOBAM 3a0e3IeIeHHS
ichopMauiix’IHo'l' 0Oe3MeKH Ta MepCIIeKTHBAM YIOCKOHATICHHS 3aKOHOABCTRA, IpodieMaM perymoBanks
BiIHOCHH y Wil chepi. YemimHmiA po3BUTOK YKPAiHH K CYBEPEHHOI JCPXKaBH HEMOXIMBHA Oe3
3abe3nedeHns 1i HalioHATbHOI Oesneky. [H(popmaiiiHa Gesrexa CyCIiTbCTBa i [ePIKABH BU3HAYAETECS
MIpO0 IX 3aXMINEHOCTi, a OTXKe, CTIMKICTIO OCHOBHHX c(hep KHTTEMISIIBHOCTI 10 HeOe3MmeqHnX
JIecTabLTi3yI0unX, AeCTPYKTHBHAX 1H(OPMAIIHHNX i, SKi YTUCKAIOTh IHTEPECH KpaiHH.

KirouoBi cnoBa: inpopmanis, Ge3nexa, iHpopMmaniliHa Oe3neka, HallioHaTbHa Oe3mexa,
HaIliOHANBHI iHTepecH, iHdopMmaniiiHa chepa, HanioHaTbHA Oe3reka YkpaiHm.

Ilocmanoeka npodnemu. Y cydacHOMY CBIiTi ponb iHpOpMaLifHOT ChepH KUTTS
CyCHiJbCTBA, SKa PO3IIANa€ThCA SIK CyKyHHiCTB iHpopmanii, iHPopManiiHoOl
1IH(PACTPYKTYpH, Cy0’€KTIB iH(OPMALTHHIX HpaBOBLI[HOCI/IH Ta CUCTEMH PEryTIOBaHHS
CyCITBHHX BIIHOCHH, IO BUHUKAKOTh [IPU LBOMY, IOCTiiiHO 3pocTae. [ndopmatiiina
cdepa iCTOTHO BIUIMBA€E Ha CTaH MOJITHYHOI, EKOHOMIYHOi, 0OOPOHHOI Ta IHIIUX
CKIIaJTHUKIB Oe3meku nepkaBu. ToOTO HamioHallbHa Oe3IleKa 3alIeXKUTh BiJ
3a0e3nedeHHs iHpopManiiHol Oe3MeKkH, MPUYOMY 3 PO3BUTKOM iHPOpMaLiHHHUX
TEXHOJIOTiH L B3aeMo3ajexHiCTh Oyae TiNbKH 3pocTaTH Ta HaOyBaTH OUIBIIOrO
3HA4YEHHA IJIs1 IepKaBH Ta CYCIIJIbCTBA 3aranoM. Tak, y ct. 17 Koncrutyuii Ykpainu
3a3HaveHo, mo iHopManiiiHa Ge3neka € HaHBa)XIMBILIOK (QYHKLIEO AEpKaBH,
CIIPaBOIO BCHOTO YKpaiHChKOro Hapoxy [4].

Ananiz ocmannix 0ocnioxycens i nyonikayin. [Tpobnemamu nociimkeHHs y cdepi
iHopmaniiinoi Oe3mexku 3alimanucs Taki HaykoBui, sk: B. I'ypkoBchkui,
A. T'epacumoBa, A. bapanos, A. ['yoenkoB, b. Kopmuu, A. Manotiino, A. [lo3nHskoBa,
I'. IToderios Ta iH. Y CBOIX NpALAX HAYKOBLI PO3IISAAIOTE Hp06J'IeMI/I 0e3meKu IuIsIXOM
KOMIIICKCHOTO MiAXOAY 10 CBITOBOrO Ta BITYM3HSAHOIO NOCBify ii 3abesmedcHHs,
HaJal0Th PEeKOMEH Al Io/10 3MiHEeHHsI Oe3TeKn KpaiHu.

b. Kopmird BusHadae inpopmalliiiny Oesreky sk CTaH 3aXMIICHOCT] MapaMerpis
iHpopMaLiifHUX MPOLECiB, BiTHOCHH 1 HOPM, BCTaHOBJIEHHX 3aKOHOAABCTBOM.
Ile 3abesmneuye HEOOXiAHI yMOBH iCHYBaHHs CyCHLIbCTBA, AEPKABH, JIOXMHH SK
Cy0’€KTiB Taknx npouecis Ta BixHocuH [5]. B. Jlonarin CTBEPIUKYE, IO iHpopMaLiiiHa
Oesrieka € CTaHOM 3aXHMILCHOCTI XKUTTEBO BaKIMBUX IHTCPECIB ICPKaBH, CyCHlJ‘IBCTBa
Ta ocoOu Ha 30aylaHCcOBaHii OCHOBi, TOOTO HAL[IOHAJBHUX IHTEpPECiB KpaiHH, Bix
BHYTPILIHIX 1 30BHILIHIX 3arpo3 B iH(popMariitHiii chepi [6].

Vkpaincekuit yuenuit O. bapanoB Bu3zHae iHpopMmauiliHy Oe3IeKy SK CTaH
3aXMIICHOCT] HAl[lOHATBHHUX IHTEPECIB KpaiHU B iHGOPMAIIHOMY CEpeOBHILI.
3a TakKMX YMOB 3BOXUTECS JI0 MIHIMYMY YH HE JIOIYCKA€THCS B3aTalll 3aIO{IsHHSI IIKO/IH
JIepyKaBi, CyCIUIBCTBY 4H 0COOI BHACIIIIOK HECAHKIIOHOBAHOI0 MOIMPEHHS iH(opMarii,
il HETOCTOBIpPHICTH, HECBOEYACHICTh qepes HEraTuBHI HACIiAKU (QYyHKIIOHYBaHHS
iH(OpMAIiTHUX TEXHOIOTIH Y1 HeraTUBHUI iH(opMariiHuil Brums [1].

© INanuenxo O. A., 2020

Public Administration and Local Government, 2020, issue 2(45)
57



Teopia ma icmopia 0eprcagno2o ynpaegiinns

Mema cmammi Tionsirac y BU3HAUCHHI poii iHpopMmaniifHoi Oe3neku B cKiaii
HalioOHaIbHOI Oe3MeKu NepKaBu Ta JOCHIIKEHHI 3aKOHOJABYOTO PEryIIOBaHHS B
iHQopmaniiHii cdepi Ykpainu.

Buknaoennsa ocnoenozo mamepiany. 3 po3BUTKOM iHPOPMALITHUX TEXHOIOTIH
Ta iHQOPMALIHOro CyCIinbCTBA B yMOBAaX rio0aizanii BUHUKIO LiTe KOO
HeBI/IpH_HeHI/IX IHTAHb i IPOOIIEM, ICTOTHO 3MIHHIACS XapAKTEPHCTHKA BUKIIHKIB 13arpo3
uuBimizanii. ['0M0BHI IHHOCTI, AJIs 3aXUCTY SIKMX AEpXKaBU NparHyTh copmyBatu
eeKTUBHI MEXaHI3MH IPOTHIT BUKIIMKAM 1 3arpo3am, — Mup, Oe31eka, mpasa JIIOIUHHI
1 CTIHKHH PO3BUTOK JEP>KaBH.

Ha cporofni €muHOI TyMKH 111010 BU3HAYCHHSI TIOHATTS «iH(opMaIliiiHa Oe3meka»
cepel AOCHiAHUKIB HE icHye. ToMy B MeKaxX OKpeCIeHOro minxoay iHpopManiiiny
0e3neKy MO)KHA IHTEPIPETYBaTH SIK CTaH 3aXMILEHOCTI Jep>KaBH, ii HalliOHAJIbHUX
iHTepeciB B iHQOpMaliiHii cdepi, 10 BU3HAYAIOTHCS CYKYIHICTIO 30aaHCOBaHUX
iHTEpeciB 0cOOUCTOCTI, CycHinbeTBa 1 AepkaBu. HanioHanmbHa Oe3neka gep:kaBu iCTOTHO
3aJIeKUTH Bijl 3a0e3nedeHHs iH(opMalliiiHoi Oe31eKH, Ta B XO/i TEXHIYHOTO ITPOrpecy
15 3AJIEKHICTD TiNBKH 301TBIIY€ETHCA.

Cain BUAITATH TPU OCHOBHI HaNpsiMu 3a0e3nedeHHs iHdopmaiiHoi 6e3nekn:

— 3aXUCT iHpOPMALIHUX MTpaB i CBOOO JIIOMHU 1 IPOMasSHUHA,

— 3aXHUCT iH(l)OpMaHifIHHX pecypciB, y Tomy umcii iHpopManii 3 oOMexeHNM
JIOCTYIIOM, BiJl HEIIPABOMIPHOTO zocTymy;

— 3aXHCT CYCHUIBCTBA BiJl WIKiIJIMBOI 1 HEKICHOT iH(opmaii.

3rigHo i3 3akoHoMm Ykpainu «IIpo Konmenuiro HamionaneHoi mporpamu
iHopmaruzanii» iHpopmaniiiHa Oe3neka € HEeBil'€MHOI0 YacCTUHOIO OOOpPOHHOI,
EKOHOMIYHOT, TTIOJIITUYHOI, @ TAKOXK IHIIIMX CKJIJHUKIB HallioHaIbHOI Oe3neku [8]. Bona
3a0e311edy€ 3aXHIECHICTE KUTTEBO BAKIIMBUX IHTEPECIB 0COOH, CyCITUILCTBA 1 IepiKaBU
Bil BHYTPIIIHIX 1 30BHIIIHIX 3arpo3. OTiKe, HallioHabHa Oe3IIeKa 3aexKHa Bil 3MICTy
HaL[lOHAIBbHO-/IEP’)KaBHUX 1HTEpPECiB Ta XapaKTepusye CTaH KpaiHu, 3a SKOro il He
3arpoxye HeOe3neka BiifHM a00 IHIINX MMOCATaHb Ha CyBEPEHHHM PO3BUTOK.

Hayionanvna Oesnexa Yxpainu — 1e 3axXUILEHICTh JEPKaBHOTO CYBEPEHITETY,
TEePUTOpPiaIbHOI LTICHOCT], JEMOKPATUYHOI'O KOHCTUTYLIMHOIO Jlagy Ta iHIIMX
HalllOHAJBHUX iHTepeciB YKpaiHU Bijl pealbHHUX Ta MOTEHIIHHIX 3arpo3 [9].

OCHOBHUMH KOMIIOHEHTAaMH HalliOHaJNbHOI Oe3MeKu € BiiChbKOBa, EKOHOMiUHa,
colrialibHa, eKonoriuna, inpopMariitaa 6e3neka. Cama 1o cobi HallioHaIbHA Oe3meka
ABIsE cOOOI0 TEOMOMITHYHUN acreKT Oe3MeKH 3arajioM, YBeCh KOMILJICKC MUTaHb
($i3MYHOTO BUKMBAHHS JIEpKaBH, 3aXUCTY 1 30€peKEHHS HOTO CyBEpeHITeTy i
TepuTopianbHoi HinicHocTi. Ha choromni mpobnema iHpopmaniiHoi Oe3neku € ryxe
BAXKJINBOIO, OCKIJIBKM 3HAYHO 3pOcia poiib 30UpaHHs, OOpOOKH 1 MOLIMpPEHHS
iH(popMarii, 30kpeMa 30inpLIIIIaCS KiAbKICTh Cy0 €KTIB iHPOpPMaLiHHUX BITHOCHH 1
cnoxuBaviB iHpopmanii. Inpopmanis Bigirpae Bce Oinplry ponb y mpoueci
JKUTTENISIIBHOCTI JTIOAUHH.

Indopmariiina 6e3mnexa cyciibCTBA 1 AeprKaBH BU3HAYAETHCS MIPOIO 1X 3aXUIIEHOCTI,
a OTKe, CTIMKICTIO OCHOBHUX c(hep KUTTEMISIIBHOCTI 0 HE0E3MEYHNX IeCTa0LITI3YI0UHX,
ACCTPYKTMBHUX iH(pOpMALifHIX i, sKi YTHCKAIOTh iHTepecH kpaitu [7].

Indopmaniiina Gesneka 0codu XapaKTepU3yeThCs 3aXUUICHICTIO NMCUXIKK 1
CBiZIoMOCTi Bif HeOe3neuHux iHGOpMaLifHUX Iiii: MaHIMy/IIOBaHHS, Ne3iH(opmallii,
CIOHYKaHHS JI0 caMOryocTBa, 3HeBaru i moa. HeoOximHo 3a3HauuTH, 110 iH(OpMaIliifHi
nii HeOe3meuHi (4M KOPHMCHI) HE CTUIBKH caMi 1Mo co0i, CKiIbKA THM, IO 3[aTHi
BUKJIMKATH MOTY>KHI IPOLIECH, YIIPABISATH HUMH.

Hebe3neuni indopmarriiini nii 3a3Buyail po3aiasioTh Ha nBa Buau. [lepmmid
TOB’SI3aHUH 3 YTPATOIO LIHHOI iH(OpMAIli, 1o ab0 3HWKYE e)EKTHBHICTE BIACHOI
IisuIbHOCTI, a0o Hl,Z[BI/IH_IyG ©(eKTHBHICT AISIIBHOCTI CYMPOTHBHHUKA, KOHKYPCHTA.
Sxmo 00’ ekToM Takoi il € CBiIOMICTb JNIOAEH, TO MAETHCSA MPO PO3TOIONIYBAHHS
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Jep’KaBHUX TA€EMHHULb, BepOyBaHH areHTiB, 3aCTOCYBaHHS CIENiaJIbHUX 3aCO0iB s
MiJCITYXOBYBaHHsI, JETEKTOPiB OpexHi, MEIMKaMEHTO3HI, XIMiuHI Ta iHIII Aii Ha
MCHUXIKYy JIONWHHU. be3neky Bia Takux 3arpo3 3a0e3meuyroTh OpraHd LEH3YpH,
KOHTPPO3BiAKHM Ta iHII cy0’exTH iHpopMmaniiiHoi Oezmeku. SAKmio x mKepeaoMm
iHdopmanii € TexHiYHI cHcTeMH, TO HAETHCS BKE MPO TEXHIYHY PO3BiAKy, abo
HIMUATYHCTBO (TEPEXOIICHHS TelIe(GOHHUX PO3MOB, pajiorpaM, CHUTHANIIB IHIIMX
CHCTEM KOMYHIKallii), IPOHMKHEHHS B KOMIT IOTEPHI MEpexXi, OaHKH TaHHX.

Hpyruii Bua indopmaniiHoi 1ii mOB’sS3aHUN 3 yIPOBaJ>KEHHSIM HETaTHUBHOI
iH(pOpMAL], [0 MOXE HE JINIIC NPU3BECTH 0 HEOE3MCYHHX MOMHUIKOBUX PIlICHB,
anme 1 3MyCHTH 3aBJaTH LIKOAY, HABITH MPUBECTH CYCIIIBCTBO 10 KaTaCTPODH.
Tadopmariiiiy Gesnexy HbOro BHIy MOBHHHI 3a0€3MedyBaTH CleIiaIbHi CTPYKTYpH
inpopmaniino-TexHiuHOi 60poTHOM. IX 3aBnaHHA — HelTpanizyBaTu akuii
nesinpopmauii, MEpELIKOKATH MaHIMyTIOBAHHIO IPOMAJChKOI0 AyMKOIO,
JKBIJOBYBAaTH HACHiJKK KOMII IOTEPHHUX aTak. Po3BHUTOK i BIPOBAIKCHHS B pi3Hi
cepu KUTTA CyCHiNbCTBA HOBUX iH(OPMAaLIHUX TEXHOJOT1H, SIK 1 OyIb-sIKUX 1HITHX
HAYKOBO-TEXHIYHHX JOCATHEHb, HE JINIIE 320€3Me4yI0Th KOM(QOPTHICTB, aje HepiKo
HECyTb 1 HEOE3IeKY.

Busnaunmo HalOinem cyTTeBi rpynu iHopMamiiHO-TEXHIYHUX HeOe3IeK,
00yMOBJIEHHX JIOCATHEHHSAMH HayKOBO- ~-TEXHIYHOTO MPOrpecy B yMOBax Iiolanizarii.
Ilepma rpynma mos’s3aHa 3 OypXJIHBUM DPO3BHTKOM HOBOIO Kiacy 36p01 -
1H(OPMALIIHOI, 3/aTHOI e(EKTHBHO BILIMBATH I HA IICHXIKY, CBIZOMICTB JIOACH, 1 Ha
iHpOpPMaLITHO-TEXHITHY 1H(1)paCprKTypy CyCIibCTBa. Y BITHOCHO MHPHHX YMOBaX
1H(OPMALIIHHO-IICHXOIOTI4HI TEXHOIOTil MOXKYTb 3aCTOCOBYBATHCS SIK cremniaiabHi
MEXaHI3MH yNPaBIIHHS KPU3aMH 1 IPOBOKALLIT KOPCTOKOCTI Ha TEPHTOPT CYNPOTHBHUKA.
Hpyra rpyna 1H(OpPMALITHHO-TEXHITHNX HEOE3MeK I 0COOH, CYCIIIBCTBA | JAePiKaBH —
1le HOBUH KJIac COLiaJIbHUX 3JI0YMHIB, L0 I'PYHTYIOTHCSI HA BUKOPHCTaHH1 CyHacHx
iH(popMaLifHNX TeXHONOrii (MaxiHawil 3 eIEKTPOHHMMH IPOLIMMA, KOMII'IOTEpPHE
XyJairanctBo Ta iH.). [TuranHs 3abe3mnedeHHs iHOpMaLifHOI OE3MeKH K OIHOTO 3
BXKJIMBUX CKJIaTHHUKIB HalllOHAJIBHOI OE3MEKH AepKaBH OCOOIMBO rOCTPO MOCTAJIO B
KOHTEKCTI MOSIBH TPaHCHAIIOHAJIBHOI TPaHCTPAHUYHOI KOMIT TOT€PHOI 3JIOYMHHOCTI 1
kibeprepopusmy. Tpers rpyna iHpopMmaniiiHuX HeOe3NMeK — BUKOPUCTAHHS HOBHX
iH(pOpPMaLITHUX TEXHONOTIH 3 OMITHYHOIO METOIO.

MoskeMO 3a3Ha4MTH, IO Ha CHOTOAHI BIJICYTHS YiTKO BHpa)keHa OpraHi3oBaHa
cucreMa BUpOOIIEHH Ta peaizalii e1MHOI 1ep>kaBHOI MOMITHKY Y cdepi 3ade3nedeH s
iH(opMaLiitHoi Oe3MeKH, sika BU3HAYa€ NPIOPUTETH PO3BUTKY €IMHOTO iH(OpMaLifHOTO
npocropy. 3a3Ha4MMO NMPUYHHH, 110 3yMOBIIOIOTH HE3aJOBUIBHHHA CTaH y cdepi
3a0e3nedeHHs iH(opMaLiiiHOT Oe3meKH:

— Oe3cucTeMHU PO3BUTOK 3aKOHOJABCTBA, 110 PErYNIIoe iHpopMaLiiiny chepy;

— HU3bKUH piBeHb IPaBOBOI Ta iH(OPMaLiiiHOT KyIBTypH IPOMaJisiH 1 CyCHIBCTBA
3arajom,

— He3aJ0BibHE (piHAHCYBaHHS OiSUIBHOCTI i3 3abe3medeHHs iHPopMaLiiiHOI
Oe3rexwy,

— HeI0CTATHili pO3BUTOK iHOpMaLiiiHKX Ta KOMYHIKaI_III/IHI/IX TEXHOJOTIH y cepi
JIepPIKaBHOTO ynpaBJ'IlHHH HCTOTOBHICTb OpraHiB JepKaBHOI BIait 110 3aCTOCYBAHHS
e(eKTUBHUX TEXHOJOTi yNnpaBiiHHS i OpraHizamii B3aemMoaii 3 rpoMaasHaMHu i
TOCIIO/IAPIOIOYMMU CYO’ €KTaMH;

— HEIOCTaTHIN piBEHb MIATOTOBKU KanpiB y cepi CTBOPEHHS i BUKOPHUCTAHHS
iH(OopMaIiTHIX 1 KOMYHIKAI[IHHUX TEXHOIOTIH.

OCHOBHI MPUHIIMITH 1 3MICT JTISUTHHOCTI 13 3a0e3neueHHs Oe3neKn HaBeneH1 B 3aKoH1
VYkpainu «IIpo HamioHanbHy Oe3meky». Y bOMY 3aKOHI BH3HA4YarOThCS Ta
PO3MEKOBYIOTHCSI TOBHOBAKEHHSI JIEP KaBHUX OpraHiB y cepi HaIliOHATBHOI Oe3MeKH
i1 00OpPOHH, CTBOPIOETHCS OCHOBA ISl IHTETpaIllii MOJITHKKA Ta MPOLEAYyp OpPTaHiB
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JIepKaBHOI BIA/IW, IHIINX JeP>KaBHUX OpraHiB, PyHKIIT AKUX CTOCYIOTHCS HAL[IOHATIbHOT
O0esneku W o0OpoHH, cuI Oe3MeKd 1 cuil OOOPOHHM, BH3HAYAETHCS CHUCTEMa
KOMaHAYBaHHS, KOHTPOJIIO Ta KOOpAMHALII onepanii cui Oe3neku i cuin 00opoHH,
3ampoBaKYETHCS BCEOCSIKHUN MIAXiN 0 MuIaHyBaHHS Y cdepax HaliOHaIbHOI
Oe3neku i 000pOHM, 3a0e3MeuyoYr B TaKUil Crocio ;[eMOKpaTI/IqHI/Iﬁ 10120:30 08207074
KOHTPOJIb 33 OpraHaMu Ta OpMyBaHHIMHU CEKTOPY Oe3neKH i 060poHH [9].

OCHOBHMMH MPUHIHMITAMH 3a0€31IeYCHHS OE3MEKH €: T0TPUMAHHS 1 3aXHCT PaB
i cBO0OJ NMIOOUHU 1 TPOMaJsSHHUHA; 3aKOHHICTh, CHCTEMHICTh 1 KOMILJIEKCHICTH
3aCTOCYBaHHS MyOJNIYHUMHU OpTaHaMH BJIAAM MOJITHYHHUX, OpTaHi3aulilHUX,
COLiaJIbHO-EKOHOMIYHHUX, 1H()OpMaLifHIX, IPAaBOBHX Ta IHIIUX 3aX0/iB 3a0e3MedeHHS
0e3meKy; MPIOpUTET 3amo0KHUX 3aXOiB IS 3a0e3IeUeHHs OC3MEeKHU; B3aEMOIis
OpTaHiB JAep>KaBHOI BIaAu 3 TPOMAICBKUMHU 00’ €IHAHHIMH, MDKHAPOJHUMU
opraHizaIfisimMu i TpoMaassHaMu Jj1s 3a0e3MedeHHs Oe3MeKH.

JianpHICTh fepKaBy M0A0 3a0e3eueHHs Oe3IIeKH BKIIOYAE:

— IPOTHO3YBaHHsI, BUSBIEHHSI, aHAJII3 1 OLIHIOBAaHHSI 3arpo3 Oe3MeKH;

— BU3HAYEHHS OCHOBHHX HANPSIMIB I€p>KaBHOI ITOJITHKH 1 CTpaTeriyne miiaHyBaHHS
y cdepi 3a0e3rieueHHs Oe3IeKHy;

— IIPaBOBE PErymoBaHHs y chepi 3a0e3redeHHs Oe3neKH;

— pO3pOoOKy 1 3aCTOCYBAHHS KOMIIEKCY OMEPATHBHUX i JIOBIOTPHBATHX 3aXOZIB 3
BUSIBJIICHHSI, TIONEPEKEHHSI I YCyHEHHS 3arpo3 Oe3mekH, JoKaizamii 1 Hefitpanizamnii
HACJIIKIB X MposBY;

— 3aCTOCYBaHHS CIIELialIbHUX EKOHOMIYHUX 3aX0MiB /15 3a0e31eueH st Oe3MeKy,;

- p03po61<y, BI/IpO6HI/II_ITBO 1 BIPOBA/UKCHHS CY4acCHOro BHIJIANTY 030pOeHHS,
BIMICHKOBOI 1 crenianbHOI TEXHIKM, @ TaKOX TEXHIKH MOABIHHOrO i LMBIIBLHOTO
NPU3HAYCHHS JUIS 3a0e3IICCHHSI Oe3IIeKH;

— OpraHisaiiio HayKoBOi JIATBHOCTI y cepi 3abe3nedeH s be3nekH;

- KOOpI[I/IHaI_IlIO AUSBHOCTI PErioHabHAX OPraHiB JIepXKaBHOI BIajM, OpraHiB
Jep>kaBHOI Bnagy cy0’eKTiB YKpaiHH, OpraHiB MiCLIEBOrO caMOBpsIyBaHHS y cdepi
3a0e3meueHHs Oe3meKy,;

— ¢inaHcyBaHHS BUTpaT Ha 3a0e3meueHHs Oe3MeKd, KOHTPOIb 3a LiTbOBHM
BHUTpaYaHHSIM BUAUICHUX 32C00IB;

— MDKHaApOIHY cIiBIpanio y chepi 3a0e3medeHHs Oe3MeKH;

— 3MiiCHEHHS 1HMMX 3axoniB y cdepi 3abe3medeHHs Oe3MeKy BiIIOBITHO 10
3aKOHOZABCTBA YKpaiHu.

Tak, y 3akoni Ykpainu «IIpo HamionaneHy mporpamy indopmarusamii»
BH3HAYAETHCS, IO TOJOBHOIO MeToro HamionansHoi mporpamu iHdopmatusamii €
CTBOPEHHS HEOOXITHMX YMOB /IS 3a0€3MEUEeHHS TPOMAaJISH Ta CyCHIbCTBA CBOEYACHOIO,
JOCTOBIPHOIO Ta MOBHOI iHQOpMAaIi€l0 NUISXOM IIHPOKOIO BUKOPHUCTAHHSA
iHdopmaniitHux TexHoNorii, 3abe3neueHHs iHpopMmariitHoi 6e3meku aepxkasu [10].

TakuM 4MHOM, 3 BHUILE3a3HAYCHOI'O MOXKHA 3pOOMTH BHCHOBOK, IO KaTeropist
«0Oe3meka» po3MIAIAETHCS SIK TOHATTS, 1110 BioOpakae cTaH 00’€KTa B CUCTEMI HOTO
3B’SI3KiB 3 TOYKU 30pYy 3AATHOCTI 10 CAMOBH)XKMBAHHSA B YMOBaX BHYTPILIHIX Ta
30BHIILIHIX 3arpo3, a TAKOXX B YMOBax Jiil HenepeadayeHuX Ta TAKKO MPOrHO30BAaHUX
¢axropiB. HanionanbHa Oe3nexa YkpaiHu CKIagaeThes i3 CyKyIMHOCTI CKIaIHUKIB, SKi
MOBUHHI 3a0e31euyBaT 30alaHCOBaHI IHTEpeCH 0COo0M, CyCIiIbCTBa 1 epxkaBu. J{o
UX CKIIAJHUKIB HAJIEXKHUTh Oe3leKa B MDKHAPOJHIA €KOHOMIUHiH, BiHCHKOBIH,
BHYTPIITHBONOMITUYHIH, iH(pOpPMAIIiiHI{, COIiaNbHIN, EKOIOTIYHIN Ta IHIINX cdepax.
[Tpu npoMy, SIK yXe 3a3Hadanocs, O4Ha 3 KJIIOYOBHX POl y cucteMi 3abe3redeHHs
HaIliOHAITLHOI Oe3TEKH BiIBOUTHCS EKOHOMIYHOMY Ta iHQOpMAaIliiTHOMY CKIIaJJHHKAM.

bazoBuM HOKyMEHTOM, IO BU3HAYa€ 3MICT HaLlIOHAIBHUX iHTEepeciB YKpaiHu B
indopmauiitniit cdepi, € JJokrpuna inpopmariiiHoi 6e3nekn Yrpainu [11]. [TpaBoBoro
ocHOBOIW JokTpuHHU € Konctutyuis Ykpainu [7], 3akonu Ykpainu, Ctpareris
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HalioHaJIbHOI Oe3nekn YKpaiHu, 3aTBepmkeHa Yka3om [lpesupenta Ykpainu «lIpo
pimenHs Paau HamionansHOI Oe3meku i o0oponn Ykpainu Bin 6 tpaBua 2015 poky
“ITpo Crpaterito HanioHanpHOI Oe3nekn Ykpainu”» [12], a Takox MiKHapomHi
JOTOBOpH, 3rofa Ha 00OB’A3KOBiCTh sSIKMX HagaHa BepxoBnoio Panoro Ykpainwu.
Crpareris HamioHanbHOI Oe3nekd YKpaiHU € JOKYMEHTOM, OOOB’SI3KOBUM JJIs
BHUKOHAHHS, 1 OCHOBOIO I PO3POOKH KOHKPETHHX IPOrpaM 3TiJHO 3 JepKaBHOIO
MOJIITHKOIO HalllOHABHOI Oe3meku [11].

VY nokrpuni 1H(1)0pMaLIII/IH01 Oe3IeKy 3aKpirlieH] aKTyallbHi 3arpo3u HallioHATbHIM
1HTepecaM Ta HallOHaNbBHIN Oe3meni Ykpainu B lH(l)OpMaL[H/IHlI/I cepi:

— 37ilficCHeHHS crenianbHUX iHQOpMaliiHUX onepaniil, CHpSAMOBaHHX Ha IiPUB
000pOHO3JATHOCTI, JeMopai3amilo 0co00BOro ckiaay 30poHHUX cuil YKpaiHHu Ta
IHIIUX BiMCHKOBUX (pOpMyBaHb, MPOBOKYBAaHHS EKCTPEMICTCHKHUX IMPOSBiB,
Mi/KUBJICHHS MaHIYHUX HACTPOIB, 3arOCTpeHHS 1 AecTabinizamis CycmiibHO-
MOJIITUYHOI Ta COLianbHO-eKOHOMIYHOI CHTYyalii, po3NadloBaHHS MDKETHIYHHUX 1
MiXKOH(peciHHNX KOH(DIIKTIB B YKpaiHi;

— MPOBENEHHS JIep KaBOI0-arpecopoM crelianbHuX iHPOpMaLiifHUX orepanii B
IHIIMX Jep’KaBax 3 METOI0 CTBOPEHHS HEraTUBHOTO IMIIDKY YKpaiHH y CBITi;

— iHdopmariiiHa ekcraHcis IepykaBU-arpecopa Ta KOHTPOJIbOBaHUX HEO CTPYKTYD,
30KpeMa [UIXOM PO3ILIMPEHHS BIacHOI iHpopMaLiifHol iHQpacTpyKTypH Ha TEPUTOPIi
VYkpaiHu Ta B iHIIHNX JIeprKaBax;

— inopmariiiiHe JOMiHyBaHHS Aep’KaBH-arpecopa Ha THMYacOBO OKYIIOBaHUX
TEPUTOPIAX;

— HeJIOCTATHs PO3BUHEHICT HAL[IOHATILHOI IH(OPMALIHOT iHpPACTPYKTYPH, 1110
00MeKye MOXKINBOCTI YKpaiHU €(EKTHBHO MPOTHALTH lH(l)OpMaLIII/IHII/I arpecii Ta
MPOAKTUBHO AisTH B iH(opMaliiiHii cdepi 1y peanizanii HaliOHATBLHUX iHTEpECiB
VYkpainu;

— HEC(EKTUBHICTH AePKaBHOI iHPOPMALIHHOT MOMITHKH, HEIOCKOHATICTH
3aKOHOZABCTBA CTOCOBHO PEry/TFOBAHHS CyCHlJ'IBHI/IX BITHOCHH B iH(opMAIliiiHiii chepi,
HEBH3HAYEHICTh CTPATErTYHOrO HAPATHBY, HEAOCTATHIN PIBEHb MEIiaKylIBTypH CYCIIUILCTBRA,

— TIOIIMPEHHSI 3aKJIHKIB JI0 PaIuKaAIbHUX i, Iporaranya i30IIi0HiCTChKAX Ta
ABTOHOMICTCHKHX KOHIICTII[ii CMiBiCHYBaHHs perioHiB B Ykpaini [11].

Bucnoexu. TakuM 4UHOM, MOXEMO 3pOOMTH BHCHOBOK, IO HalliOHAaJIbHA
Oe3leka HEpPO3PHBHO MOB’A3aHa 3 OiIsUIBHICTIO AepXaBH. TUIBKH BOHA MOXKE,
CIIMpaIOYXCh Ha CBilf amapar, BIaJHi Opran, AiSUIbHICTD AKHX )KOPCTKO 00MEXeHa
1 MigKpirJieHa BiAMOBIIHUMY TPAaBOBUMU aKTaMu, 3a0€31eUUTH CIIOKIN TpOMaisiH,
CTBOPUTHU CHPUSATIUBI YMOBH IS iX XHUTTA 1 misuibHocTi. Hiski iHOI comianbHi
CHUJIM HE 3MOXKYTh BUKOHATH I1€ 3aBAaHHs. 3a0e3MeueHHs BIacHOi O€3MeKH Ta CBOiX
IrpOMajsH € OMHUM 3 OCHOBHHX 3aBJaHb Oylb-iKoi Jep>KaBH. YCHIIIHUI pO3BUTOK
VYkpaiHu K CyBepeHHOI AepKaBU HEMOXJIUBUH Oe3 3a0e3meueHHs ii HalioHaJIbHOT
iHopmaniiftHoi 6e3mexH.

Y cBiTi po3BHTKY iH(pOpMaTH3aLii Ta rodaisarii porb iHbopMaiifHoi Gesnekn
0CO0H, CYCIILIBCTBA, AEPKABH 30UIBIIYETECS, a i 3a0€3MeUCHHS IOBHHHE 3aiiHATH
HaJeXHe Micue B MOJITHULI AepkaBu. 3a3HAYMMO OCHOBHi 3aBAaHHS IIOAO
3abe3neueHHs iH(opMaLiiiHOT Oe3Mekn SK CKIagHUWKa HallOHAJIbHOI Oe3meKu
JiepKaBH, sIKi BUMararoTh BUPIIICHHS

1. HeoOXimHICTP HOPMATHBHO-TIPABOBOTO PETYIIOBAHHS IMOA0 MPOTHIIl
BHKOPHUCTaHHS iHGOPMAIIHHUX TEXHOIOTIH, AKi 3arpOXKYIOTh IHTEpecaM JepiKaBH.

2. HeoOXimHICTh CTBOPEHHS €KOHOMIYHHUX MEPEAYMOB IS PO3BHTKY
HalliOHAJbHUX 1Hq)0pMau1HHHx pecypciB Ta iHGpPaCTPyKTYypH, BIPOBAIKECHHS
HOBITHIX TEXHOJIOTiH B iH(opmaniiiny cdepy.

3. HeoOximHICTh ymocKoHaJeHHS BHPOOHHWIITBA BITYM3HSAHHUX 1H(GOpMAIiHHUX
TEXHOJIOTIH, IO PO3POOIISIFOTECS, BIPOBA/KEHHSI BITYU3HSHUX PO3POOOK, MiIBUIIICHHS
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eeKTMBHOCTI HAYKOBHX JJOCIIIDKEHD Ta SIKOCT1 OCBITH y cpepi iH(OopMaIiiiHIX TEXHOMOTIH.

Iandopmanis crama OAHUM 13 YHMHHUKIB, 3JaTHUX MPHU3BECTH O
BEJIMKOMAcCIITA0HUX aBapiil, BiliCbKOBUX KOH(QUIIKTIB 1 Ae30pranizamii AepKaBHOTO
ynpasiinHA. | unM BuIuii piBeHb iHTeNeKTyali3amii Ta inGopMaTH3alii CycrijibCTBa,
TUM HaJilHIma Horo iHdopMmariitHa Oe3reka. OTxe, YkpaiHi HEOOXiHO MPUTIISTH
0COONUBY yBary HaiioHaJdbHIN iH(pOpMaIliiiHil Oe3meli, OCKUTLKH BOHA € OCHOBOIO
BHU3HAYCHHS HaWBAKJIMBIIIMX HANPSAMIB 1 MPUHIUIIIB Aep>KaBHOI NOMITUKH KpaiHH,
XKHUTTEBO BAXKIIMBUX 1HTEpECiB 0COOH, AEPKaBH i CyCHiIbCTBA.
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INFORMATIONALSECURITY IN THE CONTEXT
OF CHALLENGES END THREATS OF NATIONAL SECURITY

The article analyzes the current problems of information security as a part of the national
security of the state. The author identifies the reasons for the unsatisfactory situation in the field of
information security. Particular attention is paid to the legal framework for information security and
prospects for improving legislation, the problems of regulating relations in this area. Successful
development and the very existence of Ukraine as a sovereign state is impossible without ensuring
its national security. The society’s and the state’s information security is determined by the degree of
their protection and, consequently, the stability of the main areas of life concerning dangerous,
destabilizing, destructive, infringing the interests of the country information actions at both
implementation, and retrieval.

The state information policy, as activity of system of public authorities and administration in
the information-psychological area occupies the central place in the system of regulation of both
social and political relations in the modern information society. The transparency of the state
information policy is the basis for ensuring the country’s socio-psychological stability and successful
economic development. The practice of information and psychological influence is more and more
developing in the modern world. The terms «informational» and «psychological» wars are widely
used by politicians and political scientists, and are increasingly appearing in the context of the
country’s information security issues.

The purpose of this article is to determine the role of information security in the national
security of the state and to study the legislative regulation in the information area of Ukraine.

A radical change in the state’s approach to solving this problem should become one of the
priorities in ensuring national security.

Key words: information, security, information security, national security, national interests,
information area, national security of Ukraine.
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